II. One-time passwords (OTP: S/Key n OPIE)
1. Wo e T0 - 0bWwa naes

® [IpeoponsBaHe Ha sniffers n keyloggers.
2. HaunH Ha paboTa

Ot curypHa KoH30na: BbBexgaw passphrase 3a nHMunanuadaums Ha NocnefoBaTenHocTTa;
MNpe3 HecurypHa cpepa: auth request 3a onpeneneH noTpebuten;

OTP libs HammnpaT nocnepoBatenHOCTTA U TeKylwaTa no3nuus;

OTP libs n3uncngaeat n nanpawart BbnpocsaHeTo (challenge);

Or curypHa KoH3ona: BbBeXgaw passphrase n naymcnssail oTrosopa;

Mpes HecurypHa cpefa: npefasal oTrosopa B cleartext;

OTP libs n3uncngaear oTroBopa u cpasHgBar.

3. Peannzauun
® |ogdaemon: kodTu, rebuild Ha BCUYKM CUCTEMHW MPOrpamMu, KOUTO UCKaT aBTEHTUKAUNS... KaKBO NpaBsT
opyrute OS's?
® S/Key: nobpa nocnenoBatenHocT 0T naeun, Kpuntorpadcku cunHmn hash anropmtmu;
® OPIE: passutmne Ha S/Key ¢ MD5 Bmecto MD4, MHoro portable, MHOro necHo 3a n3non3BaHe.
<URL:http://www.inner.net/pub/opie>

4. Peanunsauwvn B nporpamu - local support, PAM
5. MpeaommcTBa M HeJoOCTaTbLUM OT FrNefHa To4YKa Ha U3non3BaemMocT

@ COoN: JoCalHo € BCeKU NbT Oa CM BbBeXfal naponarta :) Ho MoXe Ja cu Hanuwew keychain;
@ CONn: He MoXe [a ce pasnpeneny Mexay noseye mMalwuHu;

6. MpeoumcTBa 1 HegoCTaTbLUM OT rNedHa ToYka Ha security

@ COoNn: He MOXe ha ce pasnpeneny mexay noseye mMawmHu, n3o6Lwo He ce Bpb3Ba C aeonorusita 3a single
sign-on;

@ pro: HMKakBa Bb3MOXHOCT 3a replay attacks;

® pro: B HoBuTe peanunsauun (OPIE) e poctatbyHO KpunTorpadoCku CMAHO, Taka Ye HAMa HUKakBa onacHoCT
n ot brute-force ataku.

7. OTP calculators
® Unix-like OS's: B camoTto OPIE uasart opiepasswd(1) v opiekey(1);

® Windows: WinKey, <URL:http://www.inner.net/pub/opie/contrib/WinKey.exe>
® Java: MHoro ca, <URL:http://google.com/search?g=Java+OTP+calculator>



