Temu 3a MpexoBa curypHocT 1

OCHOBHU KpUTEPUN 33 OLEHSBAHE:!
® [lonoxwutenHu:
3a usyepnarenHoct 10 T.
3a To4yHocT 10 T.
3a scHoTa Ha nsnoxexHuneto 10 T.
3a sicHoTa 1 TOYHOCT Ha obocHoBkUTe 10 T.
® OTtpuuatenHu:
3a NpaBONUCHN N CTUANCTUYHN FPewWwkn: oo -5 T1.
3a baKkTONOrMyYHM rpewwkn: oo -5 T.
3a nunca Ha obocHoBska: oo -10 T.
3a eHOCTPaHHOCT (Nunca Ha nadepnartenHocT): o -10 T1.
3a cbapaBaHe Ha npobnem: -15 1.

BaxeH MOMEHT 3a BCUYKM TEMU € CUFYPHOCTTA Ha BCHAKO HUBO, PM3NYECKO, MPEXOBO U coumanHo. BaxHo
Cblo Taka e aa ce o6bpHe BHUMAHME HA NOBEYETO CbLECTBYBALM PEWEHNs, HE CaMo Ha OonpeneneHn (Hanpumep
ynuctn Sun unu Microsoft pewenusi). BaxHo e na ce 06bpHe BHUMaHME HA TOBA, OOKOSIKO MEPKMTE 3a CUrYPHOCT LWe
npedyar Ha HOPManHOTO U3NON3BaHEe Ha ycnyrure.

Cb3paBaHeTo Ha nNpobnem o3HayaBa HeMpPaBWIHO M3NON3BAHE HA MHCTPYMEHTU UM Ha4YnHW 3a cbbupaHe Ha
nHgpopmaums. OTHacs ce 3a X TemnTe.

3a U3KNYNTENHO no6p|/| TeEMX npenopgaBatennTe CM 3ana3saTt NpaBoTO Aa noanat no 10 DONbAHUTENHN
TOYKMW.

MpoekTute ce npepasat Ha xaptma W ce wusnpawar no B PDF opmar email Ha netsec-
projects@nedyalkov.com. CamuTe NpoekTu e ce nybnvkyBat Ha cTpaHuuaTa Ha Kypca, 3aefiHO C oueHKkaTa 1 kpaTka
peLeHs3uns.

MpoekTtuTe Tpsibea oa ca noHe 30 000 cumBona (C NpasHUTE CUMBONW (MHTEpBan 1 Tabynauus)), HaNUcaHn Ha
rpaMoTeH 6barapcku esuk.

3a Bcekun NpoekT TpsibBa aa ce onuwe 6ubnuorpadms Ha N3NoN3BaHNTE N3TOYHULIN.
KM Bcsika TeMa uma npubnuanteneH/npenopbymTeneH nnaH.

lMoBeye MHpOpMaUus 3a NncaHeTo Ha cammTe TeMu MoXe aa ce Hamepu B [HCP].

Temn o1 Bacun Kones <vasil(at)ludost(dot)net>

HedunHnumn:
Manka dompma - cbetoum ce ot 30 YyoBeka. 3aHNMaBa Cce C TbProBus ¢ AeTCKM nrpadku. Vima eguH ocouc.

Monsma kopnopauus - nma 100 000 cnyxuTtenu, uma odmcy B 15 obpxasn Ha 3 KOHTUHEHTA. 3aHMMaBa ce C
IT (3a npumep Moxe ga ce nanonsea IBM)

BoeHHa cTpykTypa (apmus) - ApMusita Ha obpxasa B EBpona, nputexasawa ¢noT, CyxonbTHU U Bb3OYWHN
BOWICKM, KaKTO M SAPEHO OPbXKME.

1. CurypHa enekTpoHHa nowa

[a ce onvwat pasnuyHWTE CbHCTABHM 4YaCTW HA €4Ha CUrypHa CMUCTEMA 3a eNeKTPOHHa nowa - KANEHTH,
CbPBBPM, NMPOTOKONM, KPUMTOrpaddCkM M Opyrn 3aWMT U BapuaHTUTe 3a KoMbuHMpaHe/Bpb3ka M/y Tax. [a ce
onpenensT NMoAXOAWN PelWeHns 3a CnefHUTe pasnnyHu BapuaHTu - goMaleH notpebuten, manka cgpupma, ronsmMa
Koprnopaumsi, BOEHHa CTpykTypa, ¥ na ce obocHoBarT.

MprMepeH/npenopbyYNTENEH NNaH:

1. O630p Ha noToka Ha e-mail
1.1. KnueHtn

1.2. CbpBbpU

1.3. NpoTokonu



1.4. Kpuntorpacdms n kpuntorpadycka sawmra
1.5. CbBMecTUMOCT
2. NomauweH notpebuten
2.1. anckBaHns kbM ycnyrata
2.2. Hy>XHO H1BO Ha CUrypHOCT
2.3. PeweHue
2.3.1. Knuenrt
2.3.2. CbpBbp
2.3.3. lNpoTokonu n kpuntorpadus
2.3.4. ObobuweHne
3. Manka donpma

(oedorHMLMUTE Ha Manka ompMa U T.H. ca B HA4anoTo Ha AOKYMEHTa)
3.1. NauckBaHmsa KbM ycnyrata
3.2. Hy>XHO H1BO Ha CUrypHOCT
3.3. PeweHune
3.3.1. KnueHrt
3.3.2. CbpBBbp
3.3.3. lNMpoTokonu n kpunTtorpadus
3.3.4. O606weHne
4. 'onama koprnopaums
4.1. 'anckeaHns KbM ycnyrarta
4.2. Hy>XHO HMBO Ha cuMrypHocT
4.3. PeweHne
4.3.1. KnueHrt
4.3.2. CbpBbp
4.3.3. MNpoTokonu n kpuntorpadus
4.3.4. O606weHne
5. BoeHHa cTpykTypa
5.1. lancksaHus KbM ycnyraTta
® [a Morart da uanosnseat email 3a no-rongmara 4acT OT KOMyHUKaUUUTE CU, OCBEH CMNELWHNTE.
5.2. Hy>XHO HMBO Ha CUTYpHOCT
5.3. PeweHune
5.3.1. KnueHt
5.3.2. CbpBbp
5.3.3. [lpoTokonu n kpunTorpagus
5.3.4. O606weHne

TpyaHocT: 8/10
3a 2 cTyneHTa

2. CwurypHa ycnyra 3a nevar

[a ce onvwart pas3nMyH1UTE BapuaHTun 3a neyart v npobnemuTe Ha curypHoctTa um. [la ce onvwart n obocHoBaT
pelweHns 3a Manka yrpma, ronsiMa Kopnopauusi, BOEHHa CTpyKTypa.

[MpuMepeH/npenopbynTENEH NNaH:

1. O630p Ha ycnyrata

1.1. TnoBe KNNEHTH

1.2. TyinoBe KpaiHn ycTporcTea

® LUBETHU, YepHO-6enn, nazepHN N MacTUNEHO-CTPYAHN NPUHTEPW, MNOTEPU, U T.H.
1.3. CbpBBbpM 1 NnpoTokonn 3a paboTa ¢ TX
1.4. NopapbxKa Ha KpunTorpagms

1.5. CbBMecTUMOCT

2. Manka donpma

2.1. \anckBaHusa KkbM ycnyraTa

2.2. Hy>XHO HMBO Ha CUrypHOCT

2.3. PeweHne

2.3.1. KnneHrt

2.3.2. CbpBbp

2.3.3. MNpoTokonu n kpuntorpadus

2.3.4. ObobuieHne

3. Nonsma kopnopaums

3.1. anckBaHng kbM ycnyrata

3.2. Hy>XHO HMBO Ha curypHoct



3.3. PeweHune

3.3.1. KnneHt

3.3.2. CbpBBbp

3.3.3. NpoTokonu n kpunTorpadus
3.3.4. ObobueHne

4. BoeHHa CTpyKTypa

4.1. N\anckBaHusa KbM ycnyraTa
4.2. Hy>XHO HMBO Ha CUIYpPHOCT
4.3. PeweHwue

4.3.1. KnueHt

4.3.2. CbpBbp

4.3.3. NMpoTokonu n kpuntorpadus
4.3.4. O6obuieHne

TpyaoHocT: 3/10
3a 1 cTygeHT

3. CurypeH otganedyeH goOCTbn

[a ce onvwat BapvaHTUTe 3a oThaneyvyeH AOCTBbM A0 yCnyru 3a neyat, ¢paisioBM CbpBbPW, nowa u 6asu
LaHHW Npe3 HeocurypeHn mpexu. [la ce onvwart BapuaHTuTe npu 3 peweHus, narpageHn Ha 6asa Ha pasnnyHu
npovnssoautenu. [la ce onpenensit pasnukuTe, ako ce Npasu 3a Manka upma, Koprnopauns 1 apMmus.

MprMepeH/npenopbyYNTENEH NNaH:

1. O630p Ha ycnyrata

1.1. Hyxpa 3a otganeyeH gocTtbn

1.1. Bb3MOXHM TUMNOBE PELLEHNS

® Te3u ca gafneHun caMmo KaTo npuMep, He ca 3a4bnXnTenHu!
1. Dial-up

3. Mpsk goctbn npes Internet
PasnuyHu nponssoamTenm un peweHus
Teswn ca naneHn camo Kato nNpuMep, He ca 3aabixXuTtenHu!
1. Cisco

2. Microsoft

.3.3. Free&Open Source Software
2. Manka dovpma

2.1. anckBaHng kbM ycnyrata
2.2. Hy>XHO H1BO Ha CUrypHOCT
2.3. PeweHue

2.3.1. Knuenrt

2.3.2. CbpBbp

2.3.3. lNpoTokonu n kpuntorpadus
2.3.4. ObobuweHne

3. ['onama koprnopaums

3.1. NauckeaHmsa KbM ycnyrata
3.2. Hy>XHO H1BO Ha CUTypHOCT
3.3. PeweHune

3.3.1. KnueHrt

3.3.2. CbpBBbp

3.3.3. MNMpoTokonu n kpunTtorpaduns
3.3.4. O606weHne

4. BoeHHa CTpyKTypa

4.1. anckeaHng KbM ycnyrata
4.2. Hy>HO HMBO Ha CMrypHoCT
4.3. PeweHne

4.3.1. Knuenrt

4.3.2. CbpBbp

4.3.3. NMpoTokonu n kpuntorpadus
4.3.4. O6obueHne

2.
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2.
3.
3
3
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TpyaoHocT: 9/10
3a 3 cTyneHTa



4. CurypHa mMpexa 3a obwexuTns

[a ce onuwat 1 060CHOBAT 2 pa3NnyHM BapuaHTa 3a U3rpaxnaHe Ha CUrypHa Mpexa B paMKuUTe Ha HSIKONKO
6noka, KaKTo ¥ aAMUHUCTPATMBHUTE NPOoLedyPU, HY>XXHU 3a NoAAPbXKATa Ha Tasn Mpexa.

[MpuMepeH/npenopbynTENEH NNaH:

1. O630p

® lmame 6 6noka, no 8 ertaxa, CTyaeHTCKM obwexmuTtus. Tpsbesa oa ce npenocTaBy NokanHa Mpexa u
bocTbn Ha ctygeHtute Ao Internet. CTygoeHTUTE yyaT OCHOBHO B CMELManHOCTW, CBbp3aHu C
nHpopmartumkara.

2. HyxHn 3awmnTn

2.1. 3awmTtn Ha NoKanHoO HMBO

2.2. 3aWmnTi 0T BBHLWHK aTaku

2.3. Bawmrta Ha Internet oT uaxonsawm 0T HacC aTakm

3. AOMUHUCTpaums 1 npouenypu

3.1. Acceptable Use Policy (AUP)

3.2. lpnemaHe Ha HOB CTYLEHT

3.3. HanyckaHe Ha cTyneHT

3.4. [lobaBsiHe 1 MaxaHe Ha MawWwuWHa Ha CTYOeHT

3.5. MprHyanTENHO OTKaYyaHe Ha MawuHa oT Mpexarta

3.6. MpaBuna 3a DocTbn OO cTauTe/KunepuTe ¢ TexHruka n okabensisaHe

3.7. Opyru

4. MbpBK BapuaHT

5. Btopu BapuaHT

TpyanHocT: 7/10
3a 2 cTyneHTa

5. CurypHocT BbB dhvpMma 3a paspaboTtka Ha codpTyep

[a ce onvwe cucTemaTta 3a CUTYPHOCT HA Pas3NUYHWUTE YCMyru, U3MNON3BaHW B CPeaHO ronsma dupma 3a
paspaboTka Ha cogpTyep.

MprMepeH/npenopbyYNTENEH NNaH:

1. O630p

® CpepnHo ronsima cupma (300 YoBeka), 3aHMMaBawa ce C paspaboTka Ha codpTyep 3a embedded
ycTpoiictea u urpu 3a PC nasapa.

2. Hyxau

2.1. BbTpewHa (Mexay-oTaenosa) 3awmura

2.2. 3awmTa OT BbHIWHK 3annaxu

2.3. Bawmra oT n3TU4aHe Ha nHopmauns

3. 3awmTa Ha pasnMyHnTE yecnyrun

3.1. Source control

3.2. emall

3.3. web service

3.4. Opyru

4. ADMUHUCTPATUBHM

4.1. AUP

4.2. Npasuna 3a paboTa ¢ Mpexara Ha paspaboTynum 1 ap.

TpyaoHocT: 7/10
3a 2 cTyneHTa

6. CurypeH kBapTaneH goctaByuk Ha Internet

[a ce onuwart Hy>XHUTe YCnyru, KOUTO MPefOCTaBs TakbB AOCTABYMK (HanpuMMep NPeHoC Ha AaHHW, malil
CbPBBP, XOCTUHT), HY>XXHUTE MEPKYM 3@ CUTYPHOCT 1 NpoLenypu npy paboTta ¢ KNUEHTH.

TpyaoHocT: 5/10
3a 3 cTyneHTa



7. 3awwmTa Ha ethernet mpexu

[a ce pa3paboTAT KOHUeNuMs 1 na ce peannsmpa CbBKYMHOCT OT COPTYEPHU MHCTPYMEHTM 3a 3awmTa oT
pasnuuHnTe aTtaku Ha ethernet mpexwu, narpageHn ot obukHoBeHM swtich-oBe u hub-oBe. PeweHuneto tpsiba na
nogabpxa MoHe 4 pasfnyHU OnepauuoHHW CUCTEMM U Aa HAMA CEePUO3HO OTpaxXeHue B/y WU3MNOon3BaeMocTTa Ha
mMpexarta. [Ja ce Hanuwe sicHa 060CHOBKA Ha CUrypHOCTTa Ha PEeWeHNeTo 1 KoHLenumsaTa.

TpyaHocT: 6/10
3a 2 cTyneHTa
(cohTyepeH NpoekT n TeMa)

8. 3awwuTa Ha nHpopMaumsaTa oT OTKpMBaHe

[a ce narpaon 3awmuteHa cpelly oTKpMBaHe M NOACNYyWBAHe CTeraHorpadycka cuctemMa 3a NpeHoc Ha AaHHU
ypes Internet. [la ce obocHoBe 3awmTaTa i.

TpyaoHocT: 10/10
3a 2 unn 3 cTyoeHTa, pewasa ce Ha MSCTO.

9. Certification Authority
[a ce Hanpasu nnaH ¢ obocHoBKa 3a narpaxaaHe Ha CA. [la ce onuwart OCHOBHUTE Mpouesypu.
Mpuema ce, Ye cTaBa BbNPoC 3a uarpaxnaHe Ha CA Ha Teputopusita Ha Penybnvka bbnrapus)
MprvMepeH/NpenopbUYNTENEH MNaH:

1. O630p Ha nNpoekTa

1.1. Uenn Ha CA

1.2. Cmucbn Ha CA

2. Hyxau

2.1. dunsnyeckn

2.2. TexHn4yeckun

2.2.1. XapayepHu

2.2.2. CogpTyepHu

2.3. CouunantHum

3. PelweHue

3.1. dunsnyecko

3.2. TexHuyecko

3.3. CoumnanHo

3.4. lNpasuna

3.5. NMpouenypu

3.5.1. lNMoonuceaHe Ha KN4
3.5.2. Revocation Ha noonuc
3.5.3. CmsiHa Ha master kntoya 3a nognuceaHe
3.5.4. Opyru

TpyaHocT: 9/10
3a 2 cTyneHTa
10.Cuctema 3a cnegeHe Ha Tpaduk

La ce onvwe 1 o6ocHOBe cucTema 3a npocneasBaHe, NOACNYWBAaHE U aHanu3 Ha KPUNTUMpPaH U HeKpUNTUpaH
Tpadgowk, 3a 13Non3BaHe B pasy3HaBaTe/IHN OpraHn3aumnm.

TpyaoHocT: 7/10
3a eaunH unmn 2 cTyneHTa, pelasa ce Ha MACTo

x1. Oa ce nposepu curypHoctTa Ha @MU
[a ce nposepu curypHocTtTa Ha PakynteTa, AOCTBABT M Bb3MOXHOCTUTE 3a MPOMAHA Ha UHOpMaUnNs Ha

MPEe>XO0BO HMBO, KaKTO U BapuaHTuTe 3a 3awwuTa. MNpn nposepkarta He Tpsibea na octaeaT cneau. VMiHgpopmauusTa ot
TOBa M3cnenBaHe le ce NPefoCcTaBn Ha dpakynTeTa.



TpyaHocT: 8/10
3a 3 cTyneHTa

x2. CurypHocT Ha gocTtaskata Ha Internet 3a bbnrapus

[a ce npoBepw CUrypHOCTTa U caMMTe BBHIUHM KaHanu 3a goctaBka Ha Internet 3a Bbnrapus, kak morat na
6boaT atakyBaHu (Ha OM3NYECKUN 1 MPEXOB CNOW), KakBO € HY>XHO 3a LONb/HWUTENHA 3awwunTa.

TpyaHocT: 10/10
3a 2 cTygeHTa.

Temu ot MNeTbp MNeHyeB <roam(at)ringlet(dot)net>:
1. CurypHa nooopbxka u goctbn oo World-Wide Web

[la ce onvwar pasnuyHUTE ycnyru 1 nporpamm, M3non3BaHy Npu Cb3gaBaHe M OOCTHMN OO0 CbAbPXaHue,
pasnpocTpaHsisaHo 4pe3 World-Wide Web. OcobeHo BHMMaHue Aa ce obbpHe Ha T.Hap. active content oT BCuYkuM
TUNOBE W MEPKWUTE, KOUTO Ce B3eMaT W Mpu CbPBBPW, U MPU KIMEHTW 3a npenoTBpaTtsBaHe Ha npobusm B
CUrypHoOCTTa, NpeanssukaHn oT active content.

[uyns ce koe we e no-gobpe: Aa pa3genum Tasu TemMa Ha aBe (KINEHTU 1
CbpBBPYU), Aa 9 4ALEM HA NOBEYe OT eOUH YOBEK, U 1 OBeTe (oa nMame
TPW TEMU - eQHA 33 K/IMEHTU, efHa 3a CbPBBHPU, U eaHa oblwa 3a ekmn)]

TpyaHocT: 7/10
3a 1 unn 2ma, B 3aBNCUMOCT OT pa3feneHneTo.

2. CurypHocT npu peer-to-peer peanmsauun Ha file sharing

[a ce onvwart pasnuyHnTe TexHonorun 3a peer-to-peer file sharing (Napster, Kazaa n gp.) n BbamoxHoctute
3a arakm BbPXy THAX - nogMmMsiHa Ha doainose, npeacrtassHe Ha doanwusey "yOOCTOBEPEeHMs 3a CaMONM4YyHOCT"
(credentials), HenpaBoMepeH OOCTbHMN A0 PECYPCUM Ha KANEHTCKUS KOMMKOTBHP (AOCTHN A0 painoBaTa CUCTEMA,
n3nbHeHVe Ha Kog, ...) 1 apyru. [la ce onuwart mMepkuTe 3a 3awmTta, B3eTu oT pasnuyHute file sharing cuctemu, n
Bb3MOXHOCTUTE 32 TAXHOTO NPeoaonsBaHe.

TpyaHocT: 8/10
3a 1 nnn gBama 4oBeka, NPeLIEHsIBa Ce Ha MACTO.

3. CurypHocT npu peanusaumu Ha file sharing oT TUN KANEHT-CHPBBP

Hda ce onuwar pasnuyHute TexHonormm 3a client-server file sharing (NFS, SMB, NetWare, ...) wu
Bb3MOXHOCTUTE 3a aTaku cpely TaX — nogMmsaHa Ha pannose, npenctaBsHe Ha dhanwmenm "yOOCTOBEpPEHUS 3a
camonunyHocT" (credentials), HenpaBsoMepeH OOCTBHN OO Pecypcy Ha KneHTa unv cbpsbpa (JOoCTBHN OO0 dhannosarta
cucTema, U3nbHeHne Ha kKog, ...) u gpyrun. [Ila ce onuwar MepkuTe 3a 3awmTa, B3eTu oT pasnu4yHute file sharing
CUCTEMU, N BB3MOXHOCTUTE 3a TAXHOTO NPeononsBaHe.

TpyaoHocT: 8/10
3a 2 cTygeHTa.

4. CurypeH poctbn 0o MHtepHet B Bbnrapusa

[a ce pasrnepat pasnnyHMTe METoaM 3a Bpb3ka C VIHTEpHET, NpeaocTaBsHN OT 6bArapcknuTe LOCTaBYMLM
(dial-up, ISDN, HaeTta nuHug, residential LAN, ...). 3a Bceku MeTon (€BEHTyanHO U 3a pasfMYHUTE O0CTaByULM,
KOorato MMa pas3nuku B HayMHa Ha NpenocTaBsHEe Ha ycnyrarta) fa ce onuwaTt Bb3MOXHOCTMTE Ha aTakysaluy nuua,
pPasnonoXeHn Ha pasfMyHN MecTa (Mexay KaMeHTa n JocTaBymka, usnydeckn 6nm3o 0o knneHTa, omsmyeckm 6n11M3o
[0 [OoCTaB4yuMka, crogeneH pecypc ocobeHo B cnyyas Ha LAN u nomobHW, KakTo U Opyrn Bb3MOXHOCTW crnopen
mMetoomTe), Aa NoAcnywsaTt W/WnM NOAMEHSAT Tpaduka, KakTo U Aa M3nonssaTt HeNpPaBOMEPHO PECYpPCU Ha KNMeHTa
Unn pocTaBymMka ¢ nomolTa Ha npugobutara nHopmauus.

[I/I TYK, KakKTo npn NnbpBus BBMPOC, Ce 4yasd 3a TpuTe BapmnaHta - na ro
pa36|/|eM 3a K/IMEHT 1 JOCTaB4YMK W/MNK Oa ro ganem Ha HSKONKo ,D,yLLIVI]

TpyaHocT: 7/10
3a 1 nnu 2 cTyneHTa, B 3aBUCMMOCT OT pa3fefneHmneTo.



TeMmu 3a cOPTYEPHM NPOEKTK
5. Bbp3 aHanu3 Ha Tpadurk, NpeMnHan npes Mpexa

[a ce cb3nane UHCTPYMEHT, KOMTO ponbnea pabortarta Ha [tcpdump] nnm [windump], kaTo B3MMa 3a BXOLHU
OaHHM  painose, CbAbpXalm 3anuc Ha npeMrHan Tpaduk (tcpdump -w), U NpaByM cTaTtUcTMka 3a akTUBHOCTTA Ha
Bcekun IP agpec, KoinTo e uanpawan unv nonyyasan nakeTtu npes toea Bpeme. Crtatuctmkara fa CbAbpXa BPEMETO
(timestamp) Ha NbpBUS N NOCNEAHNS U3NpaTeH/NonyYeH nakeT, KakTo 1 0bwus pasmep Ha Tpaduka, npemMmuHan npes
Bceku IP agpec.

npl/l |/|360pa Ha e3nK 3a nporpammpaHe MU M3Non3BaHu 6ubnuoTekn na ce nooaobvpXxa BbH3MOXHOCT 3a
KoMnunnaums Ha rnoHe 3 pas3nnyHn Knaca onepaunoHHn CI/ICTeMVI/apXI/ITeKTypVI.

TpynoHocT: 5/10
3a 1 cTyneHT

6. Hetektop Ha ARP poisoning n ARP flood atakun

Jla ce Hanuwe nporpama, KoATo cneagu Tpaduka, npucTuraw No eauH Uan NnoBeyYe MpPEXOBM MHTEPAENCH, U
oTkpuBa BeposATHM onutm 3a ARP poisoning n ARP flood artakw. Cnopen HacTpoikmnte (3apapeHn B
KOHGOMrypaumoHeH pain, HO nogabpXalwm NPOMsHa Ha nNapaMeTpu 4pe3 KOMaHAEeH pen u/unu TekcTos/rpadounyeH
WHTepaeiic) nporpamarta Aa Moxe na paboTu B MacUBEH UM akTUBEH PEXMM: B MAcUBEH PEXUM crnean v nanpaila
npeaynpexaneHns, B akTUBEH PEXUM Oa MOXE Aa npeycTaHOBW M3npallaHeTo 1 noyyaBaHeTo Ha MPEeXOoBU Tpadouk
no atakyBaHUTe UHTEPPENCH B 3aBUCUMOCT OT Bb3MOXHOCTUTE Ha OnepaLmoHHaTa cuctema.

[Tyk He MK ce ucka aa nonckassam MHOro, Ho nmam npensug firewall n/mnu cbbapsiHe Ha MHTepdeica down]

Ja ce npensnan Bb3MOXHOCT 32 M3npalaHe Ha pasfvyHn BUOOBE NpenynpexaeHus: CUCTEMHU XYpPHaNHN
cpaiinose (log files), n3secTsiBaHe Ha eouH Uny nNosevye NOTPEBMTENW, KOMTO M3NON3BAT KOMMNIOTbPA, M3npawaHe Ha
cbobuweHns ypes e-mail n opyru.

Mpn n3bopa Ha e3nk 3a nporpamvpaHe v M3non3saHy 6ubnuoTekn Oa ce NoALbpXa BbB3MOXHOCT 3a
KOMMNunaumsa Ha noHe 3 pasnnyHu Kknaca onepaumoHHN CUCTEMWU/APXUTEKTYPW.

TpynHocT: 8/10
3a 1 cTyneHT

7. NobaBsHe Ha OMArHOCTUYHM Bb3MOXHOCTM KbM MOMNYNAPHU COPTYEPHN NPOOYKTU

Ja ce paswupsaT BXOOHUTE OAHHW (KOMaHAOW, 3asiBKWM) HA eOuH OT M3OpoeHuTe Mo-A0ny MporpaMHyM NpoaykTu Mo
yKasaHus HauuH, KaTo ce NpefocTaBu Bb3MOXHOCT U3BbPLBAHE HA MOHE TPU OT CNeOHUTE OEAHOCTN:

® READ fname [start [end] [unit]]
yeTeHe Ha uan ain nnn Ha 3afafeH oparMeHT OT HEro; He3anb/IXUTENHUTE napameTpu start n end (uenu
yncna) 3afjaBaT CbOTBETHO HayanoTo U Kpas Ha doparMeHTa, a unit (cumBon) 3apasa eauvHuumTte - 'I' 3a
penose, 'c' nam 'b' 3a cumBonu/6ainToBe, 'k' 3a kmnobaritn, 'm' 3a Mmerabantu. Ako start nam end 3ano4sat cbe
3HaK '-', no3numsaTa ce NpecMsATa OT TeKYWNS Kpai Ha dharina.

® WRITE fname start unit truncf string
3anuc Ha nocnenoBaTenHocT OT 6aiiToBe OT onpeneneHa no3uvums Ha dpaina Hatatbk. start u unit umar
CblOTO 3HaYeHue kato npu READ, truncf e usno yucno - ako e pasnuyHo OT Hyna, pannbTt Tpsbea na 6baoe
cbkpateH (truncated) HenmocpeOcTBEHO 00 Kpas Ha 3anncaHns HKM3, T.e. 3anMcaHnTe CUMBONM Aa ce okaxart
nocnegHuUTE CUMBONU BbB dhaina.

® LIST dirname
n3BeXxgaHe Ha cNUCbK Ha ¢oannoseTe B fafgeHata OUpeKToprsa u nHpopmaums 3a Tax BbB popmart, 3asucel,
OT onepauunoHHaTa cuctTemMa u n3non3saHmTe GubnmoTeku.

® EPLF dirname
n3BexXaaHe Ha CNUCHbK Ha painoBeTe B AadeHaTa AMpeKkTopust n nHdoopmaums 3a Tax BbB opmat EPLF,
onucaH ot Prof. Daniel J. Bernstein B [eplf].

® MLST dirname
n3BeXxpgaHe Ha CNUCHK Ha doannoeeTe B JafdeHa ONPEKTOpUS U MHApopMaumsa 3a Tax BbB cpopmaTt MLST,
onucaH B [eftp].

® EXEC progname [args...]



M3nNbNIHEHNE HA BbHLHA nporpama, Kato ako 174 n3eexna gaHHu Ha CTaHOapTHUA n3xon, e Tp9|6Ba na 6'b,El,aT
npenageHn Ha KnmeHTa Kato OTroeop Ha KoMaHoara.

® EXSH [program-path]
M3NbNHEHWe Ha MHTepakKTMBEH KOMaHAeH uHTepnpetatop (command shell) (camo ako e NpunoXumo 3a
nporpamarta). Bcuuyku paHHM, mocTBNMAM OT KAMEHTA B CbluaTa Cecus, Cce npepaBaT Ha KOMaHOHUSA
MHTEpnpeTaTop UM Ha NPOrpamnTe, M3NbHEHN OT HEro, KaTo CTaHOAPTEH BXOA; BCMYKWU OAHHU, N3BELEHN
OT KOMaHOHMS WHTEpnpetrartop WAM NporpaMumTe, M3NbJIHEHW OT HEro, Ha CTaHZapTHUMS U3X0L WK
CTaHAapTHUS M3X04 3a rpewka, ce npenasat Ha KAveHTa.
[Mporpamu:
® Sendmail SMTP server: nobaesiHe Ha komanaa DBUG ¢ nbpBu napamMeTbp KoMaHaaTa v nocnensaly eBeHTyanHo
napameTtpu Ha komaHgata; npumep: DBUG LIST /tmp
® gmail SMTP server (gmail-smtpd): aHanoru4yHo;
® Microsoft Exchange 2000 nnn 2003 SMTP server: aHanoru4Ho
[Tyk TpsibBa HSIKOW, KOWTO ce e 3aHuMaBan ¢ Exchange unu Hewo TakoBa, UMM MOHE 3Hae KbAe MOXe Aa ce
npoyeTe, Aa Kaxe fanv ToBa n3obwo e Bb3MOXHO: MOXELW N Aa cv Hanuwew modynye 3a Exchange, koeto
na pobasun komaHna?]
® ProFTPd FTP server: aHanornyHo nobassiHe Ha FTP komaHna DBUG;
® wu-ftpd FTP server: aHanorn4Ho;
® Microsoft IIS FTP server: aHanormyHo
[v Tyk HaKOR, KoITO cn e urpan ¢ lIS/FTP, oa kaxe ganv moxe]
® Microsoft IIS HTTP server: aHanornyHo
[Tyk cbM 95% curypeH, 4e e Bb3MOXHO, HO BCE NaK He HanbnHo.. ISAPI Mail naBa [octa Bb3MOXHOCTM; Aasa
N1 Bb3MOXHOCT 1 3a ToBa?]
® BIND DNS server/resolving cache: cneunanHa obpaboTtka Ha 3asiBku 3a 3anucu tun 'A' 3a top-level domain 'dbg'.
BTopoTo HuBO Ha hostname e komaHpara, OT TPETOTO HaTaTbK 3anoysBaT He3aabNXUTENHUTE NapameTpu;
npumep: /tmp.list.dbg
® tinydns DNS server: aHanorunyHo;
® dnscache DNS resolving cache: aHanorn4Ho;
® Microsoft DNS server/resolving cache: aHanornyHo
[TyK *M306Wo* He CBM CUrypeH Aanu € Bb3MOXHO... HO BCE Nak Aa ro jagem, Nbk Te Aa Cu pewar fanu we ro
npasaT 3]
® OpenSSH SSH server: cneunanHa obpabotka Ha SSH2 MSG_IGNORE nakeT, KOWTO uMa gaHHW, 3ano4yBaliy ¢
DBUG; cdoopMaTbT Ha KOMaHaaTa v napameTpuTte B JaHHUTE ca aHanornyHu Ha team 3a SMTP n FTP.
® ssh.com SSH server: aHanorumyHo.

2.

TpynHocT: 8/10
3a 1 cTyneHT, 3a BCEKM Pa3/IMYEH CHPBBP

Temun ot CeeTnuH Hakos <svetlin(at)nakov(dot)com>

. 3awnTHn ctenum (firewalls):

[MprMepeH/npenopbYNTENEH MNaH:

1. TexHuyeckun npernen - TEXHONOrnu, xapayep, copTyep, Ha4ymH Ha paboTa, NpunoXeHue
2. VIHcTanupaHe n KoHUrypupaHe:

2.1. Cbc cneunanmanpaH xapayep - Hanpumep Cisco

2.2. nog Linux

2.3. nog Windows

2.4. nop ppyrn OC

3. MpuHUMNK 3a NpaBnnHO KoHUryprupaHe Ha firewalls

3.1. NarpaxnaHe Ha aBoeH firewall n firewalls Ha noBeye HuBa

3.2. [Npenopbkn 3a npaBuiHa HacTporika 3a BCEKM OT OTAENHUTE NPOTOKONN
4. Bb3MOXHM aTaky 1 HA4YMHK 3a 3almnTa OT THX

TpyaoHocT: 8/10
3a 1 cTyneHT

SPAM un cuctemu 3a 3awmta ot SPAM:
MprMepeH/NpenopbUYNTENEH MNaH:

1. TexHuyeckn npernen - TEXHONOrMW, HauyvH Ha pabota Ha mail ycnyrata B WHTEpHeET, MpOTOKONMW,
npunoxeHue



2. dunTtpu 3a SPAM

2.1. Mo cbobpXxaHue

2.2. Cnopepn nanpawada

2.2.1. HauymHu 3a npoBepka Ha nsnpawa4va

2.3. YepHu cnmcbum Ha cnamepute

3. VlHcTannpaHe n KOHMUrypupaHe Ha pasnuyHute smoose puntpu 3a SPAM KbM Macoso M3nonseaHuTe
mail-cbpBbpu:

3.1. gmail

3.2. sendmail

3.3. MS Exchange

4. Bb3M0OXHM Ha4ynHu 3a 3aobukansiHe Ha SPAM comnTpute
4.1. 3aobukansiHe Ha PUNTPUTE MO CbAbPXAHMUE. 3alunTa
4.2. 3aobvkansHe Ha HUNTpPUTE NO M3MNpaway. sawmuTa

TpynoHocT: 6/10
3a 1 cTyneHT

Temu ot AtaHac BbuBapos <chervarium(at)sigbus(dot)nove(dot)bg>
1. LAN

[a ce npoekTtmpa nokanHa mpexa ot tvn ethernet n Bb3moxHocT 3a 100 MawnHW B Hes KaTo ce cbbnogasa
CbLUECTBYBAHETO HA Pa3/IMYHUTE YSA3BMMOCTM U CHOTBETHO PELIABAHETO (MU MOHE HamansBaHe Ha HEMpPUATHUTE
edeKTI) Ha BCAKa OT TAX B paMKMUTE Ha NpoekTupaHaTta Mpexa.

TpynHocT: 6/10
3a 1 cTyneHT

2. Offices (WAN)

dupma rma genokanuampaHa cTpykTypa c HIKONKO oomca n3 ctpaHara. [la ce usrotem peweHue 3a CUrypHu
BPBH3KU MEX Y OpucuTe C TONONOrns 3eesfa (C eanH LueHTpaneHd node, KbM KONTO ca 3akadyeHn octaHannte) u rpag
(8 WAN-a Hama node, KOMTO e LeHTpaneH, TOeCT MOXe fa uma Bpb3KM OT BCEKU 00 BCceku). [la ce B3eme npensug
BBb3MOXHOCTTA 3a XETEepPOreHHoCcT Ha Taka marpageHns WAN (pasnuyHu onepaunoHHun cuctemun). [la ce Hanpasu
npoyyBaHe 3a ePEKTUBHOCTTA Ha Taka NPennoXeEHNTE PeELIEHNS.

TpyaHocT: 10/10
3a 2 cTyneHTa

3. Print servers

Ja ce HanpaBu Npoy4YBaHe U Aa ce Hanuwe paper 3a CUrypHOCTTa Ha HannyHUTe Ha bg nasap print cbpBbPM (Oa ce
npoBepu B LIEHOBMTE NMCTX Ha ronemMmTe AUCTpmbyTopn Ha xapayep u na ce nopbepat 3 mogena). la ce nonbepe
MOOEN C Hai-pobpo CHOTHOWEHME HA KA4yecTBO/LEHA M CUFYpHOCT/LEeHa KaTo Bb3MOXEH 3a marpaxgaHe Ha print
peweHne. Print server e TakbB standalone device, B KOWTO MOXe Aa Ce BKMOYM MPUHTEP M MPEXOB Kaben u
eKkcrnopTBa MpuHTEpa B NoKanHa Mpexa Mo HAKONKO Bb3MOXHM npotokonn 3a nedat (UNIX System V Ip/BSD Ipd,
Novell Netware, Windows, ...).

TpyaHocT: 9/10
3a 2 cTyneHTa
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