TCP/IP
1. IP appecw, knacose mpexu, CIDR (prefix, etc)

Ob6scHeHune Ha netmask
Broadcast, network agpecu
Ob6scHeHue Ha classful npenenneto n CIDR
Beue ce nanonzea CAMO CIDR, gpyroTto € uctopus
CneuvanHu mpexm
127.0.0.0/8, 127.0.0.1
10.0.0.0/8 , 172.16.0.0/12, 192.168.0.0/16
169.254.0.0/16 - link local anpecu (3a zeroconf/Randezvous, npu nunca Ha dhcp CbpBbp U T.H.)
Multicast - 224.0.0.0/4
Pezepsupanm - 240.0.0.0/4
WHTepecHn Mpexu
24.0.0.0/8 - cable operators

2. IP npoTokon

e +
| 4 bit | 4 bit header| 8 bit Type of | 16 bit total length |
| version | length | service (TOS) | |
Fom - Fom Fom Fomm———————— e +
| 16 bit identification |3 bit |13 bit fragment |
| | flags | offset |
e Fmm Fom————————— e +
| 8 bit time-to-live | 8 bit protocol | 16 bit header checksum |
o et o +
| 32 bit source IP adress |
B ettt +
| 32 bit destination IP adress |
it +
| options (ako uMa TaxuBa...) |
o +
| DAta vttt i e e e e e e e |
o +

® [loneta B nakerta

Header length e B 326uToBK aymm (no 4 GaiTa), KOETO OrpaHnyaBa onuuMnTe, KOUTO MoraT aa ce
nobasat

Total length e 0o 64k, HO TonKoBa ronemMmn NakeTn ce NoN3sar PALKO (B MPEXU C MHOIO ronsiM
bandwidth, ocHOBHO ONTN4YHK TakmBa)

ToS — 3HaYeHneTo My € MPOMEHSHO MHOIO NbTW B MOCNEOHUTE FOAUHN
TTL
MpoTtokon
Identification — n3nosnea ce npu goparMeHTaums, efHakBO 3a BCUYKM napyeta oT oparMeHTMpaHms
naket
BpoeHe Ha mawunHn 3an NAT ypes cneneHe Ha ToBa none
KoHTponHa cyma - CRC32
® Onuun Ha naketa

Security onuun, RFC 1108 - netpuHupaHe Ha HMBO Ha CEKPETHOCT Ha nakeT

Loose u Strict source routing, npo6nemu ¢ Tx - No nogpasbupaHe He ce Nponyckart OT NOBEYETO
router-u, n 4ocTa ONepauVoHHN CUCTEMU OUPEKTHO M UrHopupaTt

Record route/timestamp - naBat Bb3MOXHOCT 3a 3anucBaHe Ha NbTS Ha naketa

® dparmeHTauus



MpvHumn Ha paboTa
Llen
NpoeaTta 3a MTU

® CsoricTBa Ha npoTokona

Unreliable packet transport — paboTta Ha NPOTOKONMTE OT NMO-FOPHO HMBO € Aa Ce norpuxar 3a
CUrypHWS TpaHCnopT

MakeT c rpewHa KOHTPONHa cyma ce drop-Ba, 6e3 na ce BbpHe rpeuka
MpoTokONBT € ONTUMMU3UPAH OT rnegHa Touyka Ha routing xapayepa
® ATaku BbpXy npoTtokona

Strict/loose source routing — nogcnywsaHe Ha Tpaduka
Mpeckasyem IP ID — IDLE scan, cneneHe Ha Tpaduka Ha faneHa mawmHa

3. UDP
® lloes Ha NpoTkona - NPOTOKON 3a NpalaHe Ha OTAE/HN NakeTw, HerapaHTupaL, HULWO

® KpaTtko onucaHve Ha header-a

0 7 8 15 16 23 24 31

- - - - +
| Source | Destination |
| Port | Port |
- - - - +
| | |
| Length | Checksum |
t—————— t—————— t—————— t—————— +
|

| Oauuu

® ArTtaku B/y npoTtokona

I'Iopauvl nmncarta Ha sequence HoMepa 1 T.H., Cé Hanara npunoXxeHuaTta camn oa ce rpnxart 3a pega
Ha NpUCTUraHe Ha nakeTn un T.H., KOETO Cb34aBa nNpennoctaBkn 3a npo6neM|/|

DNS spoofing

4. TCP

® llnesa Ha npoTokona - reliable stream

® KpaTtko onucaHve Ha header-a
0 56789012314
+— —+—t—F—F—t—t—+—F+—+—+—
| Source Port De
+—F+—F—+—+—F—F—F—F+—tF—F—F—F—F+—tF—F—F—F—+—+—+— —+—t—F+—F—+—+
| Sequence Number |
+—+—F—t—F—F—F—F+—F—t—F—t—F—F—F—F—F—F—F+—F—t—F—F—F—F—Ft—F—+—F—F+—F+—+—+
| Acknowledgment Number |
+—F+—F—+—t+—F+—F—F+—F—t+—F—F—F+—F—F—F—F—F+—F+—F+—F—F—F—t+—F—F—F—+—+—F+—F+—+—+
| Data | |UIAIPIRISIF| |
| Offset| Reserved IRICIS|S|Y|TI] Window |
| | [GIKIHITIN|N| |
+—F+—F—t—t+—F—F—F+—F—t+—F—F—F+—F—F—F—F—F+—F+—F—F—F—Ft—t+—F—F—F—+—+—F+—F+—+—+
| Checksum | Urgent Pointer |
+—F+—4—+—t+—F—F—+—+—t+—F—F—F+—+—F+—F—F—F+—F+—F—F—F—+—t—F—F—F—+—+—F+—F+—+—+
| Options | Padding |
+—+—4—+—t+—F+—F+—+—+—+—F—F+—+—+—F+—F—F+—F+—F+—F+—F—F—F+—F—F—F+—F+—+—+—F+—+—+—+
| Hauuu |
+—+—F—t—F—F—F—F+—F—t—F—t—F—F—F—F—F—F—F+—F—t—F—F—F—F—Ft—F—+—F—F+—F+—+—+



5. ICMP

OTBapsiHe 1 3aTBapsiHe Ha Bpb3ka

3way handshake
3aTBapsHe Ha Bpb3Ka
Simultaneous open

dnarose

SYN, FIN, RST

ACK

URGENT, PSH

Sequence n acknowledgement numbers

TCP options

Timestamp
MD5 ayTeHTuKauus

Sliding window, window scaling
Timeout and retransmission
MpOTOKONBT € CNOXEH, KONTO CE MHTEPECYBA, Aa YETE OOMBAHUTENHO

ATakun BBbpXy NpoTokona
Blind TCP spoofing, npeackasyemn ISN
Mpo6nemu npu TCP ¢ ronsm window

ping/pong

"Time exceeded" (itl expired in transit)

ICMP source quench

ICMP unreachables
Fragmentation Needed and Don't Fragment was Set (packet too big, can't fragment)
net/host/protocol/port

Hpyru

ICMP redirects - lonoToneH routing npoTokon

IRDP, timestamp reqg/rep, mask req/rep, information reqg/rep
Opyr
ATaku BbpXy NpoTokona
M3noneaHe Ha redirects 3a MITM
M3nonseaHe Ha * unreachable 3a npekbcBaHe Ha BPb3ku
ManonaeaHe Ha ping 1 Opyru 3a 3agpbCTBaHe Ha Bpb3ka

6. Network Address Translation n connection tracking(statefull firewalling)

Pasnukara m/y firewall n packet filter
3awo NAT He e nctuHckum firewall, a camo nobaska
MomeHTun npu NAT Ha UDP

7. Routing npotokonu

RIPv1, RIPv2
N3non3saeMocT — No4TH He ce M3Mnon3Bar, NoHexe ca octapenu
Bepcus 1 HAMa ayTeHTKauus Ha nakeTmTe
Bepcus 2 nanonassa MD5 un shared secret

OSPF
MN3non3BaemocT — ae hakTo NPOTOKON 3a HernobanHn Mpexu
Msnonssa ayteHTukaums 4pes MD5 un shared secret

Bcurykn nakeTHo-6a3mpanm routing npoTokonu TpsibBa oa MMaT orpaHuyYeHve oTkbae npuemar



nHdpopmauunsa

® BGP
M3non3saHe Ha NnpoTokona — Ha Hero ce kpenu Internet
Kpatko onucaHve Ha npoTokona
ABTOHOMHM CUCTEMU
Mpedonkcu
MbTrwa
Mpobnemu, ako He ce uanonsea ¢ MD5 ayTeHTukaums

® OO6wm npobnem Ha routing npoTokonuTe
AyTeHTUKauus Ha 3asBKUTE U MaWHUTE

8. LOpyrn npobnemm

® Multihomed hosts dilusions: gocTbn 0o eanH UHTepderc Ha XocT nNpes Apyrus
® 3auwo Tpsbea na hunTpmpame KakTo BXOOAWMNTE, Taka 1 U3XO4AWNTE NakeTu



