KakBo € MpexoBa CuUrypHocT
1. KakBo e curypHoct

B 6barapckms e3uk TEPMUHDBT “CUrypHOCT” 03Ha4YaBa ABe Pas3nnyHU Helwa, KOUTO Morat NecHo na ce 06sCHAT
npes aHrnnickus esnk — security u reliability. MNbpBoTo npencrtaensiea B no-rongmara cu yacT 3awmrta oT
HEernpaBoOMEpPHU [HOEeNCTBUS Ha WHOMBUAW WNW rpynn OT Takuea, NOKATO BTOPOTO MNpencTasnsiBa 3awmrta cpely
pasnuyHn BMOOBE NPUPOLHW nNpobnemn n npobnemm ¢ xapayepa. To3n Kypc obpblua BHAMaHWE NOBEYe Ha MbpBUAT
BWI CUT'YPHOCT.

CurypHocTTa e npouec, a He eANHUYHO AeiCTBUe.

security u reliability

CurypHocTTa e npouec, a He eAVHUYHO LeicTBue

Security through obscurity

PaspneneHve Ha cekpeTHaTa (Maponu) n HecekpeTHa nHdopMaLums (anropnuTtMmu), MHdopMauus, KoaTo e
6e3cMucneHo aa ce kpue

OnwncaHwve Ha TepmuHa reliability

2. KakBu ca puckoeeTte

® ArtakyBawu - B e0HO 06WWeCcTBO B/HArK nMa onpeaeneH NpoueHT xopa ¢ "nowun" HamepeHns. IHTepHeT e
€[HO TakoBa OrpoMHO 06WecTBO, KOETO MMa JOCTbN A0 Bac.
Mpumep — vepsen

® [loTpebutencku - BUHaru ce gonyckart cblnte ctaHnapTHu rpewkn (buffer overflows, sqgl injections)

® MHOro 4ecTo ce fonyckar rpewkn n oT He3HaHue

® [lo Teaun NpuynHK BMHArM LWe nMma security puckoBe, nopagm xoparta, KouTo nuwar copTyep, 1 nopaau
Teaun, KOMTO ro n3nonssar

® PaanpocTtpaHeHue Ha MHpopmaumsiTa 3a HoB Npobnem

3. Manko nHgopmauns 3a nowuTte xopa

® lI3sdcHaABaHe Ha TepMUHONOrnaTa
Xakep
Kpakep
Phreaker
Jlown xopa - we ce 13nona3ea no-HaTaTbk B Kypca 3a No-sCHO
VcTopus Ha TepMUHNTE

® PaspgeneHue no HamepeHus - white/black hat
® ETuyHKM Xakepu/kpakepw

® KakBo LensaT, 3auwo ro uensr, kak MoXeM aa noctpaname, kakea € onacHoctTa
KpagneHe Ha nuyHa nHpopmaums - KpeauTHU KapTu, agpecu, uanon3saHe (HanpvMmep 3a Hanpaea Ha
hanwmsm OOKYMEHTU, U 3a social engineering)
M3nonssaHe Ha nuyHW pecypcu
Tekywn npuMepmn 3a U3NonN3BaHeTo 3a cnam, DDoS
M3non3saHe Ha He3aKOHHK Lenu, storage

® 3alo TO4YHO Hac?
3alWoTo NHTEPHET € OrPOMEH, N NIECHO MOXe fa ce "npecnywsa” oT nMwmnTe Xopa. Ha Tax UM e HyXeH
ellVH YOBeK, a Morar [a npoBepsaT MUSIMOHW.
Mpumep 3a rnobanHo ckaHnpaHe, N CKOPOCT Ha PasnpoCTpPaHEHUE Ha YEPBEWN.
Pasbuvpa ce, MOXe HAKOM OMPEKTHO fa Ce MHTepecyBa OT Bac, Ma 1 MHOTO TakmBa Cryyau.

4. Pasnuka mMexny MHCTPYMEHTU N HaMepeHUs

® KakBW MHCTPYMEHTU nMa

® 3alo Te3n MHCTPYMEHTYM ca BaXHU 3a aMUHUCTpaTopuTe 1 noTpebutennte
MpoBepka, patch-BaHe - MHOrO MHCTPYMEHTY 3a NPoBepKa Aanu ca CNoXeHn noaxoaswnuTe patch-ose
NPaBsiT rpewkKm
| Bceku € aMUHUCTPATOP Ha NnyHaTa Cv MalwmHa

® He opbxusaTta ybueat xopa, xopata ybusar xopa
® BpenHuU" MHCTPYMEHTH - autoroot-epu, YepBEN U T.H., HSMALLM pPeanHo NPUNOXeHNe



B MHOro cnyyawu ca 3ne HanucaHu ... :)
® [lo4Tu BCEKM MHCTPYMEHT MOXE [ia Ce M3Mon3sa rno oW HauvH - npumep ¢ ping
® Hsakonko MopanHu Bbnpoca

Ja Moxel He 3Ha4n na ro HanpasuL
IRC BOIHW, Hali-0o6pMs NpUMEp 3a rPeWHO U3MNoN3BaHe Ha NHCTPYMEHTH



