Kpuntorpadus
1. OcHoBM Ha KpunTorpaduaTa

® licTtopus 1 obwm NoHATHA
Teopus Ha KognpaHeTo (OnTuManHo koamMpaHe, WyMo3almnTHO KognupaHe, Kpuntnpaxe)
Kpuntorpadgpus/Kpuntoananms
cleartext/encoded data/key
KpunTupaHe/enekTpoHeH nognuc
LUMKMYHW/6NOKOBY anropmuTMu
SnakeOQil/strong anroputmun
Caesar's Cipher, Enigma/Ultra
1927 Scherbius

® CuyMeTprYHU KpUNToanroputMm (6asmpaHu Ha CEKPETEH KIoY)
cxemu (KpunTupaHe/noanuc)
DES, 3DES, Blowfish, IDEA, Cast, RC2, RC4, RC5, FEAL, SAFER

® AcCVMEeTpUYHN KpunToanropntmm (6asmpaHun Ha NybnnyeH Knioy)
public/private key (kpynTupaHe Ha private kntoya cbC CUMETPUYEH)
cxemm (KpunTtupaHe/nognuc)
RSA, DSA, ElGamal, Diffie-Hellman, Eliptic Curves

® Hash doyHKunn
cxemu
MD4, MD5 (128 6uta), SHA1 (168 6uta), RIPEMD-160
one-way (PyHKLK
NPUNOXEHNE: B CUMETPUYHNTE/AaCUMETPUYHNTE KPUNTOANTOPUTMU, KOHCUCTEHTHOCT Ha JaHHUTE,
naponmu
UNIX crypt = [password] -> mooncpuunpax DES B/y 64 zero bits -> [hash]

2. Mpernen. Kpuntorpadcky anroputMy, UMNAEMEHTaUNN, NPOTOKONN.

® [lpuHuun Ha paboTa Ha DES (Data Encryption Standart)
paspaboTeH ot IBM, npuet 3a ctaHoapt ot NBS (HaumoHanHo 6topo
no ctaHpapTtute) npe3 1967, nped 1980 npuet ot ANSI (FIPS 46-2)
6nokoBe oT no 8 6aiTa / KNoy ¢ edpekTUBHA AbnXuHa 56 bita (peanHn 64 bits - 8,16..64 - parity)
(72 057 594 037 927 946 koMbrHaumK, KpunToaHanma - 16 000 000)

64bit -> nepmyTaums -> L0 RO (16 uvnkbna)
L(i)=R(i-1)
R(i)=L(i-1) XOR f( R(i-1), K(i) )
£ ={
[R(i-1)] -32-> [Expander 32/48] -48-> [XOR K(i) /48/1 ->
-48-> {
/6/ S1 /4/
/6/ 82 /4/

/6/ S8 /4/
} =32-> [nepmyTauug] -32->
}
S - Tabnuum Ha cybeTuTyumMuTe
Ki - cepusi ot nepmyTtauumn n SHL Ha opurnHanHns Koy
DES nedvHmpa KOHKpeTHUTE nepMyTaumm, S-tabnuumTe, n T.H.

® [lpuHumn Ha paboTta Ha RSA

Diffie-Hellman 1976 "Hoeu Hacoku B Kpuntorpadgpuata", PKS D(E(P))=P
Rivest, Shamir, Adleman 1978 "EaouH meTon 3a nonyyYyasaHe Ha LNGPOBU
noanuncy n cuctemu ¢ nyénuyeH knoy"

random ronemm npocTn 4yncna p nq ot I'Ipl/|6ﬂI/I3I/ITeJ'IHO €0VH N Cbln nopAaabkK

a)

bjn=p*q

¢) random ronsmo yucno D, B3anmHonpocTo cbe (p-1)*(g-1)
d) n3umcnsaea ce E, raka 4ye (E*D) mod ( (p-1)*(g-1) ) =1
e) public key - (E,n), private key (D,n)



f) BXoOHUTE maHHW ce pa3pensit Ha 6nokose, KOUTO Morat aa ce NpeacTaBsT
kaTo 4ucna B nHtepsana [0, n-1]
g)A"Emodn=B

BADmodn=A
npumep:
p=3
g=11
n=p*q =233
(p-1)*(a-1) =20
Heka D = 7 (B3aumHonpocTo ¢ 20)
Heka E = 3 (3*7 mod 20 = 1)
public = (3,33)
private = (7,33)
| 3 | mod 33 || ~7 | mod 33

R =18 | 5832 | 24 || 4586471424 | 18
S =19 | 6859 | 28 || 13492928512 | 19
A= 1 | 1 | 1 | 1 | 1

HammpaHe Ha npocTu Ynicna:

CwuTto Ha EpaTtocTeH

OwnepoBo ob6obueHre Ha Mankata Teopema Ha Pepma
P - npocTto
X - He e kpaTtHO Ha P
X*(P-1) mod P =1

KBagpatu4yHo cuto

CwnTo Ha 4McnoBoTO None

ONbXWHA HA KNoYa

RSA-129 (17 roguHn)

155 = 512bits
Reference Magnitude
Seconds in a year 3E+7
Age of our solar system (years) 6E+9
Seconds since creation of solar system 2E+17
Clock cycles per year, 50 MHz computer 1.6E+15
Binary strings of length 64 264 1.8E+19
Binary strings of length 128 2M28 3.4E+38
Binary strings of length 256 27256 1.2E+77
Number of 75-digit prime numbers 5.2E+72
Electrons in the universe 8.37E+77

Yucna Ha MepceHe (38)

® PGP (Pretty Good Privacy)
KpuynTupaHe Ha dpann
noanuc Ha goamnn
nUMnaeMeHTauum (Www.pgp.com, www.pgpi.org, Wwww.gnupg.org)

® PEM (SSL)
OpenPGP
CA PKI

® KpuntoanroputMm ¢ MpexoBa 3Ha4yMMocCT
TLS/SSL

3. ldentification & Authentification

® Passwords
stored password files (backup, superusers)
encrypted password files
password rules



atakwu (replay, dictionary/guessing, brute-force)
PINs + kapTa (4-8)
two-stage authentification

® One-time passwords
shared lists of one-time passwords
updated one-time passwords

® Challenge-response identification
Challenge
random numbers
sequence numbers
timestamps

Challenge-response upes3 cUMeTPUYHN anropuTmMun
CR uype3 cumeTpuyHo kpuntupaHe (Kerberos)
a) A-> B : Ek(Ta)
b) A<-B:Rb
A -> B : Ek(Rb)
c)A<-B:Rb
A -> B : Ek(Ra,Rb)
A <- B : EK(Rb,Ra)
CR ypes one-way thyHkuun
hand-held passcode generators

Challenge-response upes3 acMMeTpU4HM anropnTMm
CR 6asupaHu Ha kpunTupaHe
A <- B : h(r), B, Pa(r,B)
A->B:r

CR 6a3upaHun Ha enekTpoHeH Noanmc
a) A->B :CERTa, Ta, B, Sa(Ta,B)
b) A<-B:Rb
A -> B : CERTa, Ra, B, Sa(Ra,Rb,B)
A <- B : CERTD, A, Sb(Rb,Ra,A)
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