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UNITED STATES DISTRICT COURT
DISTRICT OF KANSAS

HORACE B. EDWARDS, and

JOHN and JANE DOES 1-10,
Plaintiffs,

V. Case No. 2:14-CV-02631-JAR-TJJ

EDWARD JOSEPH SNOWDEN,

PRAXIS FILMS, INC., LAURA POITRAS,

PARTICIPANT MEDIA, LLC, DIANE

WEYERMANN, JEFFREY SKOLL,

THE WEINSTEIN COMPANY LLC a/k/a

RADIUS-TWC, HOME BOX OFFICE, INC.,

SHEILA NEVINS, IN HER CORPORATE

CAPACITY, THE ACADEMY OF MOTION

PICTURE ARTS AND SCIENCES,

JOHN and JANE DOES 1-10,

N N N N N N N N N e N e ' wr “wr “wr “wr —r

Defendants.

MOTION TO FILE SECOND AMENDED COMPLAINT

1. Plaintiff HORACE B. EDWARDS hereby moves the Court to permit him to file a
Second Amended Complaint against the following defendants, EDWARD JOSEPH SNOWDEN
(“Snowden’’), PRAXIS FILMS, INC. (“Praxis”), LAURA POITRAS (“Poitras”), PARTICIPANT
MEDIA, LLC (“Participant”), DIANE WEYERMANN (“Weyermann”), JEFFREY SKOLL
(“Skoll”), THE WEINSTEIN COMPANY LLC a/k/a RADIUS-TWC (“Weinstein””), HOME
BOX OFFICE, INC. (“HBO”), SHEILA NEVINS (“Nevins”’), THE ACADEMY OF MOTION
PICTURE ARTS AND SCIENCES (“Academy”), and JOHN and JANE DOES (“Does”).

1. Pursuant to Fed.R.Civ.P. 15(a)(2), Plaintiff seeks leave to file an amended
complaint, the Second Amended Complaint, a copy of which is attached hereto.

2. The Complaint adds claims and parties that have become known through, among

other things, research and evidence provided to plaintiff that demonstrate intentional wrongdoing
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in the knowing, alleged unlawful acquisition by defendant Poitras and other defendants in their
direct engagement with fugitive defendant Edward Snowden and solicitation of classified and
secret information giving rise to claims under the Antiterrorism Act and other federal and state
statutes, including an underlying fraud in the application for E&O insurance for the film
Citizenfour.

3. It is well-established that leave to amend should be freely granted, especially
under the circumstances here where defendants have (1) demonstrated that the amended facts,
claims and added parties undermine or moot the purported defects relied upon by defendants for
dismissal, and (2) aid this Court in reaching the proper result by providing newly available and
corrective information, which address misleading or inaccurate statements and partial, self-
serving citations to the applicable law and nature of the suit in defendants Fed.R.Civ.P. 12(b)(6)
motion filed on February 11, 2015. For example, defendants claim that this case is about
unlawful information purportedly lawfully acquired. However, the indisputable facts and
expedited discovery depict that defendant Edward Snowden admitted intentionally purloined
classified information through hacking, while in a position of trust under his secrecy agreements
with various U.S. intelligence agencies, and that he did so with the intentional participation of
defendant Poitras, while acting in concert with defendant Poitras

4. Hence, this is not a leak case in which a legitimate investigative reporter and
others obtain and lawfully disclose information unlawfully obtained.

5. In the movie, evidence of an active fraud being perpetrated on the American people
and its government, as well as on the Plaintiff, is unveiled in first person narrative by the filmmaker

who is behind the camera but who is one of the individuals admittedly having received the stolen

secrets.
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WHEREFORE, plaintiff moves the Court grant the motion to file a Second

Amended Complaint herein.

Respectfully submitted,
LAMFERS & ASSOCIATES, LC

By: /s/Jean Lamfers

Jean Lamfers  KS#12707
7003 Martindale Rd.
Shawnee, KS

Tel.  (913) 962-8200
Email: jl@lamferslaw.com

ATTORNEY FOR PLAINTIFF
HORACE EDWARDS

CERTIFICATE OF SERVICE

The undersigned certifies that a true and correct copy of the foregoing was served via the
Court’s ECF System this 14" day of February, 2015 on the following:

Bernard Rhodes

Lathrop & Gage LLP

2345 Grand Blvd., Suite 2400
Kansas City, MO 64108

Marvin S. Putnam

Daniel D. Ambar

O’Melveny & Myers LLP

1999 Avenue of the Stars, 7% FI.
Los Angeles, CA 90067

/s/Jean Lamfers
Attorney for Horace Edwards



mailto:jl@lamferslaw.com
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EXHIBIT LIST

SECOND AMENDED COMPLAINT

Case No: 2:14-cv-02631-JAR-T]J

Description

Plaintiff Exhibits

Academy Letter

2 Business Insider Ex. 2 10 pages

3 Certificate of Acknowledgement of Stewart Ex. 3 24 pages
A. Baker, Former General Counsel, National
Security Agency

4 Executive Order 13526 Federal Register Ex. 4 26 pages
Classified National Security Information

5 Congressional Research Service The Ex. 5 20 pages
Protection of Classified Information: The
Legal Framework

6 James R. Clapper Statement for the Record Ex. 6 6 pages
Worldwide Threat Assessment of the US
Intelligence Community Senate Select
Committee on Intelligence January 29, 2014

7 Criminal Complaint Edward J. Snowden US | Ex. 7 1 page
Dist. Ct. Eastern Dist. of VA June 14, 2013

8 URL for “Prism Whistleblower” June 6, 2013 | Ex. 8 1 page
12:34 Runtime

9 Indiewire Eric Kohn October 20, 2014 Ex. 9 5 pages

10 Sins of Omission Fred Kaplan October 16, Ex. 10 3 pages
2014

11 Valerie Plame Wilson Secrecy Agreement Ex. 11 3 pages

12 | U.S. Cloud Firms Could Lose $35 B Due to Ex. 12 3 pages
Snowden Leak: Study August 9, 2013

13 South China Morning Post June 13, 2013 Ex. 13 3 pages
Edwards Snowden: US Government has been
Hacking Hong Kong and China for Years

14 | US Dist. Ct. Eastern Dist. Of VA US v. Ex. 14 22 pages
Ishmael Jones CV 10-765

15 Affidavit of David B. Smallman Ex. 15 10 pages




Case 2:14-cv-02631-JAR-TJJ Document 19-2 Filed 02/14/15 Page 1 of 34

UNITED STATES DISTRICT COURT
DISTRICT OF KANSAS

HORACE B. EDWARDS, and

JOHN and JANE DOES 1-10,
Plaintiffs,

V. Case No. 2:14-CV-02631-JAR-TJJ

EDWARD JOSEPH SNOWDEN,

PRAXIS FILMS, INC., LAURA POITRAS,

PARTICIPANT MEDIA, LLC, DIANE

WEYERMANN, JEFFREY SKOLL,

THE WEINSTEIN COMPANY LLC a/k/a

RADIUS-TWC, HOME BOX OFFICE, INC.,

SHEILA NEVINS, IN HER CORPORATE

CAPACITY, THE ACADEMY OF MOTION

PICTURE ARTS AND SCIENCES,

JOHN and JANE DOES 1-10, SECOND AMENDED

COMPLAINT

N N N N N N N N N e N e ' wr “wr “wr “wr —r

Defendants.

INTRODUCTION

1. Plaintiff HORACE B. EDWARDS hereby complains of defendant EDWARD
JOSEPH SNOWDEN (“Snowden”), PRAXIS FILMS, INC. (“Praxis”), LAURA POITRAS
(“Poitras”), PARTICIPANT MEDIA, LLC (“Participant”), DIANE WEYERMANN
(“Weyermann”), JEFFREY SKOLL (“Skoll”), THE WEINSTEIN COMPANY LLC a/k/a
RADIUS-TWC (“Weinstein”), HOME BOX OFFICE, INC. (“HBO”), SHEILA NEVINS
(“Nevins”), THE ACADEMY OF MOTION PICTURE ARTS AND SCIENCES (“Academy”),
and JOHN and JANE DOES (“Does”), as follows:

EVIDENCE OF PUBLIC DISCLOSURE IS NEVER BY ITSELF A PERMISSIBLE
MEANS OF DECLASSIFICATION OF CLASSIFIED

NATIONAL SECURITY INFORMATION,
NO MATTER HOW WIDESPREAD

2. No governmental interest is more compelling than the security of the Nation. This

is not a “leak case” about typical government inefficiencies. It is about the classified information
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contained in CITIZENFOUR that goes too far and discloses for any viewer’ consumption, serious
national security information stolen by Snowden and used by Poitras and others for commercial
gain, when the filmmakers and distributors knew the illegality of the acquisition of the records and
participated in the gathering and knowing misuse thereof. They are not innocent receivers of
information who don’t know where the information came from, but they acted in concert to acquire
or drive a market for consumption of the information based on illegal acquisition.

3. Classified information held by CIA officials is not determined to be declassified
merely because it has been placed in the public domain by the wrongdoers. The standards
applicable to when and how classified information is properly disclosed by a former CIA employee
is well-known and detailed in Executive Order 13526, Exhibit 4. Snowden stole highly classified
information and through the active, unlawful participation of filmmaker defendants who
unlawfully published the information, those same defendants are now seeking to claim their
actions are a permissible method of declassification. In addition to Executive Order, this Circuit,
as well as others, and the United States Supreme Court have spoken on the standards applicable to
the proper declassification of United States government information. Included in that binding
precedent is the seminal case of Wilson v. CIA, 586 F.3d 171 (2nd Cir. 2009). The Second Circuit
held a CIA agent “is obligated by a Secrecy Agreement with the CIA not to disclose classified
information...thus neither [the agent] nor the publisher of her memoir can assert a First
Amendment right to publish that information.” Wilson, supra at 196. Sealing classified
information is the norm, unless the agency declassifies it or a court declassifies it after in camera
inspection.

4. It is an indisputable fact that Edward Snowden stole highly classified national

security secrets and misused them in a myriad of ways, including colluding with these defendants



Case 2:14-cv-02631-JAR-TJJ Document 19-2 Filed 02/14/15 Page 3 of 34

to make and distribute a movie that reveals classified information to the detriment of our country.

5. Like the computer spidering and intentional, concerted actions of Snowden to
admittedly plot to download a collection of hundreds of thousands or more of classified digital
records belonging to those agencies of our government charged with protecting our national
security and to unlawfully disseminate that classified information without any valid First
Amendment shield to the other defendants who, as his participating agents, knew its disclosure
was illegal, this action is and has been evolving, thus calling for amendment to reflect the complex
legal and factual circumstances since the initial complaint seeking a constructive trust.

6. Specifically, this suit involves the film CITIZENFOUR about Edward Snowden, a
fugitive senior intelligence official, e.g. CIA/NSA/DIA, who together with the other defendants,
intentionally violates obligations owed to the American people, misuses purloined classified
information by disclosing it with deliberate indifference in a manner resulting in foreign enemies
having obtained it. The unauthorized possession and use of the stolen classified information by
Snowden, as principal, and Poitras, in effect his agent, strategizing with the other defendants on
camera contribute to aiding and abetting a fugitive, while the film itself creates a substantial and
obvious risk of serious bodily injury to plaintiff and others under the Antiterrorism Act of 1990,
18 § 2331, et seq. (“ATA”) by its effect in pointing the way for others to commit violent acts, such
as those who purchase a gun or point out a victim or lure a victim into a vulnerable place, all while
knowing that that’s what a “hitman” was intent on doing.

7. Defendants have created a substantial and obvious risk of serious bodily and
economic injury to plaintiff and others, while defendants deny any responsibility for their joint
strategizing to make use of the stolen property.

8. This is a straightforward lawsuit in which insurance fraud about bad title to the
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contents of the film is accompanied by unlawful acts of the fugitive provider of the information
and collusive unlawful publication and exhibition of that information. The claims demonstrate
harm to plaintiff who has standing to bring them. The plaintiff properly raises concerns for his
own lifelong responsibilities of maintaining secrecy, having had access to classified information,
which include justiciable concerns about the harm defendants have caused by CITIZENFOUR in
the district in which he lives and in which he has long chosen to make his livelihood.

0. This suit arises out of wrongful conduct by Snowden, as well as direct and indirect,
but intentional unlawful acts by principals, their agents, aiders and abettors, co-conspirators and
accessories after the fact, who committed civil law violations and criminal acts against plaintiff,
the United States and the state of Kansas. These acts include, upon information and belief, the
intertwining of covert insurance fraud with numerous tortious acts, resulting in the actual,
substantial increased risk of serious bodily injury to plaintiff and others, the purpose of which is
the unlawful attempt to influence government national security policy and affect the operation of
the United States government’s national security program by intimidation and coercion. As a
consequence of their conduct, the defendants who participated in Snowden’s conduct do not and
cannot assert a First Amendment right to use unlawfully acquired information. This is not a “leak
case” but a case in which defendants were knowing participants and have unclean hands. Plaintiff
and others, however, are not without recourse to address this improper conduct where a remedy is
provided, among other things, under the ATA, pursuant to which plaintiff has express statutory
standing and venue to address direct injury. Recourse is also available pursuant to declaratory
relief, other federal and state statutory remedies, including the equitable remedy of constructive

trust, to redress unjust enrichment by ensuring that ill-gotten gains are disgorged.
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PARTIES

10.  Plaintiff Horace B. Edwards is and was at all times relevant hereto a United States
citizen residing in Kansas. He is a “national of the United States™ as defined in 18 U.S.C. §2331(2).
At all times relevant hereto, plaintiff has been and continues to be harmed and injured in his person,
property and/or business by reason of defendants’ actions in Kansas as set forth herein. He sues
in both his individual capacity for harm defendants caused him personally and as a representative
of other similarly situated plaintiffs.

11.  Upon information and belief defendant Snowden is a United States citizen who at
all times relevant hereto was and is a fugitive from justice having been charged on June 14, 2013
with three (3) criminal counts in the United States District Court, Eastern District of Virginia.
Snowden is presently residing in Russia. Snowden is sued in his individual capacity and in his
capacity as a former government official/employee and/or contractor, who violated his secrecy
agreements as a principal and thereby breached his fiduciary duties to the United States and the
American people through the knowing assistance of his agents Poitras, Weyermann, Skoll,
Weinstein and other defendants.

12. Upon information and belief at all times relevant hereto defendant Poitras is a
United States citizen who maintains a residence in New York, NY, and lives in Berlin, Germany.
Poitras is sued in both her individual capacity and in her corporate capacity as a stakeholder in
defendant Praxis. She is sued for her part in the receipt of stolen national security information,
unauthorized possession thereof, for causing a substantial increased risk of bodily injury to
plaintiff and others by her wrongful acts pursuant to the ATA, for aiding and abetting in the breach

of fiduciary duties owed by Snowden to plaintiff and others, as a principal offender under the ATA,
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a co-conspirator under the ATA and for a violator of various other federal and state law claims, as
may be determined through discovery.

13.  Upon information and belief defendant Praxis is a New York domestic business
corporation, which at all times relevant to the issues in this case was engaged in business
relationships with Poitras, as well as other defendants herein. Praxis is sued in its corporate
capacity for the alleged wrongful acts of its employee/agents and as employer of Poitras for her
alleged wrongdoings under, inter alia, the theory of respondeat superior.

14. Upon information and belief defendant Participant is a Delaware domestic LLC,
with its principal place of business in California as well as an office in New York, NY. Upon
information and belief at all times relevant to the issues in this case Participant was also engaged
in business relationships with other defendants herein. Participant is sued in its limited liability
company capacity for the wrongful acts of its members, employees and agents and is sued as
employer of Weyermann and Skoll for their alleged wrongdoings under the theory of, inter alia,
respondeat superior.

15.  Upon information and belief defendant Weyermann is a United States citizen who
resides in California and/or Florida. Upon information and belief at all times relevant to the issues
in this case she was an executive producer with substantial oversight of CITIZENFOUR and
exerted extensive ultra vires control over the making of the film, including through her long-
standing acknowledged personal and professional relationship with Poitras, Snowden’s agent.
Weyermann is sued in both her individual capacity and in her limited liability company capacity
as an executive team member, employee and/or stakeholder in Participant.

16. Upon information and belief defendant Skoll is either a Canadian or United States

citizen who resides in California. Upon information and belief at all times relevant to the issues
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in this case he was an executive producer of CITIZENFOUR, as well as the majority owner of the
limited liability company, Participant. Skoll is sued in both his individual capacity and in his
limited liability company capacity as founder, chairman, employee, member and/or stakeholder of
Participant.

17.  Upon information and belief defendant Weinstein is a Delaware domestic LLC,
with its principal place of business in California as well as an office in New York, NY, which at
all times relevant to the issues in this case, is and was a distributor of the film, as well as engaged
in business relationships with other defendants herein. Weinstein is sued in its limited liability
capacity, although believed to be acting through a division known as Radius-TWC.

18. Upon information and belief defendant Home Box Office, Inc. (HBO) is a
Delaware domestic corporation and a wholly owned subsidiary of Time Warner Inc. with its
principal place of business in New York, NY as well as an office in Santa Monica, CA, which at
all times relevant to the issues in this case, is, was or will be a distributor of the film, as well as
engaged in business relationships with other defendants herein. HBO is sued in its corporate
capacity.

19.  Upon information and belief defendant Nevins is the President, HBO Documentary
Films for HBO, with her principal place of business in New York, NY, who at all times relevant
to the issues in this case, is and was an Executive Producer of CITIZENFOUR, as well as engaged
in business relationships with other defendants herein. Nevins is sued in her corporate capacity as
an employee/officer/agent of HBO.

20.  Upon information and belief defendant the Academy of Motion Picture Arts and
Sciences (Academy) is a California domestic corporation with its principal place of business in

Beverly Hills, CA. It is sued in its corporate capacity.
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21.  Upon information and belief other foreign and domestic entities and individuals
may be involved and may be added as additional information is obtained through discovery. (The
John and Jane Does.)

JURISDICTION AND VENUE

22. This Court has jurisdiction over this matter and over defendants pursuant to 18
U.S.C. §§ 2333 and 2334 and the rules of supplemental jurisdiction, which authorizes, inter alia,
a private damages action in any appropriate District Court by a United States national who is
injured “in his person, property or business by reason of an act of international terrorism.” Plaintiff
has been so injured, as more fully set forth herein, in the state of Kansas.

23.  Exclusive Federal jurisdiction in district courts is conferred herein under 18 U.S.C.
§ 2338, which provides “[t]he district courts of the United States shall have exclusive jurisdiction
over an action brought under this chapter.”

24, Jurisdiction is also conferred by 18 U.S.C. § 2339(b) which provides, “[a] violation
of this section may be prosecuted in any Federal judicial district in which the underlying offense
was committed, or in any other Federal judicial district as provided by law.” An underlying offense
has been committed in Kansas, including but not limited to “acts of terrorism transcending national
boundaries” through circumstances as set forth in 18 U.S. C. § 2332b(b)(1)(A)(B) and/or (D).

25. Furthermore, jurisdiction is proper under 28 U.S.C. §1331 because a federal
question of law is alleged herein under the Antiterrorism Act of 1990, as amended, 18 U.S.C. §
2331 et seq., and under federal common law pursuant to Supreme Court doctrine in Snepp v. U.S.,
infra.

26.  The District of Kansas is the proper venue for this action pursuant to 18 U.S.C. §

2334(a), as the plaintiff resides in Kansas.
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27.  Additionally, defendants have purposely availed themselves of the privilege of
conducting business within this State and this district through distribution of the film at issue herein
as well as committing illegal, wrongful, tortious acts causing harm to plaintiff herein.

28. Plaintiff is informed and believes and on that basis alleges that personal jurisdiction
in the district is proper because each defendant participated in the unlawful distribution of the film
in every jurisdiction in the United States, including this one. In addition, each defendant has
directed wrongful acts at plaintiff in this District and has committed tortious acts that each
defendant knew or should have known would cause injury to plaintiff in this District.

29.  In the alternative, venue is proper in this District pursuant to 28 U.S.C. § 1391
(b)(2).

30.  Plaintiff also seeks a determination of the rights, obligations, liabilities and
remedies under the Declaratory Judgment Act, 28 U.S.C. § 2201 associated with the further release
and distribution of the film CITIZENFOUR given its use of improperly acquired and used
classified information, the potential improper acquisition of E&O insurance coverage thus
triggering the film’s distribution under false pretenses of clear title and insular insurance
protections, which are likely instead to be void ab initio, thus resulting in significant exposure to
harm to plaintiff and others.

FACTUAL BASIS FOR CLAIMS

31. Because the film CITIZENFOUR contains, upon information and belief, stolen
classified information it should not be shown during the Awards ceremony on February 22, 2015
or on HBO the following day and should be withdrawn from exhibition until it is reedited and
redacted of classified information, which is the typical remedy utilized for unlawfully used

intellectual property, i.e. copyrights, trademark and piracy violations. Plaintiff seeks equitable
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relief by separate motion to stop the irreparable injury. Therefore, the Academy is sued in its
corporate capacity because it has been on inquiry notice of the allegations raised herein through
prior correspondence to the Academy, including but not limited to the letter of January 4, 2015,
attached hereto as Exhibit 1.

32. The critical facts are indisputable. Very serious injury to our national security is
attributable to Snowden’s intentional public disclosure of national security intelligence, including
without limitation, the highest level of information, Tier 3, and other defendants’ intentional and
knowing acceptance of such Tier 3 and other levels of classified information. Exhibit 2. While
some of his revelations about intercepting communications of American citizens are important and
noteworthy, the fact is Snowden went far beyond those revelations and revealed and disclosed
specific purloined classified information to the other defendants, who knowingly accepted such
specific purloined classified information, for the express purpose those other defendants would
thereafter publish that purloined classified information in the aforementioned film, and otherwise
disclose in other arenas, including to as wide a global audience as possible. Said revelations and
disclosures constitute an act dangerous to human life, causing harm to plaintiff and others by
exposing them to an increased substantial risk of serious bodily injury.

33. For example, according to former General Counsel to the National Security
Agency, Stewart A. Baker, “Snowden’s revelations about NSA’s capabilities were followed
quickly by a burst of new, robust encryption tools from al-Qaeda and its affiliates...” Exhibit 3.1
(Certificate of Acknowledgement of Stewart A. Baker). Mr. Baker’s comments are based on
research by RecordedFuture, a web intelligence firm, whose two reports, attached, quantify the
effects on terrorist organization’s improvements in their encryption systems in the few months

after Snowden’s June 2013 classified information releases. The May 8, 2014 (Part 1) report found:

10



Case 2:14-cv-02631-JAR-TJJ Document 19-2 Filed 02/14/15 Page 11 of 34

“Following the June 2013 Edward Snowden leaks we observe an increased pace of innovation,
specifically new competing jihadist platforms and three (3) major new encryption tools from three
(3) different organizations—GIMF, Al-Fajr Technical Committee, and ISIS—within a three to
five-month time frame of the leaks.” Baker Exhibit 3.2, page 2. The take-away from these two
reports attached to Mr. Baker’s article from WashingtonPost.com, Baker Exhibits 3.2. and 3.3, is
Snowden’s and defendant Poitras’s, among others, illicit disclosures of classified information have
resulted in increased substantial risk of serious bodily and proprietary harm to the United States
and its allies, including without limitation the plaintiff, because the United States and its allies are
finding it much more difficult to intercept various al-Qaeda terrorist splinter groups’
communications. This difficulty has been exacerbated by Snowden’s criminal disclosures through
Poitras and her own unlawful disclosures devoid of First Amendment or public interest
justifications. These groups have become more sophisticated in their encryption programs as a
direct result of the acts of Snowden and his aider/abettor defendants herein and therefore able to
evade detection. Plaintiff has been harmed thereby in his person, property and business interests
by the substantial increase in risk caused by these breaches and the causal chains that result in
tangible harm from such increased risk.

34. The device, means or artifice used to accomplish these improper and illegal goals
is, under the circumstances of this case, activist filmmaking, seeking to reframe the actions of
Snowden who is a “principal” under the ATA and attempting to transform Snowden and his co-
conspirators, aiders and abettors, and accessories after the fact under the ATA into supposed
heroic, patriotic “whistleblowers,” while they are in fact profiteering from a national security
breach. Freedom of the press does not immunize purported journalists who commit crimes and

courts recognize that such restrictions are not impermissible prior restraints or interference with

11
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protected First Amendment content.

35. By dissolving the layers of gloss defendants have been using to varnish and re-
varnish the Snowden “hero-mystique” through CITIZENFOUR and otherwise, the defendants have
purposely created, distributed and intend to release globally in a matter of days through HBO cable
distribution, a film that goes so far afield of proper conduct as to depict, inter alia, the filmmaker
harboring and concealing Snowden as he commits acts of terrorism as defined by the ATA. These
acts transcend national boundaries by influencing the policy of the United States government
through intimidation or coercion, as defined in 18 U.S.C. § 2339.

36. Plaintiff alleges, based upon information and belief, that Poitras, Praxis,
Weyermann, Skoll and Participant have played a pivotal role in perpetrating the harms Snowden
initiated, because they not only knew, but also acted intentionally to violate the ATA and other
federal laws by their direct participation in his crimes and knowing disclosure of unlawfully
acquired secrets, unlawful receipt of those secrets, and unlawful disclosure of those secrets, not as
purported journalists, but as zealous agents lacking any legitimate First Amendment rights, public
interest or privileges.

37.  In addition, Weinstein, HBO, Nevins and the Academy have willingly and
knowingly become either co-conspirators and/or aiders and abettors, and/or accessories after the
fact by their actions in supporting ATA violations through their distribution and/or announced
intentions to show all or part of the film CITIZENFOUR during the Academy Awards on February
22,2015 and thereafter on HBO on or about February 23, 2015.

38.  Each defendant named herein knows or is on inquiry notice that the film contains
purloined government classified information, not properly authorized for release to the public, for

which clear title does not and upon information and belief cannot vest in any of the defendants and

12
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yet they knowingly defy various federal and state laws prohibiting the possession and misuse of
classified stolen property by exhibiting the film publicly, thereby violating 18 U.S.C. § 793(d) and
18 U.S.C. §798(a)(3). This wrongful conduct should not be condoned and plaintiff seeks by
separate motion a temporary restraining order, a preliminary injunction and a permanent
injunction, as well as a declaratory judgment pursuant to 28 U.S.C. 2201 to curtail the harm.

UNDERLYING INSURANCE FRAUD FACTS

39.  Based on information and belief, a national insurance company issued E&O
insurance for the film despite the film’s inclusion of purloined classified information, the theft of
which was admitted on screen by various individuals, including defendants Snowden and Poitras.

40. The issuance of E&O insurance under these circumstances presents a moral hazard,
insuring wrongful conduct/content, which should result in the insurance being void ab initio for
alleged insurance fraud. The use of stolen information in this particular commercial film should
be obvious even upon a cursory review, given Snowden’s notoriety, especially to insurance
professionals who are in the business of assessing risk. It is well-known in the industry, film
underwriters typically require clearance opinions from outside counsel for the proposed insured,
assuring the carrier of such things as clear title to content, releases from individuals depicted in
the film, title clearance, as well as music rights clearance, before undertaking to quote rates and
issue coverage. Documentaries are especially prone to clearance issues because the subjects
typically aren’t actors with talent agencies working under standard contracts and thus a clearance
opinion letter from counsel well-versed in the vetting of documentary films and familiar with the
law applicable thereto is a high priority both from the initial insurance carrier’s perspective, but in
many instances is even more important to the reinsurance carriers who accept portions of the risk

from the ceding company based on such clearance letters having been acquired. The business of

13
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E&O insurance has always walked a fine line between underwriting intentional versus negligent
conduct, one type of conduct which is insurable, the other type which is not because it is void as
against public policy. In this case, the balance tips against the defendants whose knowing and
willful conduct using purloined material in the film is undeniable.

41.  The fact is “but for” the underlying insurance fraud, given the nature of E&O
insurance and the insurance industry’s requirements to avoid the moral hazards of insuring illegal
content, it is common sense that E&O carriers require film and entertainment businesses to assure
the carrier that the filmmakers, producers and distributors have clear title to content, otherwise, as
is the case herein. The downstream businesses and others, such as the theaters, are exposed to
risks of unknown proportion, i.e. potential liability for activities that involve acts dangerous to
human life. The American public, the plaintiff and others should not be made to suffer harms as
unwitting consumers due to such improper conduct. The Court is asked to fashion a remedy to
inoculate the public from exposure to classified information for which unauthorized viewing could
result in criminal and civil enforcement actions under, for example, Executive Order 13526.
Exhibit 4, and “The Protection of Classified Information: The Legal Framework,” Exhibit 5.

42. A clear warning letter about improper title, stolen national intelligence information,
and insurance concerns was sent to the Academy. Exhibit 1.

43. The serious harm attendant to void E&O insurance includes the increased
substantial risk of uncovered loss to the American public and to plaintiff, who are thereby deprived
of the availability of Terrorism Risk Insurance Program coverage pursuant to 15 U.S.C. § 6701,
Sec. 101 et seq. The quantifiable resulting harm is the loss of up to $100 Billion Dollars in
mandatory coverage, because of the moral hazard, i.e. the insurance fraud in the application or

issuance process results in voiding of what would otherwise be mandatory coverage required by
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federal statue for all commercial insurance policies. The unavailability in this instance is
especially harmful given the asserted increased risk of terrorist acts causing serious bodily injury
triggered by the wrongful acts of defendants, including among other things, Snowden’s release of
highly-sensitive, classified Tier 3 information to our enemies. Exhibit 2.

44.  The conduct of the defendants raises issues not only addressable by disgorgement
but also places their conduct within the express provisions of the ATA in conjunction with the
underlying claim of insurance fraud. The procurement of E&O coverage is a necessary
requirement for CITIZENFOUR to be exhibited in theaters, to be eligible for nomination by the
Academy and/or exhibited, distributed, broadcast or shown globally during the Academy Awards
and thereafter by defendant HBO. The activities of the defendants herein, originating with
Snowden, have resulted in legally analogous substantially increased risk of serious bodily injury
to the American Public, here and abroad, as well as injury to the property of United States
businesses, including to plaintiff’s person, business and personal property interests.

FACTS APPLICABLE TO ATA VIOLATIONS AND INTENTIONAL MISCONDUCT

45. The on-film admissions against interest of Poitras, who, upon information and
belief, misrepresents herself to be a journalist but instead, is a central character and actual
participant in a scheme to profit from stolen United States government property demonstrate intent.
For example, Poitras speaks in first person narrative about her role in aiding and abetting defendant
Snowden, hiding him in her hotel room while he changes into disguise, accepting all of the
purloined information to use for her personal benefit, financially and professionally, filming
defendant Snowden’s meeting with a lawyer in Hong Kong as he tries to seek asylum, and in
various interviews since June 2013 contending she has the legal right to possess and control stolen

classified digital information belonging to the United States government and to parlay that
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information into profit for herself and certain other defendants.

46. The actions of other defendants amount to co-conspiracy or accessories after the
fact under the ATA. Poitras and Praxis eventually partnered with defendants Weyermann, Skoll,
Participant, and Weinstein to take the original film footage of Snowden’s Hong Kong admissions
and cloak Snowden’s illegal acts in the guise of righteousness and virtue, thereafter portraying
Snowden as a well-meaning whistleblower having nowhere else to turn, while the defendants
overlook their own improper acts of misusing government property. In fact, CITIZENFOUR
glorifies hacking that results in “[t]he potential of global events to instantaneously spark grievances
around the world [and] hinders advance warning, disruption, and attribution of plots through
“Homeland Plotting” and “Terrorist Activities Overseas.” Exhibit 6 (James R. Clapper, Director
of National Intelligence, excerpt from “Statement for the Record Worldwide Threat Assessment
of the US Intelligence Community,” Senate Select Committee on Intelligence, January 29, 2014.)

47. Together these defendants have concertedly acted without regard for the health,
safety and welfare of all United States Citizens, have aided and abetted the illegal and morally
wrongful acts of Snowden, and have chosen to commercialize, capitalize and commoditize for
their personal benefit, the stolen classified CIA/NSA/DIA and other secret records referred to and
revealed in the film.

48. The national security of the United States has been severely damaged, human lives
placed at risk of serious injury or death, and military and non-military economic assets
compromised, by Snowden’s and other defendants actions, direct and indirect collusion with
Snowden to facilitate the dissemination of classified national security documents to the global
community.

49. On or about June 14, 2013, the United States of America filed a criminal complaint,
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initially under seal, against Snowden related to the conduct described herein. The criminal
complaint alleged Snowden had violated the law by “Theft of Government Property,”
“Unauthorized Communication of National Defense Information,” and “Willful Communication
of Classified Communications Intelligence Information to an Unauthorized Person.” Exhibit 7.
The charging of these federal felonies are not simply allegations by the plaintiff but go to the
requirements of 18 U.S.C. § 2332b(a)(1)(B). By charging a criminal complaint federal prosecutors
have determined, pursuant to Department of Justice policy, that there is sufficient evidence to
sustain a conviction.'

50.  Upon information and belief the factual basis for the claims against Snowden and
the defendants are set forth in the following: the film PRISM, a short documentary precursor of
CITIZENFOUR, Exhibit 82 and in the attached articles by professional journalists, who
interviewed Snowden, Poitras, and others and reported on the admissions, statements and other
disclosures and conduct by Snowden and certain other defendants. Exhibits 2, 9, 10.

51.  Based upon their own filmed admissions, Snowden traveled to Hong Kong, where
he met Poitras, having previously arranged to meet her there, and provided her with the purloined
materials.” Exhibit 2 at 1, 4; Exhibit 10 at 1, 2.

52. Poitras exchanged emails with Snowden before traveling to Hong Kong, to meet
with him and to film him, including the filming of the process of Snowden’s divulging the

purloined classified information to Poitras and others. Exhibit 9 at 3; Exhibit 8.

! Principles of Federal Prosecution, United States Attorneys Manual, 9-27.220, Grounds for Commencing or Declining Prosecution.

A. The attorney for the government should commence or recommend Federal prosecution if he/she believes that the person’s conduct
constitutes a Federal offense and that the admissible evidence will probably be sufficient to obtain and sustain a conviction, unless in his/her
judgment, prosecution should be declined because: 1. No substantial Federal interest would be served by prosecution; 2. The person is subject to
effective prosecution in another jurisdiction; or 3. There exists an adequate non-criminal alternative to prosecution.

2 Defendant Academy has acknowledged that at least 2 minutes of PRISM are used in CITIZENFOUR. This Court when it determines the relief
that should be fashioned from any unlawful disclosures contained in earlier versions of CITIZENFOUR, as well as the outtakes sought in
expedited discovery for in camera review, can address the issue of any classified information contained therein.
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53.  Upon information and belief, and based upon the exhibits annexed hereto and in
the film CITIZENFOUR, subsequently Snowden traveled to Russia as a fugitive from the United
States, and Poitras traveled to Berlin, where she continued working on a commercial film in 2013
and 2014, documenting Snowden’s decision process and actions to convey the purloined classified
information to Poitras and others. Exhibits 10, 9 at 4.

54.  Upon information and belief, defendant Poitras stated that she “set up a bunch of
meetings during the Berlin International Film Festival in February [in 2014], including one with
Tom Quinn at [defendant] Radius-TWC.” Exhibit 9 at 4. Further upon information and belief,
Poitras stated that Quinn said “We really want to do this film.” Subsequently, Radius has been
credited as the Domestic Theatrical distributor of the film. Further upon information and belief,
defendant Radius-TWC provided funding to Poitras and Praxis and, in return, made a financial
arrangement to receive revenues from CITIZENFOUR. Defendant Weinstein through Radius-
TWC engaged in all the aforementioned conduct with the knowledge of the crimes committed
against the United States by Snowden and with knowledge that Poitras has possession, custody
and control of purloined information illegally obtained by Snowden, which Weinstein hoped to
obtain financial benefit therefrom as entertainment, among other things.

55.  Upon information and belief, Poitras admitted that “Participant Media’s Diane
Weyermann got involved” with the financing and other tasks for CITIZENFOUR. Exhibit 9 at 4.

56. Upon information and belief, Poitras admitted that Weyermann actively sought to
accelerate the production and release of CITIZENFOUR and Weyermann stated: “Ok, let’s do this
one,” but then had to tell her bosses, “We’re doing this film, but there’s not going to be a treatment
or a rough cut. You’re just going to have to trust us—me [i.e. Weyermann], Laura and the

filmmaking team that we’ll deliver.” Exhibit 9 at 4. Further, upon information and belief, Poitras
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also admitted that Weyermann “made a couple visits over to Berlin to see the cut.” id., and that
defendant Weinstein Radius-TWC also came over for the same purpose. Id.

57.  Upon information and belief, Weyermann worked with former CIA Officer Valerie
Plame Wilson on a documentary film entitled “Countdown to Zero,” which Participant helped
finance and Weyermann served as an Executive Producer. Further upon information and belief,
Participant and Weyermann were also involved in the production, distribution and financing of

2

Ms. Wilson’s feature film based upon her memoir, “Fair Game.” Upon information and belief
through this professional and personal relationship with Ms. Wilson, Weyermann was aware that
Ms. Wilson, as a former CIA officer, was required to sign a secrecy agreement that would require
her and anyone to whom she disclosed classified information without authorization to disgorge
and otherwise return to the United States all financial benefits obtained from any such
unauthorized disclosure. Exhibit 15 (Affidavit of David B. Smallman.)

58.  Further upon information and belief, Weyermann, knew that Ms. Wilson had
litigated a First Amendment claim against CIA; however, by Wilson having presented her
manuscript to the CIA’s publication review board and following the rules of her secrecy
agreement, Wilson was never required to disgorge or otherwise return any money to the United
States. Upon information and belief, Weyermann knew the consequences of not following the
prepublication rules required by government intelligence officials. When Weyermann made the
request to Participant’s management to “trust her” she knew or had reason to know both that
defendant Snowden’s materials, having been stolen, were per se in violation of the prepublication
rules governing intelligence officials and she knew or had reason to know the material fact that

Participant’s investment in the film CITIZENFOUR could be at risk if the issue of the secrecy

agreement approval requirement was ever recognized or raised. Exhibit 15.

19



Case 2:14-cv-02631-JAR-TJJ Document 19-2 Filed 02/14/15 Page 20 of 34

59. Further upon information and belief, the defendants knew or should have known
through Weyermann that CITIZENFOUR would be subject to Snowden’s secrecy agreement with
CIA based upon Weyermann’s prior knowledge of potentially serious consequences, which she
acquired through familiarity with Ms. Wilson’s litigation regarding her secrecy agreement with
CIA. 1t follows therefore that Weyermann knew that by personally securing and ensuring the
funding of CITIZENFOUR, thus aiding and abetting Poitras and Praxis, all of the defendants would
be subject to the confiscation of funds, as well as to other potential civil damages and criminal
claims arising from Weyermann’s deliberate acts and omissions.

60.  Upon information and belief, Participant and Skoll had constructive or actual
knowledge of the serious consequences of Weyermann’s misconduct, or, in the alternative, upon
information and belief, were misled by Weyermann’s ultra vires conduct and therefore personally
and professionally exposed to aiding and abetting Poitras and Praxis, to substantial monetary
damages based upon their participation in such capacities in CITIZENFOUR and to the harm to
the United States that has resulted from that film, along with all of the other defendants.

61.  Upon information and belief, Participant and Skoll, based primarily upon
Weyermann’s personal assurances and professional representations to her boss, Skoll, as well as
others, to “trust her,” knowingly and willingly chose to place themselves in the position of aiders
and abettors to Poitras’ and Praxis’ in the chain of liability for misusing purloined and stolen
property to produce the film in return for compensation agreements, when Skoll agreed with
Weyermann to commit Participant to the project, and upon information and belief defendant Skoll
gave the actual, final approval to provide funding therefore.

62.  Upon information and belief, like Ms. Wilson’s secrecy agreement requirement, in

order to qualify to obtain access to the information as an advisor and/or employee to CIA, NSA,
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and DIA, as well as a contractor for the NSA, Snowden, as a condition of receiving the information
that he subsequently purloined and provided to Poitras, Praxis and disclosed to the defendants, was
required to sign written agreements with CIA, NSA, and DIA. In those agreements he promised
not to provide any information to others, and to “assign to the United States Government all rights,
title and interest in any and all royalties, remunerations and emoluments that have resulted or will
result or may result from any divulgence, publication or revelation of information [by him] which
is carried out” in breach of those agreements. Exhibit 11 at 4 5, 9 7, and q12.

63.  Snowden’s breach of those agreements set off a chain reaction of liability and actual
harm. Not only are the plaintiff and the American public exposed to substantially increased risk
of harm by terrorist organizations such as al-Qaeda, as referenced above, but business interests in
the cloud computing industry have also been seriously damaged by the Snowden revelations.
United States tech companies have been estimated to have lost or will lose, over a 3 year period
beginning with the June 2013 disclosures, between $21.5 to $35 billion dollars by 2016, because
of Snowden’s wrongful acts. Exhibit 12.

COUNT I
(VIOLATIONS OF 18 U.S.C. § 2333)

The plaintiff incorporates all preceding paragraphs by reference, as if fully set forth herein.

64.  Defendants Snowden, Poitras and Praxis are civilly liable to the plaintiff under the
Antiterrorism Act of 1990, as amended, 18 U.S.C. § 2333 and § 2332b as principal offenders for
the injury to plaintiff in his person, property and business by reason of an act of international
terrorism due to their activities that involve violent acts or acts dangerous to human life. They
became principals and agents of one another by engaging in a joint strategy to attempt to avoid
legal liability, and were otherwise direct participants in the unlawful acquisition and dissemination

of the information, thus depriving them of a First Amendment shield. Their acts both in the making
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of the film and in distributing to unauthorized persons classified information are violations of the
criminal laws of the United States or of Kansas, or that would be criminal violations if committed
within the jurisdiction of the United States or of Kansas. Their activities depicted in the film are
intended to intimidate or coerce a civilian population or to influence the policy of the United States
government by intimidation or coercion of its governmental authorities through misuse of stolen
property given to enemies of the United States. And by severely damaging the national security
intelligence infrastructure, their conduct has affected the conduct of the government by mass
destruction of that digital infrastructure.

65.  Their acts in filming and editing the film occurred primarily outside the territorial
jurisdiction of the United States, as well as their actual and intended global exhibition of the film
transcends national boundaries in terms of the means by which their wrongful acts are
accomplished. Pursuant to the statutory requirements, the defendants intended to intimidate or
coerce governments, both nationally and internationally, by overt and covert references to highly
classified national security information allegedly in their possession or under their control, along
with asserting negative connotations from purported cooperation between and among international
governments, all as contained within the purloined information. Given the locale in which these
defendants and Snowden have operated or seek asylum, including Hong Kong, China and Russia,
the intent to intimidate or coerce the United States and its allies also transcend national boundaries
and therefore violate the terms of the ATA. 18 U.S.C. § 2331.

66.  Defendants actions as described herein with Snowden stealing classified materials
from the United States government, passing them to Poitras, and sharing the classified information
with our enemies, exhibited both in the film and by other means, (such as delivering data on thumb

drives and providing the necessary encryption key to access the digital information,) has
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substantially increased the risk of serious bodily injury to plaintiff and others. Poitras and Praxis,
using those documents without having clear right, title and interest thereto to create a film in which
the plot and dialectic intends to intimidate or coerce both the American civilian population and the
United States government, as well as to influence the policy of the government regarding
intelligence gathering, all violate the ATA. The film concludes with a scene in which the
defendants and others insinuate knowledge and control of information damaging to the operations
of the government and to the Presidency itself.

67. Snowden’s fugitive and asylum status in Russia or elsewhere outside the
jurisdictional boundaries of the United States are acts transcending national boundaries and his
locale in Russia, preceded by his stays in China and Hong Kong, are further evidence of the means
by which he intends to intimidate or coerce the plaintiff and others to keep silent. In addition,
Snowden and certain defendants in the film send the government of the United States a not so
subtle warning by insinuating, if not outright admitting, he turned over highly classified documents
related to our national security to Chinese nationals for the purpose of influencing the policies of
the United States government. Exhibit 13. Poitras’s acceptance and use of the purloined
documents are but a continuation of the acts dangerous to human life, all of which began on or
about June 9, 2013 and continue through the present day and in to the future as repeated in each
exhibition of CITIZENFOUR.

68. These actions are acts dangerous to human life because the repetitious disclosure
of classified information, the implicit threats to the United States government, and the revealing
of locations associated with points of transfer of national intelligence at international borders gives
rise to a substantial increase in the serious risk to human life, including plaintiff’s life, by enemies

of the United States, known to engage in international terrorism, taking advantage of such
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knowledge to the detriment of our intelligence and military forces and private business interests.
These actions violate both federal and state criminal laws, including but not limited to 18 U.S.C.
§ 641 (theft of government property); 18 U.S.C. § 793(d) (unauthorized communication of national
defense information); 18 U.S.C. § 798(a)(3) (willful communication of classified communications
intelligence information to an unauthorized person); 18 U.S.C. § 1030 (fraud and related computer
activity in connection with computers); 18 U.S.C.§ 2520(a)-(c) (interception and use of contents
of communications); K.S.A. § 21-5421 (terrorism); K.S.A. § 21-5302 (conspiracy); and K.S.A. §
21-5303 (criminal solicitation).

69. The improper application and acquisition of E&O insurance, originating with
Poitras and Praxis, upon information and belief, are also subject to violations of Kansas common
law insurance fraud, constitute unlawful conversion, as well as violating K.S.A. 40-2,118.
Specifically, false or untrue representations were made as a statement of existing and material fact
of clear title and proper ownership of content in the film reposing in defendant Poitras and/or
Praxis as, upon information and belief, were represented in the application for insurance. These
representations, upon information and belief, were known to be false or untrue by the defendant
making them, or were recklessly made without knowledge concerning there falsity.

70. In addition, upon information and belief, Poitras, Praxis, as well as other
defendants, had knowledge of material facts related to qualification for coverage that were
unknown to the insurer[s] that could not have been discovered by the exercise of reasonable
diligence or were induced by the defendants failure to communicate material information to the
insurer(s). The acts of defendants in the application, including but not limited to representations
made by defendants, agents or representatives thereof, justified reasonable reliance thereon. The

representations were intentionally made for the purpose of inducing another party to act upon them.
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Upon information and belief, the insurer(s) reasonably relied and acted upon the representations
made. Damages were sustained by plaintiff including loss of terrorism risk insurance in the amount
of up to $100 Billion Dollars, as well as other coverages to be determined.

71.  Upon information and belief, material facts were suppressed by defendants who
were under a legal or equitable obligations to communicate and in respect of which they could not
be innocently silent. Snowden admittedly stole information and property, which was known by
defendants as being such and used in the film. Plaintiff and others sustained damages by the
carrier(s) reliance upon the defendants’ material representations or omissions.  Those
representations or omissions were material as related to CITIZENFOUR and so substantial as to
unduly influence those to whom they were made. By having presented materially false information
to procure insurance, knowing that the distribution of the film would include Kansas, that if such
fraudulent representations were detected they would result in a void policy, thereby exposing
plaintiff and all other Kansans so situated to lack of coverage for Terrorism Risk Insurance in the
event of a terrorist attack, all perpetrated because of national security breaches occasioned by
Snowden’s, Poitras’s and Praxis’s actions, and therefore the defendants should be held liable for
insurance fraud damages arising therefrom.

72. The acts of Poitras are not entitled to First Amendment protection given her actual
participation in the acquisition of the purloined documents, conspiring with Snowden regarding
how to use the stolen documents and retaining the documents without proper authorization from
appropriate governmental authorities and applying for insurance, upon information and belief,
when she knew Praxis could not have good title to Snowden’s stolen information.

COUNT 11
(VIOLATIONS OF 18 U.S.C. § 2339 AND §2339A—POITRAS)

The plaintiff incorporates all preceding paragraphs by reference, as if fully set forth herein.
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73. Poitras, upon information and belief, from on or about June 6 through on or about
June 22, 2013 films and releases video of Snowden in Hong Kong. At one point in the filming,
Poitras admits she has invited Snowden, at that time a known fugitive from justice in the United
States, to use her hotel room for the purpose of evading authorities, changing into a disguise, and
preparing to take refuge in a safe house somewhere in Hong Kong or China. These acts amount
to harboring or concealing a terrorist pursuant to 18 U.S.C. § 2339 and/or providing material
support, resources, and/or a disguise as part of carrying out the concealment of an escape in
violation of 18 U.S.C. § 2339A. The provision of lodging, services, a safe house, communications
equipment, and facilities, among other resources, are violations thereof.  Plaintiff has been
damaged thereby and the defendant should be held liable for damages in a sum to be determined
based on that increased risk of exposure. Poitras’ on camera concealment of Snowden in her hotel
room as he evades authorities clearly shows Poitras providing Snowden with “material support”
as defined in 18 U.S.C. § 2339A.

74.  First Amendment protections aren’t available for actions in concealing and
harboring a fugitive from justice and Poitras is liable under the ATA for these wrongful acts, just
as any other citizen should. Purported journalists are not cloaked in First Amendment protections
for aiding and abetting a self-proclaimed thief under the ATA, and admissions of such conduct are
depicted in the film.

COUNT II1
(VIOLATIONS OF 18 U.S.C. 2333—WEYERMANN, SKOLL, PARTICIPANT,
WEINSTEIN, HBO, NEVINS AND ACADEMY)
The plaintiff incorporates all preceding paragraphs by reference, as if fully set forth herein.
75. Defendants Weyermann, Skoll, Participant, Weinstein, HBO, Nevins and Academy

are civilly liable to the plaintiff under the Antiterrorism Act of 1990, as amended, 18 U.S.C. §

26



Case 2:14-cv-02631-JAR-TJJ Document 19-2 Filed 02/14/15 Page 27 of 34

2333 and § 2332b as co-conspirators and/or accessories after the fact, having used the mail or other
facilities of interstate or foreign commerce, including theaters, television and cable broadcasts, in
furtherance of the offense committed by the principals, Snowden, Poitras and/or Praxis, as they
are alleged to have committed violations within the definition of 18 U.S.C. § 2331 and which give
rise to civil liability under 18 U.S.C. § 2333; and pursuant to 18 U.S.C. § 2332b(b)(1)(A) and/or
under § 2332b(b)(1)(B) when the offense obstructs, delays, or affects interstate or foreign
commerce, and/or under § 2332b(b)(1)(D) when the structure or other real or personal property is,
in whole or in part, owned, possessed, or leased to the United States, or any department or agency
of the United States.

76. The theft of classified computer information related to national security [in itself a
violation of 18 U.S.C. § 1030 and 18 U.S.C. §641] and these defendants knowing and intentional
use of such information in the film, [separate violations under 18 U.S.C. §u793(d) and 18 U.S.C.
§ 798 (a)(3)] which by their use thereof these defendants have aided and abetted as co-conspirators
and/or accessories after the fact of offenders Snowden, Poitras and Praxis, in addition to their own,
actual dissemination through various means of interstate commerce, or announced intentions to
further disseminate through various means at their disposal in interstate commerce all in violation
of 18 U.S.C. § 2332b(b)(2).

77. In the alternative, these defendants’ actions may give rise to violations under 18
U.S.C. § 2332b(a)(2); however, discovery may be required to thus establish such offense and
therefore plaintiff alleges this cause of action upon information and belief.

78. Skoll acquiesced in Weyermann’s actions, either as an agent of Participant or acting
ultra vires, by permitting Weyermann to undertake production of the film without following

established procedures in order to strategize improperly with Snowden and Poitras and participate
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in their scheme to unlawfully possess and disseminate stolen classified information under the guise
of a legitimate documentary. His actions give rise to the plaintiff’s injuries under 18 U.S.C. §
2333 and § 2332b both individually and in his LLC capacity.

79.  Participant is the entity which, upon information and belief, has released the film,
and knowledge of its agents, employees, and members, i.e. Weyermann and Skoll, are imputed to
the LLC, which can only act through its agents, employees and members. Therefore, Participant’s
liability under the ATA attaches through the same violations as set forth above and otherwise
herein.

80. Weinstein is a distributor of the film released on October 10, 2014, and upon
information and belief has contractual relationships with, among others, defendants Participant,
HBO, and Praxis. Plaintiff believes that after additional discovery is completed, the contractual
relationships and other evidence will show that Weinstein knew or was upon inquiry notice
through its agents’ participation in either the editing or final review process in 2014, that the film
contained scenes depicting classified information not authorized for release to the public, as well
as scenes depicting defendant Poitras committing acts of concealment, providing material support
as well as aiding Snowden, a known fugitive from justice, all in violation of 18 U.S.C. § 2332b
and resulting in further liability under 18 U.S.C. § 2332b(b)(2), co-conspirators and/or accessories
after the fact.

81. HBO is a scheduled cable distributor of the film with an announced release date for
the film on or about February 23, 2015 on HBO’s networks, and upon information and belief has
contractual relationships with, among others, defendants Participant, Weinstein, and Praxis.
Plaintiff believes that after additional discovery is completed, the contractual relationships and

other evidence will show that HBO knows or is now upon inquiry notice through its agent Nevins’
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participation as an executive producer for the film as well as in either the editing or final review
process in 2014, that the film contains scenes depicting classified information not authorized for
release to the public, as well as scenes depicting defendant Poitras committing acts of concealment,
providing material support as well as aiding Snowden, a known fugitive from justice, all in
violation of 18 U.S.C. § 2332b and resulting in further liability under 18 U.S.C. § 2332b(b)(2), as
co-conspirators and/or accessories after the fact.

82.  Nevins as executive producer of the film and as President of HBO is named herein
in her corporate capacity only. Upon information and belief Nevins is aware of or has participated
in the execution of contractual relationships with, among others, defendants Participant, Weinstein,
and Praxis to distribute the film to millions of cable subscribers. Plaintiff believes that after
additional discovery is completed, the contractual relationships and other evidence will show that
Nevins as agent of HBO knew, knows or is now upon inquiry notice as an executive producer for
the film as well as in either the editing or final review process in 2014, that the film contains scenes
depicting classified information not authorized for release to the public, as well as scenes depicting
defendant Poitras committing acts of concealment, providing material support as well as aiding
Snowden, a known fugitive from justice, all in violation of 18 U.S.C. § 2332b and resulting in
further liability under 18 U.S.C. § 2332b(b)(2), as a corporate co-conspirator and/or accessory
after the fact.

83. The Academy has been made aware of the lack of clear title to the purloined,
classified content contained in the film, issues of inapplicability of E&O insurance coverage
triggered by those title issues, among other things, and the fact that distributing or displaying parts
of the film during the Awards show further exacerbates the harm done under the ATA by releasing

to unauthorized viewers matter that is both government property and content that has not been
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cleared by the appropriate authorities. Exhibit 1. The Academy’s actions thus create increased
risk of substantial bodily harm under the ATA as an aider, abettor, or accessory after the fact.

84.  Plaintiff has been subjected to an increased risk of substantial risk of serious bodily
injury by the concerted actions of these defendants due to their violations as co-conspirators and/or
accessories after the fact. 18 U.S.C. § 2331.

85. Poitras and Praxis, upon information and belief are also subject to violations of
Kansas common law insurance fraud as well as violation of K.S.A. 40-2,118 by having presented
materially false information to procure insurance, knowing that the distribution of the film
referenced herein would be shown within the borders of Kansas, that such insurance if such
fraudulent representations were detected would result in a void policy, thus exposing plaintiff and
all other Kansans so situated to lack of coverage for Terrorism Risk Insurance in the event of a
terrorist attack perpetrated because of national security breaches occasioned by Poitras actions and
Praxis’s film.

COUNT 1V
(CONSTRUCTIVE TRUST FOR BREACH OF FIDUCIARY DUTY)

The plaintiff incorporates all preceding paragraphs by reference, as if fully set forth herein.

86. The aforementioned conduct constitutes unjust enrichment for the defendants that
warrants damages to compensate the harm to the intelligence infrastructure of United States
government and to deter future conduct by these defendants, as well as others similarly situated.
The plaintiff asserts a constructive trust is the appropriate remedy.

87. It was first recognized as the appropriate remedy by the Supreme Court in Snepp v.
United States, 444 U.S. 507 (1980). It is routinely sought and ordered in cases of breaches of CIA
secrecy agreements, such as the agreements likely signed by Snowden.

88. Such action is appropriate to end the profiteering of the defendants and deter future
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government employees from breaching their fiduciary duties to the American people when they
are entrusted with secret, confidential, or classified information as a condition of their hiring.’

89.  Plaintiff sues on behalf of the United States of America, in the nature of a private
attorney general, under theories of a derivative action, as well as a third party beneficiary of the
relevant agreement[s] defendant Snowden executed and other obligations he breached.

90.  In addition, plaintiff asserts a principal/agent relationship arose between Snowden
and Poitras, when the two of them joined forces to “craft an appropriate strategy” in dealing with
release of the classified documents, thus falling outside the purview of First Amendment
protections, like the ADL did in the case of Quigley v. Rosenthal, 327 F.3d 1044, 1065, 1066 (10
Cir. 2003).

91.  Violating his secrecy agreement, Snowden breached his fiduciary duties owed to
the plaintiff and the American people as a whole, who are the ultimate intended beneficiaries of
the secrecy agreements, loyalty agreements, and fiduciary duties arising therefrom by intelligence
officials, including defendant Snowden. The defendants have exposed plaintiff and others to harm
by aiding, abetting, co-conspiring and acting as accessories after the fact in that the instability
caused within the United States and abroad has jeopardized all Americans safety and security.

Plaintiff requests the imposition of a constructive trust upon the defendants.

3 See, e.g. Slip Op., United States of America v. Ishmael Jones, Civil No. 10-765 (Hon. Gerald
Bruce Lee, J.) (E.D. Va. June 15, 2011) (Motions Hearing; granting summary judgment to
United States Government and imposing constructive trust against intelligence official for
breaching secrecy agreement based upon Snepp precedent). A copy of this Motions Hearing is
attached as Exhibit 14.
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PRAYER FOR RELIEF

Plaintiff respectfully requests that the Court:

(a) Enter judgment, find and declare that defendants have violated 18 U.S.C. § 2331 et
seq., including but not limited to 18 U.S.C. § 2333, and award against the defendants, jointly and
severally, all remedies to which plaintiff is entitled to compensate for his injuries under such
provisions for violations thereof;

(b) Enter judgment on plaintiff’s behalf against defendants, jointly and severally, for
compensatory and punitive damages in the amount of up to $100 Billion Dollars, plus costs and
attorneys’ fees and request the trebling of damages and for such other relief as to the Court may
deem equitable;

(c) Declare the E&O and any other insurance for CITIZENFOUR is null and void ab
initio based on the facts asserted herein, and further hold that any such insurance was obtained
through fraud, in violation of Kansas common law, Kansas statute K.S.A. 40-2,118, and/or the law
of each and every state for which the coverage applies or would have applied and that the policy(s)
is or are void ab initio due to, among other things, material omissions or commissions,
misrepresentations and failures to provide material information in the application and under the
continuing obligations to inform the insurer(s) of material changes in circumstances; award
damages to plaintiff in an amount to be determined by the Court, including damages caused by the
loss of Terrorism Insurance.

(d) Declare that defendants’ actions violated both federal and state criminal laws,
including but not limited to 18 U.S.C. § 641 (theft of government property); 18 U.S.C. § 793(d)
(unauthorized communication of national defense information); 18 U.S.C. § 798(a)(3) (willful

communication of classified communications intelligence information to an unauthorized person);
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18 U.S.C. § 1030 (fraud and related computer activity in connection with computers); 18 U.S.C.§
2520(a)-(c) (interception and use of contents of communications); K.S.A. § 21-5421 (terrorism);
K.S.A. § 21-5302 (conspiracy); and K.S.A. § 21-5303 (criminal solicitation).

(e) Declare that Poitras violated 18 U.S.C. §§ 2339 and 2339A by harboring or
concealing a terrorist pursuant to 18 U.S.C. § 2339 and/or provided material support, resources
and/or a disguise as part of carrying out the concealment of an escape by Snowden in violation of
18 U.S.C. § 2339A and award damages to plaintiff for injury arising therefrom.

63} Declare that defendants Weyermann, Skoll, Participant, Weinstein, HBO, Nevins,
and the Academy are civilly liable to the plaintiff under the Antiterrorism Act of 1990, as amended,
for the plaintiff’s damages incurred by their actions as more fully set forth in Count III.

(2) Declare that defendant Snowden has breached his contracts, including any secrecy
agreement(s) regarding any information he agreed not to disclose, and also breached his fiduciary
obligations pursuant to those agreements and Executive Order 13526;

(h) Declare that CITIZENFOUR contains classified information unlawfully obtained
and used by Snowden and unlawfully acquired and used by defendants, which has not been
declassified and as to which neither Snowden nor other defendants had or have good title;

(1) Declare and order defendants to reedit and redact all classified information
contained in CITIZENFOUR and further order that the film not be exhibited in any version
containing classified information in any media, including but not limited to theaters, the internet,
broadcast television, cable television, satellite carriers, DVD, and video on demand, unless and
until defendants redact and reedit a version granted Court approval or the approval of any agency
of the United States with authority thereof, without any classified information contained therein.

() Declare and order defendant Academy to withhold any award for the film
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CITIZENFOUR in its present version which defendants have acknowledged and/or admitted
contains classified information and order that the film be ineligible for any Academy Award in
2015 due to, inter alia, underlying insurance fraud and the need to remove stolen, classified
information through reediting and redaction of the current version of the film.

(k) Grant to the plaintiff such other relief as the Court may deem just and proper,
including but not limited to, compensatory damages, punitive damages, treble damages to the
extent authorized by statute, injunctive relief, equitable relief, and all plaintiffs’ costs, expenses
and attorney’s fees herein.

Dated: February 14, 2015.

DESIGNATION OF TRIAL

Plaintiff hereby requests the trial in this case be conducted in Kansas City, Kansas. No

Jury Trial is requested.

/s/ Jean Lamfers

Lamfers & Associates, L.C.

Jean Lamfers # 12707

7003 Martindale

Shawnee, KS 66218

(913) 962-8200

jl@lamferslaw.com

Attorney for Plaintiff Horace B. Edwards
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LAMFERS & ASSOCIATES, L.C.

Attorneys at Law

Jean Lamfers» 7003 Martindale Road *Admitted in Missour & Kansas
Shawnee, Kansas 66218
E-Mail jl@lamferslaw.com

www.lamferslaw.com

December 12, 2014

913) 962-8200
Ms. Cheryl Boone Isaacs, President (413) o

Ms. Kate Amend

Mr. Rob Epstein ‘ Sent via Email ONLY c/o

Mr. Alex Gibney smiller@oscars.org
Documentary Branch Executive Committee Please Forward to Recipients
The Academy of Motion Picture Arts and Sciences

8949 Wilshire Boulevard

Beverly Hills, CA 90211

Re:  Additional Information for Consideration
Eligibility Determination Request, “Citizenfour” Documentary, 87% Academy Awards

Dear Ms. Isaacs, Ms. Amend, and Messrs. Epstein and Gibney:
In furtherance to my letter of December 9, 2014, |1 would like to provide additional information

for your consideration. The Academy might find it helpful to view some historical context, in the
public domain, relevant to the nontheatrical evolution of the film at the following URLs:

2012 httgs:[[web.archive.org/web/20120501000000*/http://www.praxisfilms.org/about/laura—poitras

2013 https://web.archive.org/web/20130415000000*/http://www.praxisfilms.or about/laura-poitras

2014 httgs:[[web.arch‘i\v/e.org/weblzo140401000000*/http://www.praxisﬁlms.org@bout/laura-poitras

Each URL takes you to a year and should show a snapshot of the web page and contents of the
Website. ‘

Thank you for your time and consideration of the eligibility determination request. | look
forward to the Academy’s response to me, in writing via email, by noon CST, Monday, December 15.

Sincerely,
s/Jean Lamfers
Jean Lamfers
-Lamfers & Associates, L.C.

JL/ms

Mail: P.O. Box 860548, Shawnee, KS 66286-0548
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. . RE: Eligibility Determination Request, "Citizenfour" Documentary, 87th Academy
Subject Awards

From g ot Miller

To 'Jean Lamfers'

Date 2014-12-22 08:59 PM

Dear Ms. Lamfers:

I am responding on behalf of the Academy to your correspondence regarding Citezenfour. We
appreciate your concern for the integrity of our awards process and for taking the time to provide
this information. However, the Academy has already determined that Citezenfour is an eligible
documentary, and this decision has not changed. The Academy is the final arbiter of its rules and
does not, and as a practical matter cannot, provide the review you requested. Nevertheless, I can
tell you that we do not consider the videos from The Guardian to be an earlier version or release
of Citezenfour. In fact, less than 2 minutes of such footage is used in the film.

Very truly yours,

Scott Miller

SCOTT MILLER

Assistant General Counsel nod Managing Director of Administeation
Acadeny of Motion Plcture Aris and Seiences
8949 Wilshire Bivd. - Beverly Hills, CA 90211

310.247 3730 - smilleridoscars.org
ot &

From: Jean Lamfers [mailto:jl@lamferstaw.com]

Sent: Tuesday, December 09, 2014 4:03 PM

To: Scott Miller

Subject: Eligibility Determination Request, "Citizenfour" Documentary, 87th Academy Awards
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Dear Mr. Miller,

In furtherance to our phone conversation of last week in which I requested
the names of the Documentary Branch Executive Committee Members and
you declined to provide them, as did Tom Oyer of your offices, I am directing
this email to your attention for further handling.

Therefore, I am sending the attached letter addressed to those 3 individuals
identified as Documentary Branch Members on the Board of Governors page
of the Oscars Website, as well as to Ms. Isaacs, Board of Governors
President. Should the named individuals not comprise the Documentary
Branch Executive Committee with authority to resolve eligibility questions
under the rules, I request you promptly forward their respective letters and
attachments to the appropriate individuals.

Thank you in advance for your assistance.

Regards, Jean Lamfers

Jean Lamfers

Lamfers & Associates, L.C.
7063 Martindale Rd.

Shawnee, KS 66218

{913) 962-8200
jl@lamferslaw.com
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~ LAMFERS & ASSOCIATES, L.C. |
, Attorneys at »Law o

~ Jean Lamferss E 7003 Martindale Road - L © . *Admitted in Missour & Kansss
» ‘Shawnee, Kansas 66218 :
“E-Mail ji@lamferslaw.com
, www.lamferslaw.com
December 9, 2014 . LT
 Ms. Cheryl Boone Isaacs, President (513) 9628200
Ms. Kate Amend ~ , , v ‘ . ' _
" Mr. Rob Epstein . o Sent via Fed Ex and Email -
Mr. Alex Gibney o , : e smiller@oscars.org )
Documentary Branch Executive Committee’ _ I
The Academy of Motion Picture Arts and Sciences
8949 Wilshire Boulevard -~ - .
Beverly. Hills, CA 90211
Re: Eligibility Determination Request, “Citizenfour” Documentary, ‘87“‘ Academy Awards
Dear Ms. Isaacs; Ms. Amend, and Messrs. Epstein and Gibney:

| write on behalf of a client who, after seeing the film “Citizeﬁfour, » has.requested | contact

the Academy and formally inquire whether the film, produced and directed by Laura Poitras/Praxis

Films, Inc., should be eligible for any Nomination by the Academy given the specific limitations set

forth in the Special Rules for the Documentary Awards, as well as under applicable law.
In reviewing the Rules at my‘clie_n"t’.s._':b"ehésftj,'vl hbteff.seyeral»._requirement‘s.'thagiaffect the film’s
eligibility for any NOmination‘for.an.Ac”_ade‘my Award at any time. ‘

v | refer to the-documentary _’réqmtémeht__m'}':_l_ndating'-"“[.f]ilms that, in any version, receivea
nontheatrical-;pu&lic,v.e)daibitionf_or_"di_str;ib_u_t-ion before their first qualifying theatrical release, will
not be eligible for Academy Awards consideration.”. Rule Eleven; ll., A., 9. (Emphasis in the

One key fact is Ms. Poitras.and Praxis Films, Inc. on June 6, 2013 released a “nontheatrical
pubtic exhibition” of a documentary film-about Mr. Snowden, which is a “version” (see below) of
“Citizenfour.” The June 6, 2013 film aired and received extensive public attention via The Guardian
newspaper website in conjunction with a-news article. See story attached. Subsequently, the film was
distributed and aired on “PBS News ‘Hour,” as well as broadcast, cable television, web and various
" internet media. The worldwide distribution of the film, in any version, through these media would
appear to trigger mandatory Academy ineligibility as “nontheatrical public exhibitions or distribution”
* under the definition contained in Rule Eleven, i;, A., 9. - , .

Additionally, the fact the June 6, 2013 film was at least 12 minutes and 33 seconds in length,
exceeds the Academy’s restriction limiting to:ten (10) minutes or ten percent of the running time of a
film, whichever is shorter, in any nontheatrical medium prior to the film’s theatrical release. 2 Five
~ DVDs of the June 6, 2013 film are enclosed for your ease of review and consideration of this 10-minute

restriction. S D R : ) -

' Based on the Academy’s website and its list of Board of Governor members, we believe these individuals
compose the Documentary Branch Executive Committee; however, if this assumption is incorrect, we request this
letter-and attachments be forwarded tothe proper;-indiﬁdtja;ls for their determination-per theRules. ~

* 2 The feature length is 114 minutes; therefore, the 10-minute restricﬁohfappli»eS.'

Mail: P.O. Box 860548, Shawnée, KS 66286.0548
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Ms. Cheryl Boone Isaacs

Ms. Kate Amend

Mr. Rob Epstein

Mr. Alex Gibney

December 9, 2014
.Page 2

‘Furthermore, Rule Eleven, 1ll., A., 7. provides “[o]nly individual documentary works are
eligible. This excludes from consideration: episodes extracted from a larger series, segments taken
from a single “composite” program, and alternate versions of ineligible works.” When examined under
this Rule and the applicable facts, the Executive Committee has a reasonable basis under the Rules to
conclude “Citizenfour” constitutes an alternate version of an ineligible work released non-theatrically
on June 6, 2013. The Rules do not provide for a cure by simply cutting or remixing the June 2013
footage within a longer version of a feature length film. Therefore, under the plain meaning of the
Rules, eligibility for an Academy Nomination for the film “Citizenfour” must be reviewed and
determined by the Executive Committee and if ineligible, the Nomination would not be valid.

In addition, the Documentary Branch Executive Committee should note that under Rule Eleven,
fll., A., 3., the June 6, 2013 film, at a run time of 12 minutes and 34 seconds, might have qualified in
2013 for the 86™ Academy Awards Documentary Short Subject, had it been otherwise eligible under the
theatrical release restrictions. However, the effect of Rule Eleven, lil., A., 3., whichsays “[t]he
picture must be submitted in the same Awards year in which it first qualifies,” may also have an
additional effect on 2014 eligibility. For the 87" Academy Awards, the eligibility period for
documentary features begins on January 1, 201 4, and ends on December 31, 2014. The nontheatrical
exhibition of a film in excess of ten minutes in length in June 2013, used as the basis for a Feature
length version, i.e., an “alternate version of an ineligible work,” therefore may raise an additional bar
to 2014 eligibility in the Documentary Feature category, given the evident purpose of the Rules, which
construed collectively, should exclude this exact situation.

For all the reasons set forth above, as well as any additional reasons under applicable statutory
and/or common law given the specific factual circumstances of both the 2013 and 2014 versions of the
film, | request, on behalf of my client and the American viewing public, a formal review of the film’s
eligibility by the Documentary Branch Executive Committee and the Board of Governors. | ask the
Academy to expedite this request for a review of eligibility under any Academy category and provide a
response to me, in writing via email, by noon CST, Monday, December 15.

Sincerely,

s/Jean Lamfers

Jean Lamfers

Lamfers & Associates, L.C.

JL/ms

Attachments: 5 DVDs Poitras/Snowden June 6, 2013
Guardian Newspaper Article June 6, 2013

cc: Scott Miller, Rules Department



12/6/2014 Case 2:14-E)zRRGden) d3nLebdionk? 8GIHNHE N&A&réxﬂaﬂ%l%&ﬂ!&ﬁm?ﬂggﬁdﬂ% 13

. guardian

Edward Snowden: the whistleblower behind
the NSA surveillance revelations

The 29-year-old source behind the biggest intelligence leak in the NSA's history explains his motives,
his uncertain future and why he never intended on hiding in the shadows

.Q&A with NSA whistleblower Edward Snowden: 'I do not expect to see home again’

Glenn Greenwald, Ewen MacAskill and Laura Poitras in Hong Kong
Tuesday 11 June 2013 0S.00 EDT

The individual responsible for one of the most significant leaks in US political history is
Edward Snowden, a 29-year-old former technical assistant for the CIA and current
employee of the defence contractor Booz Allen Hamilton. Snowden has been working at
the National Security Agency for the last four years as an employee of various outside
contractors, including Booz Allen and Dell.

The Guardian, after several days of interviews, is revealing his identity at his request. From
the moment he decided to disclose numerous top-secret documents to the public, he was
determined not to opt for the protection of anonymity. "I have no intention of hiding who I
am because I know I have done nothing wrong," he said. .
http:/imww.theg uardian.com/world/2013/jun/0%/edward-snowden-nsa-whistleblower-surweillance 1/6
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- Snowden will go down in history as one of America's most consequential whistleblowers,
alongside Daniel Ellsberg and Bradley Manning. He is responsible for handing over material
from one of the world's most secretive organisations - the NSA.

In a note accompanying the first set of documents he provided, he wrote: "I understand
that I will be made to suffer for my actions,"” but "I will be satisfied if the federation of
secret law, unequal pardon and irresistible executive powers that rule the world that I love
are revealed even for an instant.”

Despite his determination to be publicly unveiled, he repeatedly insisted that he wants to
avoid the media spotlight. "I don't want public attention because I don't want the story to
be about me. I want it to be about what the US government is doing."

He does not fear the consequences of going public, he said, only that doing so will distract
attention from the issues raised by his disclosures. "I know the media likes to personalise
political debates, and I know the government will demonise me."

Despite these fears, he remained hopeful his outing will not divert attention from the
substance of his disclosures. "I really want the focus to be on these documents and the
debate which I hope this will trigger among citizens around the globe about what kind of
world we want to live in." He added: "My sole motive is to inform the public as to that
which is done in their name and that which is done against them."

He has had "a very comfortable life" that included a salary of roughly $200,000, a
girlfriend with whom he shared a home in Hawaii, a stable career, and a family he loves.
"I'm willing to sacrifice all of that because I can't in good conscience allow the US
government to destroy privacy, internet freedom and basic liberties for people around the
world with this massive surveillance machine they're secretly building."

'Tam not afraid, because this is the choice I've made’

Three weeks ago, Snowden made final preparations that resulted in last week's series of
blockbuster news stories. At the NSA office in Hawaii where he was Workmg, he copied the
last set of documents he intended to disclose.

He then advised his NSA supervisor that he needed to be away from work for "a couple of
weeks" in order to receive treatment for epilepsy, a condition he learned he suffers from
after a series of seizures last year.

As he paéked his bags, he told his girlfriend that he had to be away for a few weeks, though
he said he was vague about the reason. "That is not an uncommon occurrence for someone
who has spent the last decade working in the intelligence world."

On May 20, he boarded a flight to Hong Kong, where he has remained ever since. He chose
the city because "they have a spirited commitment to free speech and the right of political
dissent", and because he believed that it was one of the few places in the world that both
could and would resist the dictates of the US government.

http://www.theg uardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveillance 2/6
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- In the three weeks since he arrived, he has been ensconced in a hotel room. "I've left the
room maybe a total of three times during my entire stay,” he said. It is a plush hotel and,
what with eating meals in his room too, he has run up big bills.

He is deeply worried about being spied on. He lines the door of his hotel room with pillows
to prevent eavesdropping. He puts a large red hood over his head and laptop when entering
his passwords to prevent any hidden cameras from detecting them.

Though that may sound like paranoia to some, Snowden has good reason for such fears. He
worked in the US intelligence world for almost a decade. He knows that the biggest and
most secretive surveillance organisation in America, the NSA, along with the most powerful
government on the planet, is looking for him.

Since the disclosures began to emerge, he has watched television and monitored the
internet, hearing all the threats and vows of prosecution emanating from Washington.

And he knows only too well the sophisticated technology available to them and how easy it
will be for them to find him. The NSA police and other law enforcement officers have twice
visited his home in Hawaii and already contacted his girlfriend, though he believes that
may have been prompted by his absence from work, and not because of suspicions of any
connection to the leaks.

"All my options are bad," he said. The US could begin extradition proceedings against him, a
potentially problematic, lengthy and unpredictable course for Washington. Or the Chinese
government might whisk him away for questioning, viewing him as a useful source of
information. Or he might end up being grabbed and bundled into a plane bound for US
territory.

"Yes, I could be rendered by the CIA. I could have people come after me. Or any of the
third-party partners. They work closely with a number of other nations. Or they could pay
off the Triads. Any of their agents or assets," he said.

"We have got a CIA station just up the road - the consulate here in Hong Kong - and I am
sure they are going to be busy for the next week. And that is a concern I will live with for
the rest of my life, however long that happens to be."

Having watched the Obama administration prosecute whistleblowers at a historically
unprecedented rate, he fully expects the US government to attempt to use all its weight to
punish him. "I am not afraid," he said calmly, "because this is the choice I've made."

He predicts the government will launch an investigation and "say I have broken the
Espionage Act and helped our enemies, but that can be used against anyone who points out
how massive and invasive the system has become".

The only time he became emotional during the many hours of interviews was when he
pondered the impact his choices would have on his family, many of whom work for the US
government. "The only thing I fear is the harmful effects on my family, who I won't be able

http://iwww.theg uardian.com/world/2013/jun/09/edward-snowden-nsa-whistieblower-surveillance 3/8
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- to help any more. That's what keeps me up at night," he said, his eyes welling up with
tears.

'You can't wait around for someone else to act’

Snowden did not always believe the US government posed a threat to his political values.
He was brought up originally in Elizabeth City, North Carolina. His family moved later to
Maryland, near the NSA headquarters in Fort Meade.

By his own admission, he was not a stellar student. In order to get the credits necessary to
obtain a high school diploma, he attended a community college in Maryland, studying
computing, but never completed the coursework. (He later obtained his GED.)

In 2003, he enlisted in the US army and began a training program to join the Special
Forces. Invoking the same principles that he now cites to justify his leaks, he said: "I
wanted to fight in the Iraq war because I felt like I had an obligation as a human being to
help free people from oppression”.

He recounted how his beliefs about the war's purpose were quickly dispelled. "Most of the
people training us seemed pumped up about killing Arabs, not helping anyone," he said.
After he broke both his legs in a training accident, he was discharged.

After that, he got his first job in an NSA facility, working as a security guard for one of the
agency's covert facilities at the University of Maryland. From there, he went to the CIA,
where he worked on IT security. His understanding of the intemet and his talent for
computer programming enabled him to rise fairly quickly for someone who lacked even a
high school diploma.

By 2007, the CIA stationed him with diplomatic cover in Geneva, Switzerland. His
responsibility for maintaining computer network security meant he had clearance to access
a wide array of classified documents.

That access, along with the almost three years he spent around CIA officers, led him to
begin seriously questioning the rightness of what he saw.

He described as formative an incident in which he claimed CIA operatives were attempting
to recruit a Swiss banker to obtain secret banking information. Snowden said they achieved
this by purposely getting the banker drunk and encouraging him to drive home in his car.
When the banker was arrested for drunk driving, the undercover agent seeking to befriend
him offered to help, and a bond was formed that led to successful recruitment.

"Much of what I saw in Geneva really disillusioned me about how my government
functions and what its impact is in the world," he says. "I realised that I was part of
something that was doing far more harm than good."

He said it was during his CIA stint in Geneva that he thought for the first time about
exposing government secrets. But, at the time, he chose not to for two reasons.

http:/Avww.theg uardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surweillance 4/6
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- First, he said: "Most of the secrets the CIA has are about people, not machines and systems,
so I didn't feel comfortable with disclosures that I thought could endanger anyone".
Secondly, the election of Barack Obama in 2008 gave him hope that there would be real
reforms, rendering disclosures unnecessary.

He left the CIA in 2009 in order to take his first job working for a private contractor that
assigned him to a functioning NSA facility, stationed on a military base in Japan. It was
then, he said, that he "watched as Obama advanced the very policies that I thought would
be reined in", and as a result, "I got hardened."

The primary lesson from this experience was that "you can't wait around for someone else
to act. I had been looking for leaders, but I realised that leadership is about being the first to
act.”

Over the next three years, he learned just how all-consuming the NSA's surveillance
activities were, claiming "they are intent on making every conversation and every form of
behaviour in the world known to them".

He described how he once viewed the internet as "the most important invention in all of
human history". As an adolescent, he spent days at a time "speaking to people with all sorts
of views that I would never have encountered on my own".

But he believed that the value of the internet, along with basic privacy, is being rapidly
destroyed by ubiquitous surveillance. "I don't see myself as a hero," he said, "because what
I'm doing is self-interested: I don't want to live in a world where there's no privacy and
therefore no room for intellectual exploration and creativity."

Once he reached the conclusion that the NSA's surveillance net would soon be irrevocable,
he said it was just a matter of time before he chose to act. "What they're doing” poses "an
existential threat to democracy”, he said.

A matter of principle

As strong as those beliefs are, there still remains the question: why did he do it? Giving up
his freedom and a privileged lifestyle? "There are more important things than money. If I

were motivated by money, I could have sold these documents to any number of countries
and gotten very rich."

For him, it is a matter of principle. "The government has granted itself power it is not
entitled to. There is no public oversight. The result is people like myself have the latitude to
go further than they are allowed to," he said.

His allegiance to intermnet freedom is reflected in the stickers on his laptop: "I support
Online Rights: Electronic Frontier Foundation," reads one. Another hails the online
organisation offering anonymity, the Tor Project.

Asked by reporters to establish his authenticity to ensure he is not some fantasist, he laid
bare, without hesitation, his personal details, from his social security number to his CIA ID

http://imww.theg uardian.comyworld/2013/jurn/09%edward-snowden-nsa-whistleblower-surweillance 5/6
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: and his expired diplomatic passport. There is no shiftiness. Ask him about anything in his
personal life and he will answer.

He is quiet, smart, easy-going and self-effacing. A master on computers, he seemed
happiest when talking about the technical side of surveillance, at a level of detail
comprehensible probably only to fellow communication specialists. But he showed intense
passion when talking about the value of privacy and how he felt it was being steadily
eroded by the behaviour of the intelligence services.

His manner was calm and relaxed but he has been understandably twitchy since he went
into hiding, waiting for the knock on the hotel door. A fire alarm goes off. "That has not
happened before," he said, betraying anxiety wondering if was real, a test or a CIA ploy to
get him out onto the street.

Strewn about the side of his bed are his suitcase, a plate with the remains of room-service
breakfast, and a copy of Angler, the biography of former vice-president Dick Cheney.

Ever since last week's news stories began to appear in the Guardian, Snowden has
vigilantly watched TV and read the internet to see the effects of his choices. He seemed
satisfied that the debate he longed to provoke was finally taking place.

He lay, propped up against pillows, watching CNN's Wolf Blitzer ask a discussion panel
about government intrusion if they had any idea who the leaker was. From 8,000 miles
away, the leaker looked on impassively, not even indulging in a wry smile.

Snowden said that he admires both Ellsberg and Manning, but argues that there is one
important distinction between himself and the army private, whose trial coincidentally
began the week Snowden's leaks began to make news.

"I carefully evaluated every single document I disclosed to ensure that each was
legitimately in the public interest," he said. "There are all sorts of documents that would
have made a big impact that I didn't turn over, because harming people isn't my goal.
Transparency is."

He purposely chose, he said, to give the documents to journalists whose judgment he
trusted about what should be public and what should remain concealed.

As for his future, he is vague. He hoped the publicity the leaks have generated will offer
him some protection, making it "harder for them to get dirty".

He views his best hope as the possibility of asylum, with Iceland - with its reputation of a
champion of internet freedom - at the top of his list. He knows that may prove a wish
unfulfilled.

But after the intense political controversy he has already created with just the first week's
haul of stories, "I feel satisfied that this was all worth it. I have no regrets."

http:/Aww.theg uardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surweillance 6/6
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We Now Know A Lot More About
Edward Snowden's Epic Heist —
And It's Troubling

MICHAEL B KELLEY
AUG. 17, 2014, 9:32 AM

ourtesy of Edward Snowden via Wired

Snowden with Former CIA and NSA chief General Michael Hayden at a gala in
2011.

Edward Snowden's in-depth interview with James Bamford of Wired offers details about his last
job as a contractor for the NSA in Honolulu, which raise disconcerting questions about the motives
of the former systems administrator.

While working at two consecutive jobs in Hawaii from March 2012 to May 2013, the 31-year-
old allegedly stole about 200,000 "tier 1 and 2" documents, which mostly detailed the NSA's
global surveillance apparatus and were given to American journalists Glenn Greenwald and
Laura Poitras in June 2013. The government believes Snowden also took up to 1.5 million
"tier 3" documents potentially detailing U.S. capabilities and NSA offensive cyber operations
the whereabouts of which are unknown.
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‘We now know more about the larger and more sensitive cache of classified documents.
Furthermore, a close reading of relevant reporting and of statements made by Snowden
suggests that much of what the rogue NSA employee intentionally took involved operational
information unrelated to civil liberties.

While the tier 3 material appears to have not been shared with American journalists, some of
it was shown to a Chinese newspaper. And 14 months later, given the uncertain fate of the

documents, it is not unreasonable to ask whether they could have fallen into the hands of an
adversarial foreign intelligence service.

'"The Time Had Come To Act'

Snowden had worked as an NSA contractor for Dell since 2009, and in March 2012 he began
working as a systems administrator for the NSA's information-sharing office at the Kunia
Regional Security Operations Center (known as "the Tunnel") on the main island of Oahu.
Over time, he became increasingly alarmed by what he viewed as serious U.S. governmental
violations of Americans' constitutional liberties, as well as general disregard for privacy
rights of foreign citizens. :

American officals told Reuters that Snowden began making illegal downloads about U.S. and
U.K. eavesdropping programs in April 2012. (The NSA later told Vanity Fair that the
downloading began in the summer of 2012.)

By early 2013, "Snowden believed he had no choice but to take his thumb drives and tell the
world what he knew," Bamford writes in Wired. "The only question was when."

Snowden says that moment came on March 13, 2013, when he read about Director of
National Intelligence James Clapper's appearance before a Senate committee, during which
he testified that intelligence officials did not "wittingly" collect data on Americans.

Clapper's statement and the subsequent lack of concern among his NSA colleagues at the
Tunnel "convinced him that the time had come to act,” Bamford writes.

Snowden quit Dell on March 15, according to reporting by Edward Jay Epstein of The Wall
Street Journal, and landed a job with Booz Allen as an infrastructure analyst at the National
Threat Operations Center in Honolulu.

So two days after Clapper's testimony, and three months after he began working with
Poitras, Snowden set his sights on what Bamford describes as "that last cache of secrets."

New Job, More Secrets

Snowden transferred to Booz Allen to gather information on "the NSA’s aggressive
cyberwarfare activity around the world," Bamford writes, adding that the talented technician
"became immersed in the highly secret world of planting malware into systems around the
world and stealing gigabytes of foreign secrets."
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That kind of hacking —
employing the most
sensitive of clandestine
NSA cyberspying
techniques — is carried out
by the NSA's Office of
Tailored Access Operations
(TAO). Current and former

intelligence officials told
investigative reporter
Matthew Aid that "TAO has
been enormously successful
over the past 12 years in
covertly inserting highly
sophisticated spyware into
the hard drives of over
80,000 computer systems
around the world, although
this number could be much
higher."

Snowden's new position gave
him deep access into the
NSA's emerging cyber-

espionage capabilities.

"Infrastructure analysts like

Mr. Snowden, in other words, are not just looking for electronic back doors into Chinese
computers or Iranian mobile networks to steal secrets,” Scott Shane and David Sanger of The
New York Times reported in June 2013. "They have a new double purpose: building a target
list in case American leaders in a future conflict want to wipe out the computers’ hard drives
or shut down the phone system."

Basically, Snowden gained the opportunity he sought.

"My position with Booz Allen Hamilton granted me access to lists of machines all over the
world the NSA hacked," he told the South China Morning Post (SCMP) on June 12, 2013.
"That is why I accepted that position about three months ago."

For example, Snowden told NYT in October he had "access to every target, every active operation"
mounted by the NSA against the Chinese. "Full lists of them."

Tier 1 and 2 vs. Tier 3
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Edward Jay Epstem of the Wall Street Journal traveled to Hong Kong and stayed in
the Mira Hotel, where Snowden stayed from June 1 to June 10 of 2013.

"He is a whistleblower in the case of some documents, and not a whistleblower in the case of
other documents," Epstein of WSJ said in a recent interview with Scott Johnson of
Powerline.

Epstein reported that Snowden's job with Dell in Hawaii "gave him access to the NSA Net,
from which he pilfered most of the documents he later gave to journalists, including the ones
about NSA domestic operations that have preoccupied the world's media."

These documents, which comprise tier 1 and tier 2 of the intelligence community's damage
assessment, "can be called whistleblowing, whistleblowing [documents] that say he's a man
of conscience and he revealed what he thought ... the public should know," Epstein explained
to Powerline. "But these constituted only a small portion because then he transferred to Booz
Allen on March 15, 2013."

Epstein wrote that Snowden went to Booz Allen to "get access to the crown jewels, the lists of
computers in four adversary nations — Russia, China, North Korea and Iran — that the
agency had penetrated."

These proverbial keys to the kingdom are considered the most sensitive of the potentially massive
cache of tier 3 documents that Snowden may have obtained but did not give to American
journalists.

Epstein also reported that some documents "were taken from at least 24 supersecret
compartments that stored them on computers, each of which required a password that a
perpetrator had to steal or borrow, or forge an encryption key to bypass."

Snowden denies scamming passwords, but former colleagues have admitted to inadvertently
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providing Snowden a password to access information he was not authorized to see.

Epstein told Powerline that the theft at Booz was "basically a work of espionage: Taking
documents that reveal sources and methods. He's never given these documents, with one

exception, to any journalist, and no one knows where these documents are.

"So in the case of his work [for Booz Allen] at the National Threat Operations Center, he is not in
my book under any theory a whistleblower," Epstein concluded. "At Dell, he could be a
whistleblower. These are two different jobs and two different phases."”

What Happened To The Tier 3 Documents?

After he flew to Hong Kong on May 20, Snowden gave an estimated 200,000 documents to
Greenwald and Poitras. Significantly, from what has been reported, that portion of the
information Snowden took does not seem to include "lists of machines all over the world the
NSA hacked."

Two days after leaving the Mira Hotel on June 10, however, Snowden provided documents
revealing "operational details of specific attacks on computers, including internet protocol
(IP) addresses, dates of attacks and whether a computer was still being monitored remotely"
to Lana Lam of SCMP.

"I did not release them earlier because I don't want to simply dump huge amounts of
documents without regard to their content,” Snowden told the Hong Kong paper in a June 12
interview. "I have to screen everything before releasing it to journalists."

Greenwald subsequently told the Daily Beast that he would not have "disclosed the specific
IP addresses in China and Hong Kong the NSA is hacking."

%ﬁiﬁﬁﬁkt
RRMEETEN

REUTERS/Bobby Yip
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A monitor broadcasts news on the charges against Snowden at a shopping mall in
Hong Kong June 22, 2013.

Though based in the "special administrative region" of Hong Kong, the South China Morning
Post operates under the jurisdiction of the Chinese government, particularly when it comes
to matters of national security.

Dr. Wolff Heintschel von Heinegg, one of the coauthors of NATO's Tallinn Manual on the
International Law Applicable to Cyber Warfare, told Business Insider in June 2013 that the
NSA cyberspying Snowden reportedly divulged to SCMP detailed "either espionage or some
other interference with the cyber infrastructure in another state.

"Let's be quite clear," Dr. von Heinegg added. "Intruding into another state's systems in
order to figure out what's in there — that's simply espionage, everybody's doing it."

Consequently, Snowden's decision to steal and share such details of the NSA's snooping on a
foreign government is not a simple matter of exposing illegality or relative wrongdoing, but
suggests something far more serious.

Q: There's a question being debated whether
Snowden is a hero or a traitor.

Binney: Certainly he performed a really great pubiic
service to begin with by exposing these programs
and making the government in-'a sense publicly
accountable for what they're doing. At least now they
are going to have some kind of open discussion like
that.

But now he is starting to talk about things like the
government hacking into China and ali this kind of

NSA whistle-blower William thing. He is going a little bit too far. | don't think he
Binney.{Phofo: H. Darr Beiser. USA
70DAY) had access to that program. But somebody talked to

him about it, and so he said, from what | have read,

anyway, he said that somebody, a reliable source,
told him that the U.S. government is hacking into all these countries. But that's not a
public service, and now he is going a little-beyond public service.

So-he is transitioning from whistle-blower to a traitor.
USA Today

William Binney answers a question in an USA Today interview published June 16,
2013.

NSA whistleblower William Binney — a hero of Snowden's — told USA Today that the SCMP leaks
marked a "[transition] from whistleblower to a traitor."

And it's unclear how much of the tier 3 material, if any, may have been shown to anyone else.
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In October James Risen of the Times reported that the former CIA technician said "he gave
all of the classified documents he had obtained to journalists he met in Hong Kong." (ACLU
lawyer and Snowden legal adviser Ben Wizner subsequently told Business Insider that the
report was inaccurate.)

In May 2014, Snowden then told NBC's Brian Williams in Moscow that he "destroyed" all
documents in his possession while in Hong Kong.

EXCLUSIVE

screenshot/NBC

So, as Epstein noted, no one knows what happened to the tier 3 information that Snowden,
"a genius among geniuses," managed to steal while immersed in NSA offensive cyber
operations at Booz Allen.

Interestingly, in the German newspaper Der Spiegel, Poitras and "American WikiLeaks
Hacker" Jacob Appelbaum reported detailed information about the NSA's elite TAO hackers
and published a catalog of tools, created by TAO's technical expert division (known as ANT),
used to hack into computers.

But the reports do not specify where the classified NSA documents came from.

Appelbaum, a close friend of Poitras, whom she brought in to vet Snowden, also presented
the ANT catalog in December 2013 at a computer conference in Germany. (In December
2012, Snowden threw a Crypto Party with Appelbaum's former colleague at the Tor project,
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Runa Sandvik.)

Stuck In Moscow

After outing himself on June 9, Snowden reached out to WikiLeaks for help finding asylum.
On June 15, the U.S. asked Hong Kong to provisionally arrest Snowden for the purposes of

extradition and subsequently revoked his passport on June 22.

On June 23, Beijing allowed Snowden to board a flight to Moscow using a "refugee document of
passage" obtained by WikiLeaks founder Julian Assange from the Ecuadorian consul in London.
But the document wasn't even signed — meaning that Snowden had no valid travel documents

when he landed on Russian soil.

The fact that Snowden ended up in Moscow was "no accident from the Russian point of
view," Epstein told Powerline, noting that Putin offered to consider Snowden's asylum
request on June 11. For Russia, an American systems administrator with granular knowledge
of offensive U.S. cyber operations would be an extraordinary prize.

Snowden on a boat trip with someone who likes like Wikileaks advisor Sarah
Harrison (L) in Moscow in September 2013.

For his part, Assange has stated multiple times that he advised Snowden to stay in Russia, as
opposed to attempting to obtain asylum in Venezuela and Ecuador.

"In Russia, he's safe, he's well-regarded, and that is not likely to change," the Australian publisher
told Janet Reitman of Rolling Stone. "That was my advice to Snowden, that he would be physically
safest in Russia."”

Epstein, citing a U.S. official he spoke with in Hong Kong, reported that "Snowden had been
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observed on CCTV cameras entering the skyscraper that housed the Russian consulate on three
occasions” in June.

It is not known when in June Snowden visited the Russian officials in Hong Kong, but the
circumstances may inform the fate of the tier 3 documents.

On June 12, Snowden told SCMP that he wanted to make more documents available to journalists
if he had "time to go through this information." If Snowden had access to the tier 3 cache when he
first met with the Russians in Hong Kong, it would explain their willingness to give him a safe
refuge and protect him.

A Whistleblower — And a Spy

While Snowden can legitimately claim to be a whistleblower based on the tier 1 and 2
material he gave to Poitras, Greenwald, and Barton Gellman of The Washington Post, the
larger cache of information about America's cyberintelligence capabilities and activities
around the world is another story.

Snowden's audacious theft of tier 3 documents, which included acquiring colleagues'
passwords that gave him access to secret files, could potentially put him in another category
altogether. Taking that information would in theory make him a renegade spy — and
possessing it would make him an especially welcome guest of the Kremlin.

"These secrets he took from [from Booz Allen] are of value to no one but Russia, China, and
maybe North Korea, because these secrets are basically the lists of computers in Russia,
China, and North Korea which [the U.S.] managed to compromise and tap into," Epstein
asserted to Powerline. "And not only that, ... it would take a very sophisticated
counterintelligence service to reverse engineer and to figure out where all of the pieces of the
puzzle fit together.

"So the strange thing about what he did at the National Threat [Operations] Center is what
he took is ... only of use to two countries. Have they made use of them? I don't know. But
they are of no use to journalists. If he supplied these to journalists, they would have nothing
to publish [besides lists of compromised computers]."

Fifteen months after his epic heist, we still don't know if Snowden was telling the truth when
he said he destroyed the tier 3 documents between June 12 (the SCMP leak) and June 23
(the flight to Moscow).

"The only thing that Russia and China certainly have in common is that they both want to
deny American primacy,” Epstein noted to Powerline. "Certainly if you can find a list of
everything in your country that has been tapped, whoever you are, even if you were the
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i s ife News
Snowden visited Moscow’s Bolshoi Theatre in early August, his first public

appearance since arriving in Russia last year.

Mafia, that list would be valuable to you."

As important as Snowden's exposure of illegal domestic spying undoubtedly has been,

questions about the tier 3 documents — why he sought them; whom he shared them with;
and where they are now — cast a dark shadow on his prominence as a hero.

* Copyright © 2014 Business Insider Inc. All rights reserved.
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As evidence mounts, It's getting harder to defend Edward Snowden - The Washington Fost 1/28/15, 3:33 PM

As evidence mounts, it’s
getting harder to defend
Edward Snowden

By Stewart Baker suzust 3, 2014

The evidence is mounting that Edward Snowden and his journalist allies have helped al
Qaeda improve their security against NSA surveillance. In May, Recorded Future, a
predietive-analyties web intelligence firm, published a persuasive timeline showing that
Snowden’s revelations about NSA’s capahilities were followed quickly by a burst of new,
robust encryption tools from al-Qaeda and its affiliates:

This is hardly a surprise for those who live in the real world. But it was an affront to
Snowden’s defenders, who've long insisted that journalists handled the NSA leaks so

responsibly that no one can identify any damage that they have caused.

In damage control mode, Snéwden*s defenders ﬁi'st responded to the Recorded Future
analysis by pooh-poohing the terrorists’ pﬁsh for new encryption tools. Bruce

Schneier declared that the change might actually hurt al Qaeda: “T think this will help
U‘S.inteﬁigence efforts. Cryptography is hard, and the odds that a home-brew encryption

product is better than a well-studied open-source tool is slight.”

Schneier is usually smarter than this. In fact, the product al Qaeda had been

hit: /‘/www,wash;ngtonpcs:.caminews{volokh-coﬂspiracy/wplze14;08/()3 fas~evid Page1of 4
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As evidence motings, it's gétting harder to defend Edward Snowden - The Washingtar Post 1728715, 3:33 PM

recommending until the leaks, Mujahidin Secrets, probably did qualify as “home-brew
encryption.” Indeed, Bruce Schneier dissed Mujahidin Secrets in 2008 on precisely that

ground, saying “No one has explained why a terrorist would use this instead of PGP.”

Butasa second Recorded Future post showed, the products that replaced Mujahidin
Secrets rehed heavily on open-«source and proven encryption software. Indeed, one of

them uses Schneier’s own, well-tested encryption algorithm, Twofish.

Faced with facts that contradicted his original defense of Snowden, Schneier was quick
to offer a new reason why Snowden's leaks and al Qaeda’s response to them still

wouldn’t make any difference:

Whatever the reason, Schneier says, al-Qaida’s new encryption program
won’t necessanly keep communications secret, and the only way to ensure
that nothing gets picked up is to not send anything electronically. Osama
bin Laden understood that. That’s why he ended up resorting to couriers.
Upgrading encryption software might mask communications for al-Qaida
temporarily, but probably not for long, Schneier said....”It is relatively easy
to find vulnerabilities in software,” he added. “This is why cybercriminals
do so well stealing our credit cards. And it is also going to be why
intelligence agencies are going to be able to break whatever software these

al-Qaida operatives are using.”

So, if you were starting to think that Snowden and his band of journalist allies might
actually be helping the terrorists, there’s no need to worry, according to Schneier,
because all encryption software is so bad that NSA will still be able to break the

terrorists’ communications and protect us. Oddly, though, that’s not what he says when

http://ww.washmgtonpost.comjnem/votokb-conspiracy;wp/2014/68/03 {as-evidence~-mounts-is-getting-harder-to~defend-edward-snowden / Page 2 of 4
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As evidence mounts, it's getting harder to defend Edward Snowden - The Washington Post 1/28/15, 3:33 PM

he isn’t on the front lines with the Snowden Defense Corps. In a 2013 Guardian
article entitled “NSA surveillance: A guide to staying secure,” for example, he offers very

different advice, quoting Snowden:

“Encryption works. Properly implemented strong crypto systems are one

of the few things that you can rely on.”

Scheier acknowledges that hacking of communication endpoints can defeat even good

encryption, but he’s got an answer for that, too:

Try to use public-domain encryption that has to be compatible with other
implementaﬁons. ...Since I started working with Snowden’s documents, 1
have been using GPG, Silent Circle, Tails, OTR, TrueCrypt, BleachBit, and
a few other things I'm not going to write about.... The NSA has turned the
fabric of the internet into a vast surveillance platform, but they are not
magical. They’re limited by the same economic realities as the rest of us,
and our best defense is to make surveillance of us as expensive as possible.
Trust the math. Encryption is your friend. Use it well, and do your best to
ensure that nothing can compromise it. That’s how you can remain secure
even in the face of the NSA. |

It sounds as though al Qaeda took Bruce Schneier’s advice to heart, thanks to leaks from
Edward Snowden — even if Schneier is still doing everything he can to avoid admitting
it.

UPDATE: The description of Recorded Future was changed at the request of the
company, which said, “While this may seem like splitting hairs, in the world of data

analysis software “predictive analytics” has specific technical meaning which implies
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something different. We use the term web intelligence to reduce this confusion.”
Get the newsletter

Sign up for daily updates from
the Volokh Conspiracy.
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Since 2007, A-Oaeda’s use of encryption technology has been based on the Mujahideen
Secrets platform which has developed to include support for:mobile, instant messaging, and
Macs, '

Following the June 2013 Edward Snowden leaks we obssrve an increased pace of innovation,
spucifically new competing jihadist platforms and three {3) major new encryption tools friom
three (3) different organizations — GIMF, Al-Fajr Technical Cormmittes, and 1S1S ~ within a three
to five-month time frame of the Jsaks.

Al-Qaeda (AQ) has been using encryption technology
{http://www.memri.org/report/en/0/0/0/0/0/0/7950.htm) In various forms for a long time. The original
Mujahideen Secrets is ihe most commen otie, bul recently we've seen mutliple new em:rymisn products
as weil as adaptations to new ptattorms like mobile, instant. messaging, and Mac.

The nature of these new crypto products indicates strategy to averlay stronger and breaderencryption
on Western {mainly US) consumer communication services. We do-not find evidence 'of abandonment of
US-based consumer communication services. Likely risks are still greater to hide outside the consumer
crowd, and non-US-based services may be exposed to sven sironger lawiul intercept.

In this analysis using web intelligence (i.e. OSINT (hitps://www.recordediuture.com/apen-source~
intelligence/)), we will explore AQ use of encryption and platforms — as well as explore product
developmients following former NSA contractor Edward Snowden’s disclosures.

Timeline of AQ Crypto Developments 2007 to Now
The Recorded Future timeline below lays out key developments fram 2007 .umlf now.

« The original Mujahideen Secrels ‘(Asrar’aPMu;ahideen) encryption software faunched in 2007,
primarily for use with email. Asrar has had multiple re!_easés over time and is distidbuted by the
Global lsfamic Media Front.

o ‘Asrar al-Dardashah, released by GIMF in February 2013, which is an ‘encryption p!ug!n for instant
messaging based on the Pidgin platform ~ which connects to major US-based plattorms.

» Tashfeer al-Jawwalis a moblle encryption program -again Trom GIMF, released in September- 2013
tased on Symbnan and Android

s Asrar aHShurabaa is vet another alternative encryptuon program, however importantly, released in
November 2013 by islamic State Of lrag And Al-Sham (1318}, which coincides with 1815 breaking oft
from main AQ after a powsr struggle:

» Amn at-Mujahid i an atternative encryption program released in December 2013, In this case from
Ai-Fajr Technical Commitiee (FTC) Which is also a mainstream AQ-outfit,

Below: The bive line in the middie of 2013 shiows the approximate cul-off pre-/posk-Snowden
disclosures.
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{https:/fwww.recordedfuture.com/assets/al-qaeda-encryption-developments-timeline.png)

CLICK IMAGE FOR LARBER VIEW
Impact of Edward Snowden Disclosures

Let’s-go back to: the quesﬁoa ol impast regarding the Edward Snowden disclgsures, Did his:massive
release of secret documents :ead foa change in commun&caﬁon behawor ot termrists, ang maybe
others?

g g

(https:/fwww.recordedfuture.com/assets/snowden-disclosure-impact-timsline.png)

CLICK IMAGE FOR LARGER VIEW

This analysis is only looking-at.a very small sliver of this, but the timeline above tells a compeliing story
showing Row tour to five months after the Snowden disclosures both mainsiream AQ, as well as the
break-off group ISIS, launches thre__e ngw encryption tools.

For additional analysis on this subject, be sure to read the research
(http:f/www.memﬁ.org!repp,rt/'enfeli}/(}/s/ﬂ!ol?%{}.htm) completed by the Middie East Media Research
{nstitule {MEMRI).

“We recently refeased Part 2-(https://www.recordedfuturg.com/al-gaeda-enctyption-technology-part2/)
of this analysis. You can find it here (hitps.//www.recordediuture.com/al-qasda-encryption-technology-

park-2/).
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The main AQ media house — GIMF and Al-Fajr are not using home-brew crypto-algorithims, as
validated through a combination of open source and reverse enginsering techniquas.

There are rumers of AQ-software being infested with backdoors. Our analysis of Mujahideen
Secrats (Asrar al-Mulahideen) in-open source and through ReversingLabs repgsitory identifies
signats of malware that peaked 18 months a0, Whereas this may have been.a sign of real
malwarg/backdoors, it is iikely a result of either sudden peak of AV submissions, reputational
signaling, or scho etfects among anti-virus vendors,

Gombining evenis:and intentions from open source with-sofiware reverse gnginesting
techinigues, as-demonstrated with Reversinglabs, is a powerful combination.

introduction

in May 2014 we published research on how Al-Qazeda had changed their use of encryption
(https://www.recordedfuture.com/al-qaeda-encryption-techinology-part-1/) after the Snowden leaks. This
piece generaled tremendous interest in publications ike The Walf Street Journal
(http:flhlogs.wsj‘com/ciolwil/05/09fre90rt-al"qaeda-trias—new~em:ryption-post—snowden—!eaksf), The
Telegraph {Rttp /fwisw; telagraph.co.uk/news/uknews/delence/ 10833862/ Our-enemies-are-sironger
becausg-of-Edward-Snowdens-treacherous-betrayal htmi), Politico '
{mlp://wwwpoliﬁco.com/magazk?e/story/20!4/05/snowdeﬂ—is~the-kind-of-gqy~i~ased-io»recruitimruss’ia-
106648.htmi#. U84uXatd V-w), Ars Techniva (hitp://arstechnica.com/security/2014/05/ al-gasdas-new-
homebrevwcrypto-apps-may-make-us-intel-gathering-easiers), Threatpost (htlp://threatpost.com/teror
graaps~cholce~ofvhomegmWn-cryp:‘o~Iikely~aids~us-mfelligence)f and commentary from noted experts like
Bruce Schnaier (hitps://wiww.schnslercom/blog/archives/2014/05/new al_gaeda_en_Lhimi).
Additionally, our friend @th3i35t3r [hiips://twittercom/th3]3513r) wrole a great encapsulation piece
{htip://jesterscourt.cc/2014/05/1 (/the-showden-sifect-in-real-terms/) that added a bit of color Also,
we'd fike to upiront acknowledge and correct our fallure to reference the excellent work by MEMRI

© {http/iwerw.emil.org/) on this subject,

The prior research focused on a single point: Following the June 2013 Edward Snowden lsaks we
observe an increased pace nf innovation, specifically new competing jihadist platforms and three malor
new gnoryption tools r_rém three (3) difterent organizations - GIMF, Al-Fair Technical Commitiee, and
IS1§ - within & three to five-montly ime frame of the leaks.

We did not investigate the technical aspects of these software packages and we stoped our analysis to
open sourges avallable in Recorded Fulure. This time we turned o ouf iriends at Reversinglabs
{http:fiwww.reversinglabs.com/) to provide additional context,

New Product Releases Since Our Post

Al-Fair, one of Al-Qaeda’s media afms, released a new Android
gncryption application early June 2014 on thelr website

- (nttp://alfajriagninets), relerring o how it follows the “latest
technological advancements” and provides “4096 bif public key”
encrypilon. '
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GIMF, another media arm of Al-Qaeda, also taunched a new version
gf.their Android software since our last post, Interestingly, between’
" these two new product releases this continues the bet on mobile
-and Android as the preferred platform for these groups. The large
* availability and affordabitity of Android phones, especially in
underdeveloped countries, Is:probably the reason for this,

This provides us with the following vpdated timeline of Al-Qaeda encryption product releases since
2007,
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GLIGK IMAGE FUR LARGER VIEW

Let’s go back to our question from the prior blog entry; Did the Snowden leak fead to a change in
commynication behavior of terrorisis? We can now also update our visual from before,
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Between (a) these new product releases and (b) GIMF's own statement on the Tashfeer al-dawwal
downlpad page:

Take your pracaz)tionrs;;e'spec!a!{y inthe midst of the rapidly developing news
about the cooperation of global companies with the International intetigence
agencies, in the detection of data exchanged:over smartphones.

it's pretty clear our earlier-point that we're observing increased pace of ihnovat’:an in encryption
technology by Al-Gaeda post Snowden (https://www.recordedfulure.com/al-gagda-encryption-
technology-part-1/) stands true. And this innovation is based on best practice, off the shelf, algorithms.

Analysis

As we dive further into changing nature ot Al-Qaeda encryption software there are three questions we'l
ask: .

1. -As Al-Qaeda has iaynchgd new software products and moduiss, are thay using new trypte
algorithms invented by. themselves (“home-brew"} or adopting new algorithms avaifable in the
public? ‘

2. These products have-been rumored to be Infacted with malware/backdoors of various sors —
inserted by governments and/ar Al-Qaeda. Can we observe that? ’

3. Are these products used in the wild? An interesting proxy tor this, tied to the prior point, is
whether they are uploaded to malware detection engines, and we'll analyze that. '

In pairing up with our friends at ReversingLabs, our main objective was to combine Recorded Future’s
ppen source analytic data with Reversinglabs repository of malware samples (the world's &arge_st),

First, let’s review the preducts in question.

Summary Table of Products and Methods

Wuabinasn - Encrymtion $F -+ Windows with ) Public/Piivas Kep.
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Mojahidevu} v {AQ maio) wxchange for Mac poting . i .
Encryption of Messaging Hased on :
GIME Pidgin platiaim, 4 " N
Asear ai-Dardoshah | fotmuary 6, 2013 | 0ol m message | LB B (;::::)gfo:}c gmamxm . | P phigia
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GIE Encryption of SMS Twolish, usit S5L . | AndraigsSpmbian
(Hable Encypion. | Septarter 42013 | GLy i AndroldfSymbian | SMS o . s
i Hlatton A syerial o
Astar e Shurabas | November 22, 2063 }i‘; » i P taat Wabalte, ior T m;‘m Just :mW‘ Wabsits
Kints sbuiahid - | Ducariber 10, 206 mﬁm, Toxt wocryption. | Windows 08 mﬁ&s It s ranhish Windovis tpg
Auiy Mo AlFair Torhnical
(Hobiiey dung 7, 2014 Committee (FYC) | | TERU enaypion Androig M5 AES Twodfish Andrpid am

{hitps://www. recardedfuture.com/assets/encryption-methods-table.png)

CLICK IMAGE FOR LARGER VIFW
Tracking Technical Fingerprints

For analysis of the toolsets we'll start with hashes and oiher indicators.
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SLICK IMAGE FOR LARGER VIFW
Use of Off-the-Shelf vs. Home-Brew Crypto

The first question we want to explore Is whether these new produsts are using oft-the-sheif crypte or
home-brew encryplion — as home-brew carries. significant risks-as outlined by Bruce Schneler
{https://www.schingier.com/essays/archives/1888/01/security, pitfalls_in.itmi),

Tashfeer al-Jawwal

Tashieer al-Jawwal is GIMFs mobhile encryption software, released three months after the Snawden
feaks.

GIMF themselves state (http:(lgsmtmedia.com/tecn/en/dowmoad~mobi}e:ensr‘ypt§qnﬂ#§ the Twofish
(http.//en.wikipedia.org/wiki/Twofish) algorithm (developed by Bruce Schnejer and colleagues) is used in
Tashieer at-Jawwal.

The program uses the cryptographic algorithm Twofish with cipher block chalning which has the samel
strength as the algerithm for the Advanced Encryption Standard (AES). It uses elliptic curve
encryption-in sxchanging keys with the keys encoded to 192-bit length. it was necessary to use
afliptic-curve encryption instead of the base encryption RSA because it-is very long, and’it's not
pessible to store itin SM$S nor use it with the Bouncy Gastie Tibraries which use algrorithms and
methods of encryption with tested eapabﬂét:es proven to be effective. This fibrary does germit
developers to change the random aigorithms to protect agalnst any misuse or abuse.
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This is-consistent with the move away from (possibly government influenced) BIST
{hitp://wwrwnist.gov/) standard algorithms to Twofish also done simultaneously by Silent Circle
(http://threatm}st.com-!silent'wci:ci'e-‘mbving-away»from-m'st-ciphers-inewake«nrmsa—re\ie%ati‘ons/1_02452).

In analyzing the code in Tashieer aldawwal {done with ReversingLabs) we find three interesting points.

1. The 'backage comss loaded with a whole serles of encryption
algorithms, including Twolish (consistent with GIMF statement):
AES, Blowﬁsh, DES, DESede, 'GOST28147, IDEA, ISAAL, Noekeon,
RG2, RC4, RG532, RE564, RE6, Rijndael, SKIPJACK, Serpent, TEA,
Twafish, COM, EAX, GCM,

AR v

(https://www,recordedfuture.ce
m/assets/t-encryption-
algorithms.png)

2. There 1§ heavy reliasce o5 off-the-shalf crypto: BouncyCastles
{https://www bouncycastie, org/) and CryptoSMS
(http:/fwww.cryptosms.cam/),

{(https:/iwww.recordediutyre.co
m/assets/r-bouncycastie-
encryption.png)

- 'They use explisit message headers for LIypio messages ~
- consistent with Mujahideen Secrels — probably as a way to seem
tegitimate,

Lsad

{nttps:/fwww.recordediuture.co
m/assets/encryption-message-
hieaders.png)

Amn al-Mujahid Tor Mobile

According to Al-Falr themselves, "The Amn z-Mujahid program s characterized by a strong encryption,
and it is the best aid for the brothers since it follows the techinological advancements [in the field].”
{Transtation from MEMRI (httg:i!sﬂab.memri.nrg/}anmro}ects‘/monitoﬂ‘ngﬁimaai-andahacktiviSt—activ&ty/af~
{aif-technicatvcommittee-releases»anﬁmiwapp%or-secure-communicatfon-anﬂoum‘:es-newéwabsitel}.)

Again, fike GIMF, Al-Fajr refers to using/tollowing technblogical advancements = not invienﬁn‘g their own.
From the documentation of the non-mobile Amn al-Mujahid we see the use of Twefish and also AES:

Select the encryption algorithm (AES or Twaofish), which is focated at the bottom of the program
window.

And in the-manual for /Amn al-Mujahid for mobile, the one clue about encryption type is the below~
referdng to an R8A Key, not a homefbr&w crypto approach.
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There are alsg refe_rences to compaiihﬁ!ty i kavs and functionality
betwsen'the mobile and desktop versions:

The teatures of the Amin al-Mulahid-for the mobile phone mateh
their equivalents In-the desktop versldn, nence the user can now
copy. the keys that are in the Amn al-Mujahid desktop version
and add them to Amn a-Mujahid for the mobile phone and vice
versa,

Asrar Al-Ghurabaa

ISIS* Asrar Al-Ghurabaa is the one product that comies with stalements.about proprietary algorithms,
but since this product is seemingly not avallable anymore it's hard fo conclude whether they really are
using a proprietary algorithm,

Assessment

Our assessment is that between the statements from thess groups, and the reverse engineering of the
settware packages, they're not using home-brew encryption,

Finally, there are {of course). subtleties relating to this statement, A software mogrém can use the most
standard, secure, publicly vetted crypto algorithms and libraries, and still trip up on the handiing of keys
and transfer of information {e.g. the cliphioard and the program in itself).

Infection of Al4Q'éeda Software With Malware

o The second question we'll dive into Is whether these products are
— infected with malware of backdoors. There certainly has been such
speculation and rumors < both in the security community as well ag
among the Jihadist themselves. Such malware ot backdoors could
be provided by governments obviously but perhaps also other
organizations,

{https://www.recordedivture.co
m/assets/ri<agm-
snerypiion.png)

Can we observe thig? We will use Mujahideen Secrels {Astar ai-Mujahidesn) as our basis {br analysis
tiere glven that it's the lengest standing product.

Exploring the timeline of the technical indicators for Mulahideen Secrsis as well as the syrrounding
avents we can phserve ifs faunch, warnings in /nspire magazine aboul knock-offs by governments, the
refresh (pushed on GIMF.RSS feed) at time of launch for Asrar Al-Dardashah, as well as-subnyisslons to
VirugTotal of Asrar a-Mujabidesn - all the way 1o recent revelation of Morten Storm nsing Asrar to
reach Anwar al-Awlaki (http:/ /www.dailymail.co.uk/news/article-2665385/How-Hhelped-ki-Al-aedas-
termrist»mastermtnd~7ﬁe»target—The~wodds-wanted-man~'i‘ixe~dangers»tmmense»This-nerve~shreéding~
story-Mi5-spy-posing-{eliow-fanatic.htmf).
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GLICK IMAGE FOR LARGER VIEW

Observing the RSS feed at Gli\ﬁ? we-can see how Asrar ai-Mujahideen was republished within minutes of
the release of Asrar al-Oardashah - which probatly fs a good Indication of sharing ressurces,
methodologles, perhaps even code based betwsen the two.

Powsload Asrar si-Dardashah

Decersber 2102012 21 1249 AR
A plugin for encrypted chiat for the Pidgin instant messaging progeam.

Download Asrar al-Mulahidsen
Ouvember 21, 2012 M 1239 A% :

“ha first fslamic program for secure communication through the web.

One interssting point we observe for Asrar_2.exe is how it's béen'sabmittsd to Virus Total in.2612-2014.
In particular in the timeline below we can shserve how its aliribution as malicious has recently tallen
over time from 2013 1o 2014,
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We asked our friends at Reversinglabs, who have the world’s iargest repos;tory of malware, fo plot the
-detection of the file as malicious and interestingly it rises from garly 2011, peaks in early 2013 and then
falls untit-now.-By the time of this publication we observe three AVs detetting and 1% detection rate:

Cbviously Mujatideen Secrets (MS)is not malwars in the traditionat sense, However, suddenly.it gets
marked as malwarg ~ and th;s is across a broad setf of vendors ~ by leading Amerigan, Chinese, and
Russian security companies, as well as smalfer vendors. There can be multiple reasons for this,

» Suddenly the usage of this package goes up ~ which.feads to it more commonly being suhmitied
to the anti-virug {AV) vendors — and since it is new/unusual to them'it fires oft warniag signals.
After a while the AV vendors realize it Is not malware and remove warnings. The sudden ingreass
in general usage Is a compelling hypothesis as this would be a good data polnt-tor usage'in the
wild. The deseription of Asrar in faspire was originally done In thair summer issue of 2010

(https:!/wwv&;recordedfutu%e.com/assets/msmre-asrar»instructions.}ag}

» An organization Influences one or multiple AV vendors to mark MS as malicious 16 make it fess
attractive for Jihadist 1o use. They may aven just influence one AV vendor as AV vendors tend to
copy each piters’ assessments. After a while they refuse to do this. Perhaps a good conspirécy .
theory, but {or the same govemment ageney 1o pull this off batween Russian, Chinese, and
Amerlcan vendors, and then only for a short while, seems a bit farfetchad,
» An individual tries to influence AV venders and has some temp&rary suceess. We can see
discussions-fike that on VirusTotal
{https‘f/www.vlrustota!.comien/me/157386ZZasaeacﬂchcf559de72d368f813b2525&d2f64733338e3168b13?e/anaiysisi),

[ § Borsenmon
{https://www.recordedivlure.com/assets/virustotal-discussion-example.prg)

« Since AV vendors move in hards a random pick up by one AV vendor could lead 1o a ripple eftect
across vendors, that then eventually goes away as samples actually get investigated.

» Finally, of course, there could be or have Been earlier backdoors or malware in Asrar that continue
to exist or-have existed earlier, causing these warnings fo pérsist,
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Federal Register
Vol. 75, No. 2

Tuesday, January 5, 2010

Presidential Documents

Title 3—

The President

Executive Order 13526 of December 29, 2009

Classified National Security Information

This order prescribes a uniform system for classifying, safeguarding, and
declassifying national security information, including information relating
to defense against transnational terrorism. Our democratic principles require
that the American people be informed of the activities of their Government.
Also, our Nation’s progress depends on the free flow of information both
within the Government and to the American people. Nevertheless, throughout
our history, the national defense has required that certain information be
maintained in confidence in order to protect our citizens, our democratic
institutions, our homeland security, and our interactions with foreign nations.
Protecting information critical to our Nation’s security and demonstrating
our commitment to open Government through accurate and accountable
application of classification standards and routine, secure, and effective
declassification are equally important priorities.

NOW, THEREFORE, I, BARACK OBAMA, by the authority vested in me
as President by the Constitution and the laws of the United States of America,
it is hereby ordered as follows:

PART 1—ORIGINAL CLASSIFICATION

Section 1.1. Classification Standards. (a) Information may be originally classi-
fied under the terms of this order only if all of the following conditions
are met:

(1) an original classification authority is classifying the information;

(2) the information is owned by, produced by or for, or is under the
control of the United States Government;

(3) the information falls within one or more of the categories of information
listed in section 1.4 of this order; and

(4) the original classification authority determines that the unauthorized

disclosure of the information reasonably could be expected to result in

damage to the national security, which includes defense against

transnational terrorism, and the original classification authority is able

to identify or describe the damage.

(b) If there is significant doubt about the need to classify information,
it shall not be classified. This provision does not:

(1) amplify or modify the substantive criteria or procedures for classifica-

tion; or '

(2) create any substantive or procedural rights subject to judicial review.

(c) Classified information shall not be declassified automatically as a result
of any unauthorized disclosure of identical or similar information.

(d) The unauthorized disclosure of foreign government information is pre-
sumed to cause damage to the national security.
Sec. 1.2. Classification Levels. (a) Information may be classified at one of
the following three levels:
(1) “Top Secret” shall be applied to information, the unauthorized disclo-
sure of which reasonably could be expected to cause exceptionally grave
damage to the national security that the original classification authority
is able to identify or describe.

(2) “Secret” shall be applied to information, the unauthorized disclosure
of which reasonably could be expected to cause serious damage to the
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national security that the original classification authority is able to identify
or describe.

(3) “Confidential” shall be applied to information, the unauthorized disclo-

sure of which reasonably could be expected to cause damage to the national

security that the original classification authority is able to identify or

describe.

(b) Except as otherwise provided by statute, no other terms shall be
used to identify United States classified information.

(c) If there is significant doubt about the appropriate level of classification,
it shall be classified at the lower level.
Sec. 1.3. Classification Authority. (a) The authority to classify information
originally may be exercised only by:

(1) the President and the Vice President;

(2) agency heads and officials designated by the President; and

(3) United States Government officials delegated this authority pursuant

to paragraph (c] of this section.

{b) Officials authorized to classify information at a specified level are
also authorized to classify information at a lower level.

{c) Delegation of original classification authority.

(1) Delegations of original classification authority shall be limited to the
minimum required to administer this order. Agency heads are responsible
for ensuring that designated subordinate officials have a demonstrable
and continuing need to exercise this authority.

(2) “Top Secret” original classification authority may be delegated only
by the President, the Vice President, or an agency head or official des-
ignated pursuant to paragraph (a)(2) of this section.

(3) “Secret” or “Confidential” original classification authority may be
delegated only by the President, the Vice President, an agency head or
official designated pursuant to paragraph (a)(2) of this section, or the
senior agency official designated under section 5.4(d) of this order, pro-
vided that official has been delegated “Top Secret” original classification
authority by the agency head.

(4) Each delegation of original classification authority shall be in writing
and the authority shall not be redelegated except as provided in this
order. Each delegation shall identify the official by name or position.

(5) Delegations of original classification authority shall be reported or
made available by name or position to the Director of the Information
Security Oversight Office.

{d) All original classification authorities must receive training in proper
classification (including the avoidance of over-classification) and declassifica-
tion as provided in this order and its implementing directives at least
once a calendar year. Such training must include instruction on the proper
safeguarding of classified information and on the sanctions in section 5.5
of this order that may be brought against an individual who fails to classify
information properly or protect classified information from unauthorized
disclosure. Original classification authorities who do not receive such manda-
tory training at least once within a calendar year shall have their classification
authority suspended by the agency head or the senior agency official des-
ignated under section 5.4(d) of this order until such training has taken
place. A waiver may be granted by the agency head, the deputy agency
head, or the semior agency official if an individual is unable to receive
such training due to unavoidable circumstances. Whenever a waiver is grant-
ed, the individual shall receive such training as soon as practicable.

(e) Exceptional cases. When an employee, government contractor, licensee,
certificate holder, or grantee of an agency who does not have original classi-
fication authority originates information believed by that person to require
classification, the information shall be protected in a manner consistent
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with this order and its implementing directives. The information shall be
transmitted promptly as provided under this order or its implementing direc-
tives to the agency that has appropriate subject matter interest and classifica-
tion authority with respect to this information. That agency shall decide
within 30 days whether to classify this information.

Sec. 1.4. Classification Categories. Information shall not be considered for
classification unless its unauthorized disclosure could reasonably be expected
to cause identifiable or describable damage to the national security in accord-
ance with section 1.2 of this order, and it pertains to one or more of
the following:

(a) military plans, weapons systems, or operations;

(b) foreign government information;

(c) intelligence activities {including covert action), intelligence sources
or methods, or cryptology;

(d) foreign relations or foreign activities of the United States, including
confidential sources;

(e) scientific, technological, or economic matters relating to the national
security;

(f) United States Government programs for safeguarding nuclear materials
or facilities;

(g) vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to the national security; or
(h) the development, production, or use of weapons of mass destruction.
Sec. 1.5. Duration of Classification. (a) At the time of original classification,
the original classification authority shall establish a specific date or event
for declassification based on the duration of the national security sensitivity
of the information. Upon reaching the date or event, the information shall
be automatically declassified. Except for information that should clearly
and demonstrably be expected to reveal the identity of a confidential human
source or a human intelligence source or key design concepts of weapons
of mass destruction, the date or event shall not exceed the time frame
established in paragraph (b) of this section.

{b) If the original classification authority cannot determine an earlier spe-
cific date or event for declassification, information shall be marked for
declassification 10 years from the date of the original decision, unless the
original classification authority otherwise determines that the sensitivity
of the information requires that it be marked for declassification for up
to 25 years from the date of the original decision.

{c) An original classification authority may extend the duration of classi-
fication up to 25 years from the date of origin of the document, change
the level of classification, or reclassify specific information only when the
standards and procedures for classifying information under this order are
followed.

{d) No information may remain classified indefinitely. Information marked
for an indefinite duration of classification under predecessor orders, for
example, marked as “Originating Agency’s Determination Required,” or clas-
sified information that contains incomplete declassification instructions or
lacks declassification instructions shall be declassified in accordance with
part 3 of this order.

Sec. 1.6. Identification and Markings. (a) At the time of original classification,
the following shall be indicated in a manner that is immediately apparent:

(1) one of the three classification levels defined in section 1.2 of this

order;

(2) the identity, by name and position, or by personal identifier, of the
original classification authority;

(3) the agency and office of origin, if not otherwise evident;
{4) declassification instructions, which shall indicate one of the following:
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(A) the date or event for declassification, as prescribed in section 1.5{a);

(B) the date that is 10 years from the date of original classification,
as prescribed in section 1.5(b};

(C) the date that is up to 25 years from the date of original classification,
as prescribed in section 1.5(b); or

(D) in the case of information that should clearly and demonstrably
be expected to reveal the identity of a confidential human source or
a human intelligence source or key design concepts of weapons of mass
destruction, the marking prescribed in implementing directives issued pur-
suant to this order; and

(5) a concise reason for classification that, at a minimum, cites the applica-

ble classification categories in section 1.4 of this order.

(b} Specific information required in paragraph (a} of this section may
be excluded if it would reveal additional classified information.

{c) With respect to each classified document, the agency originating the
document shall, by marking or other means, indicate which portions are
classified, with the applicable classification level, and which portions are
unclassified. In accordance with standards prescribed in directives issued
under this order, the Director of the Information Security Oversight Office
may grant and revoke temporary waivers of this requirement. The Director
shall revoke any waiver upon a finding of abuse.

(d) Markings or other indicia implementing the provisions of this order,
including abbreviations and requirements to safeguard classified working
papers, shall conform to the standards prescribed in implementing directives
issued pursuant to this order.

{e) Foreign government information shall retain its original classification
markings or shall be assigned a U.S. classification that provides a degree
of protection at least equivalent to that required by the entity that furnished
the information. Foreign government information retaining its original classi-
fication markings need not be assigned a U.S. classification marking provided
that the responsible agency determines that the foreign government markings
are adequate to meet the purposes served by U.S. classification markings.

(f) Information assigned a level of classification under this or predecessor
orders shall be considered as classified at that level of classification despite
the omission of other required markings. Whenever such information is
used in the derivative classification process or is reviewed for possible
declassification, holders of such information shall coordinate with an appro-
priate classification authority for the application of omitted markings.

(g) The classification authority shall, whenever practicable, use a classified
addendum whenever classified information constitutes a small portion of
an otherwise unclassified document or prepare a product to allow for dissemi-
nation at the lowest level of classification possible or in unclassified form.

(h) Prior to public release, all declassified records shall be appropriately
marked to reflect their declassification.
Sec. 1.7. Classification Prohibitions and Limitations. (a) In no case shall
information be classified, continue to be maintained as classified, or fail
to be declassified in order to:

{1) conceal violations of law, inefficiency, or administrative error;

(2} prevent embarrassment to a person, organization, or agency;
(3) restrain competition; or

(4) prevent or delay the release of information that does not require

protection in the interest of the national security.

{b) Basic scientific research information not clearly related to the national
security shall not be classified.

(c) Information may not be reclassified after declassification and release
to the public under proper authority unless:
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(1) the reclassification is personally approved in writing by the agency
head based on a document-by-document determination by the agency that
reclassification is required to prevent significant and demonstrable damage
to the national security;

(2) the information may be reasonably recovered without bringing undue
attention to the information;

(3) the reclassification action is reported promptly to the Assistant to
the President for National Security Affairs (National Security Advisor)
and the Director of the Information Security Oversight Office; and

(4) for documents in the physical and legal custody of the National Ar-
chives and Records Administration (National Archives) that have been
available for public use, the agency head has, after making the determina-
tions required by this paragraph, notified the Archivist of the United
States (Archivist), who shall suspend public access pending approval of
the reclassification action by the Director of the Information Security
Oversight Office. Any such decision by the Director may be appealed
by the agency head to the President through the National Security Advisor.
Public access shall remain suspended pending a prompt decision on the
appeal.

(d) Information that has not previously been disclosed to the public under
proper authority may be classified or reclassified after an agency has received
a request for it under the Freedom of Information Act (5 U.S.C. 552), the
Presidential Records Act, 44 U.S.C. 2204(c)(1), the Privacy Act of 1974
(5 U.S.C. 552a), or the mandatory review provisions of section 3.5 of this
order only if such classification meets the requirements of this order and
is accomplished on a document-by-document basis with the personal partici-
pation or under the direction of the agency head, the deputy agency head,
or the semior agency official designated under section 5.4 of this order.
The requirements in this paragraph also apply to those situations in which
information has been declassified in accordance with a specific date or
event determined by an original classification authority in accordance with
section 1.5 of this order.

(e) Compilations of items of information that are individually unclassified
may be classified if the compiled information reveals an additional associa-
tion or relationship that:

(1) meets the standards for classification under this order; and

(2) is not otherwise revealed in the individual items of information.

Sec. 1.8. Classification Challenges. (a) Authorized holders of information
who, in good faith, believe that its classification status is improper are
encouraged and expected to challenge the classification status of the informa-
tion in accordance with agency procedures established under paragraph
(b) of this section.

(b) In accordance with implementing directives issued pursuant to this
order, an agency head or senior agency official shall establish procedures
under which authorized holders of information, including authorized holders
outside the classifying agency, are encouraged and expected to challenge
the classification of information that they believe is improperly classified
or unclassified. These procedures shall ensure that:

(1) individuals are not subject to retribution for bringing such actions;

(2) an opportunity is provided for review by an impartial official or
panel; and

(3) individuals are advised of their right to appeal agency decisions to

the Interagency Security Classification Appeals Panel (Panel) established

by section 5.3 of this order.

(c) Documents required to be submitted for prepublication review or other
administrative process pursuant to an approved nondisclosure agreement
are not covered by this section.
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Sec. 1.9. Fundamental Classification Guidance Review. (a) Agency heads
shall complete on a periodic basis a comprehensive review of the agency’s
classification guidance, particularly classification guides, to ensure the guid-
ance reflects current circumstances and to identify classified information
that no longer requires protection and can be declassified. The initial funda-
mental classification guidance review shall be completed within 2 years
of the effective date of this order.

{b) The classification gnidance review shall include an evaluation of classi-
fied information to determine if it meets the standards for classification
under section 1.4 of this order, taking into account an up-to-date assessment
of likely damage as described under section 1.2 of this order.

{c) The classification guidance review shall include original classification
authorities and agency subject matter experts to ensure a broad range of
perspectives.

{d) Agency heads shall provide a report summarizing the results of the
classification guidance review to the Director of the Information Security
Oversight Office and shall release an unclassified version of this report
to the public.

PART 2—DERIVATIVE CLASSIFICATION

Sec. 2.1. Use of Derivative Classification. (a) Persons who reproduce, extract,
or summarize classified information, or who apply classification markings
derived from source material or as directed by a classification guide, need
not possess original classification authority.
(b) Persons who apply derivative classification markings shall:
(1) be identified by name and position, or by personal identifier, in a
manner that is immediately apparent for each derivative classification
action;

(2) observe and respect original classification decisions; and

{3) carry forward to any newly created documents the pertinent classifica-
tion markings. For information derivatively classified based on multiple
sources, the derivative classifier shall carry forward:

(A) the date or event for declassification that corresponds to the longest
period of classification among the sources, or the marking established
pursuant to section 1.6(a)(4)(D) of this order; and

(B) a listing of the source materials.

{c) Derivative classifiers shall, whenever practicable, use a classified adden-
dum whenever classified information constitutes a small portion of an other-
wise unclassified document or prepare a product to allow for dissemination
at the lowest level of classification possible or in unclassified form.

(d) Persons who apply derivative classification markings shall receive

training in the proper application of the derivative classification principles
of the order, with an emphasis on avoiding over-classification, at least once
every 2 years. Derivative classifiers who do not receive such training at
least once every 2 years shall have their authority to apply derivative classi-
fication markings suspended until they have received such training. A waiver
may be granted by the agency head, the deputy agency head, or the senior
agency official if an individual is unable to receive such training due to
unavoidable circumstances. Whenever a waiver is granted, the individual
shall receive such training as soon as practicable.
Sec. 2.2. Classification Guides. (a) Agencies with original classification au-
thority shall prepare classification guides to facilitate the proper and uniform
derivative classification of information. These guides shall conform to stand-
ards contained in directives issued under this order.

{b) Each guide shall be approved personally and in writing by an official
who:

(1) has program or supervisory responsibility over the information or

is the senior agency official; and
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{2) is authorized to classify information originally at the highest level

of classification prescribed in the guide.

{c) Agencies shall establish procedures to ensure that classification guides
are reviewed and updated as provided in directives issued under this order.

(d) Agencies shall incorporate original classification decisions into classi-
fication guides on a timely basis and in accordance with directives issued
under this order.

{e) Agencies may incorporate exemptions from automatic declassification
approved pursuant to section 3.3(j) of this order into classification guides,
provided that the Panel is notified of the intent to take such action for
specific information in advance of approval and the information remains
in active use.

(f) The duration of classification of a document classified by a derivative
classifier using a classification guide shall not exceed 25 years from the
date of the origin of the document, except for:

(1) information that should clearly and demonstrably be expected to reveal

the identity of a confidential human source or a human intelligence source

or key design concepts of weapons of mass destruction; and

(2) specific information incorporated into classification guides in accord-
ance with section 2.2(e) of this order.
PART 3—DECLASSIFICATION AND DOWNGRADING

Sec. 3.1. Authority for Declassification. (a) Information shall be declassified
as soon as it no longer meets the standards for classification under this
order.

{b) Information shall be declassified or downgraded by:

(1) the official who authorized the original classification, if that official

is still serving in the same position and has original classification authority;

(2) the originator’s current successor in function, if that individual has
original classification authority;

(3) a supervisory official of either the originator or his or her successor

in function, if the supervisory official has original classification authority;

or (4) officials delegated declassification authority in writing by the agency
head or the senior agency official of the originating agency.

{(c) The Director of National Intelligence (or, if delegated by the Director
of National Intelligence, the Principal Deputy Director of National Intel-
ligence) may, with respect to the Intelligence Community, after consultation
with the head of the originating Intelligence Community element or depart-
ment, declassify, downgrade, or direct the declassification or downgrading
of information or intelligence relating to intelligence sources, methods, or
activities.

(d) It is presumed that information that continues to meet the classification
requirements under this order requires continued protection. In some excep-
tional cases, however, the need to protect such information may be out-
weighed by the public interest in disclosure of the information, and in
these cases the information should be declassified. When such questions
arise, they shall be referred to the agency head or the senior agency official.
That official will determine, as an exercise of discretion, whether the public
interest in disclosure outweighs the damage to the national security that
might reasonably be expected from disclosure. This provision does not:

(1) amplify or modify the substantive criteria or procedures for classifica-

tion; or

(2) create any substantive or procedural rights subject to judicial review.

{e) If the Director of the Information Security Oversight Office determines
that information is classified in violation of this order, the Director may
require the information to be declassified by the agency that originated
the classification. Any such decision by the Director may be appealed to
the President through the National Security Advisor. The information shall
remain classified pending a prompt decision on the appeal.
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{f) The provisions of this section shall also apply to agencies that, under
the terms of this order, do not have original classification authority, but
had such authority under predecessor orders.

{g) No information may be excluded from declassification under section
3.3 of this order based solely on the type of document or record in which
it is found. Rather, the classified information must be considered on the
basis of its content.

{h) Classified nonrecord materials, including artifacts, shall be declassified
as soon as they no longer meet the standards for classification under this
order.

{i) When making decisions under sections 3.3, 3.4, and 3.5 of this order,
agencies shall consider the final decisions of the Panel.
Sec. 3.2. Transferred Records.

(a) In the case of classified records transferred in conjunction with a
transfer of functions, and not merely for storage purposes, the receiving
agency shall be deemed to be the originating agency for purposes of this
order.

(b} In the case of classified records that are not officially transferred
as described in paragraph (a) of this section, but that originated in an
agency that has ceased to exist and for which there is no successor agency,
each agency in possession of such records shall be deemed to be the origi-
nating agency for purposes of this order. Such records may be declassified
or downgraded by the agency in possession of the records after consultation
with any other agency that has an interest in the subject matter of the
records.

{c) Classified records accessioned into the National Archives shall be
declassified or downgraded by the Archivist in accordance with this order,
the directives issued pursuant to this order, agency declassification guides,
and any existing procedural agreement between the Archivist and the relevant
agency head.

{d) The originating agency shall take all reasonable steps to declassify
classified information contained in records determined to have permanent
historical value before they are accessioned into the National Archives.
However, the Archivist may require that classified records be accessioned
into the National Archives when necessary to comply with the provisions
of the Federal Records Act. This provision does not apply to records trans-
ferred to the Archivist pursuant to section 2203 of title 44, United States
Code, or records for which the National Archives serves as the custodian
of the records of an agency or organization that has gone out of existence.

{e) To the extent practicable, agencies shall adopt a system of records
management that will facilitate the public release of documents at the time
such documents are declassified pursuant to the provisions for automatic
declassification in section 3.3 of this order.

Sec. 3.3 Automatic Declassification.

(a) Subject to paragraphs (b)—(d) and (g)—(j) of this section, all classified
records that (1) are more than 25 years old and (2) have been determined
to have permanent historical value under title 44, United States Code, shall
be automatically declassified whether or not the records have been reviewed.
All classified records shall be automatically declassified on December 31
of the year that is 25 years from the date of origin, except as provided
in paragraphs (b)—(d) and (g)-(j) of this section. If the date of origin of
an individual record cannot be readily determined, the date of original
classification shall be used instead.

(b) An agency head may exempt from automatic declassification under
paragraph (a) of this section specific information, the release of which should
clearly and demonstrably be expected to:

(1) reveal the identity of a confidential human source, a human intelligence

source, a relationship with an intelligence or security service of a foreign
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government or international organization, or a nonhuman intelligence
source; or impair the effectiveness of an intelligence method currently
in use, available for use, or under development;

(2) reveal information that would assist in the development, production,
or use of weapons of mass destruction;

(3) reveal information that would impair U.S. cryptologic systems or activi-
ties;

{4) reveal information that would impair the application of state-of-the-
art technology within a U.S. weapon system;

(5) reveal formally named or numbered U.S. military war plans that remain
in effect, or reveal operational or tactical elements of prior plans that
are contained in such active plans;

(6) reveal information, including foreign government information, that
would cause serious harm to relations between the United States and
a foreign government, or to ongoing diplomatic activities of the United
States;

(7) reveal information that would impair the current ability of United
States Government officials to protect the President, Vice President, and
other protectees for whom protection services, in the interest of the national
security, are authorized;

(8) reveal information that would seriously impair current national security
emergency preparedness plans or reveal current vulnerabilities of systems,
installations, or infrastructures relating to the national security; or

(9) violate a statute, treaty, or international agreement that does not permit
the automatic or unilateral declassification of information at 25 years.

(c)(1) An agency head shall notify the Panel of any specific file series
of records for which a review or assessment has determined that the informa-
tion within that file series almost invariably falls within one or more of
the exemption categories listed in paragraph (b) of this section and that
the agency proposes to exempt from automatic declassification at 25 years.

(2) The notification shall include:
(A) a description of the file series;

(B) an explanation of why the information within the file series is
almost invariably exempt from automatic declassification and why the
information must remain classified for a longer period of time; and

(C) except when the information within the file series almost invariably
identifies a confidential human source or a human intelligence source
or key design concepts of weapons of mass destruction, a specific date
or event for declassification of the information, not to exceed December
31 of the year that is 50 years from the date of origin of the records.

(3) The Panel may direct the agency not to exempt a designated file
series or to declassify the information within that series at an earlier
date than recommended. The agency head may appeal such a decision
to the President through the National Security Advisor.

(4) File series exemptions approved by the President prior to December
31, 2008, shall remain valid without any additional agency action pending
Panel review by the later of December 31, 2010, or December 31 of
the year that is 10 years from the date of previous approval.

(d) The following provisions shall apply to the onset of automatic declas-

sification:

{1) Classified records within an integral file block, as defined in this
order, that are otherwise subject to automatic declassification under this
section shall not be automatically declassified until December 31 of the
year that is 25 years from the date of the most recent record within
the file block.
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(2) After consultation with the Director of the National Declassification
Center (the Center) established by section 3.7 of this order and before
the records are subject to automatic declassification, an agency head or
senior agency official may delay automatic declassification for up to five
additional years for classified information contained in media that make
a review for possible declassification exemptions more difficult or costly.

(3) Other than for records that are properly exempted from automatic
declassification, records containing classified information that originated
with other agencies or the disclosure of which would affect the interests
or activities of other agencies with respect to the classified information
and could reasonably be expected to fall under one or more of the exemp-
tions in paragraph (b) of this section shall be identified prior to the
onset of automatic declassification for later referral to those agencies.

(A) The information of concern shall be referred by the Center established
by section 3.7 of this order, or by the centralized facilities referred to
in section 3.7(e) of this order, in a prioritized and scheduled manner
determined by the Center.

(B) If an agency fails to provide a final determination on a referral
made by the Center within 1 year of referral, or by the centralized facilities
referred to in section 3.7(e) of this order within 3 years of referral, its
equities in the referred records shall be automatically declassified.

(C) If any disagreement arises between affected agencies and the Center
regarding the referral review period, the Director of the Information Secu-
rity Oversight Office shall determine the appropriate period of review
of referred records.

(D) Referrals identified prior to the establishment of the Center by section
3.7 of this order shall be subject to automatic declassification only in
accordance with subparagraphs (d)(3)(A)—(C) of this section.

(4) After consultation with the Director of the Information Security Over-

sight Office, an agency head may delay automatic declassification for

up to 3 years from the date of discovery of classified records that were

inadvertently not reviewed prior to the effective date of automatic declas-

sification.

{e) Information exempted from automatic declassification under this section
shall remain subject to the mandatory and systematic declassification review
provisions of this order.

{(f) The Secretary of State shall determine when the United States should
commence negotiations with the appropriate officials of a foreign government
or international organization of governments to modify any treaty or inter-
national agreement that requires the classification of information contained
in records affected by this section for a period longer than 25 years from
the date of its creation, unless the treaty or international agreement pertains

to information that may otherwise remain classified beyond 25 years under

this section.

(g) The Secretary of Energy shall determine when information concerning
foreign nuclear programs that was removed from the Restricted Data category
in order to carry out provisions of the National Security Act of 1947, as
amended, may be declassified. Unless otherwise determined, such informa-
tion shall be declassified when comparable information concerning the
United States nuclear program is declassified.

(h) Not later than 3 years from the effective date of this order, all records
exempted from automatic declassification under paragraphs (b} and (c) of
this section shall be automatically declassified on December 31 of a year
that is no more than 50 years from the date of origin, subject to the following:

(1) Records that contain information the release of which should clearly

and demonstrably be expected to reveal the following are exempt from

automatic declassification at 50 years:
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(A) the identity of a confidential human source or a human intelligence
source; or

(B) key design concepts of weapons of mass destruction.

(2) In extraordinary cases, agency heads may, within 5 years of the onset
of automatic declassification, propose to exempt additional specific infor-
mation from declassification at 50 years.

(3) Records exempted from automatic declassification under this paragraph

shall be automatically declassified on December 31 of a year that is no

more than 75 years from the date of origin unless an agency head, within

5 years of that date, proposes to exempt specific information from declas-

sification at 75 years and the proposal is formally approved by the Panel.

(i) Specific records exempted from automatic declassification prior to the
establishment of the Center described in section 3.7 of this order shall
be subject to the provisions of paragraph (h) of this section in a scheduled
and prioritized manner determined by the Center.

(j} At least 1 year before information is subject to automatic declassification
under this section, an agency head or senior agency official shall notify
the Director of the Information Security Oversight Office, serving as Executive
Secretary of the Panel, of any specific information that the agency proposes
to exempt from automatic declassification under paragraphs (b) and (h)
of this section.

(1) The notification shall include:

(A) a detailed description of the information, either by referemce to
information in specific records or in the form of a declassification guide;

(B) an explanation of why the information should be exempt from
automatic declassification and must remain classified for a longer period
of time; and

(C) a specific date or a specific and independently verifiable event
for automatic declassification of specific records that contain the informa-
tion proposed for exemption.

(2) The Panel may direct the agency not to exempt the information or
to declassify it at an earlier date than recommended. An agency head
may appeal such a decision to the President through the National Security
Advisor. The information will remain classified while such an appeal
is pending.

(k) For information in a file series of records determined not to have
permanent historical value, the duration of classification beyond 25 years
shall be the same as the disposition (destruction) date of those records
in each Agency Records Control Schedule or General Records Schedule,
although the duration of classification shall be extended if the record has
been retained for business reasons beyond the scheduled disposition date.
Sec. 3.4. Systematic Declassification Review.

(a) Each agency that has originated classified information under this order
or its predecessors shall establish and conduct a program for systematic
declassification review for records of permanent historical value exempted
from automatic declassification under section 3.3 of this order. Agencies
shall prioritize their review of such records in accordance with priorities
established by the Center.

(b} The Archivist shall conduct a systematic declassification review pro-
gram for classified records:
(1) accessioned into the National Archives; (2) transferred to the Archivist
pursuant to 44 U.S.C. 2203; and (3) for which the National Archives
serves as the custodian for an agency or organization that has gone out
of existence.
Sec. 3.5. Mandatory Declassification Review.
(a) Except as provided in paragraph (b) of this section, all information
classified under this order or predecessor orders shall be subject to a review
for declassification by the originating agency if:
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{1) the request for a review describes the document or material containing
the information with sufficient specificity to enable the agency to locate
it with a reasonable amount of effort;

(2) the document or material containing the information responsive to
the request is not contained within an operational file exempted from
search and review, publication, and disclosure under 5 U.S.C. 552 in
accordance with law; and

{3) the information is not the subject of pending litigation.

{b) Information originated by the incumbent President or the incumbent
Vice President; the incumbent President’s White House Staff or the incumbent
Vice President’s Staff; committees, commissions, or boards appointed by
the incumbent President; or other entities within the Executive Office of
the President that solely advise and assist the incumbent President is exempt-
ed from the provisions of paragraph (a) of this section. However, the Archivist
shall have the authority to review, downgrade, and declassify papers or
records of former Presidents and Vice Presidents under the control of the
Archivist pursuant to 44 U.S.C. 2107, 2111, 2111 note, or 2203. Review
procedures developed by the Archivist shall provide for consultation with
agencies having primary subject matter interest and shall be consistent with
the provisions of applicable laws or lawful agreements that pertain to the
respective Presidential papers or records. Agencies with primary subject
matter interest shall be notified promptly of the Archivist’s decision. Any
final decision by the Archivist may be appealed by the requester or an
agency to the Panel. The information shall remain classified pending a
prompt decision on the appeal.

(c) Agencies conducting a mandatory review for declassification shall de-
classify information that no longer meets the standards for classification
under this order. They shall release this information unless withholding
is otherwise authorized and warranted under applicable law.

(d) If an agency has reviewed the requested information for declassification
within the past 2 years, the agency need not conduct another review and
may instead inform the requester of this fact and the prior review decision
and advise the requester of appeal rights provided under subsection (e)
of this section.

(e) In accordance with directives issued pursuant to this order, agency
heads shall develop procedures to process requests for the mandatory review
of classified information. These procedures shall apply to information classi-
fied under this or predecessor orders. They also shall provide a means
for administratively appealing a denial of a mandatory review request, and
for notifying the requester of the right to appeal a final agency decision
to the Panel.

(f) After consultation with affected agencies, the Secretary of Defense
shall develop special procedures for the review of cryptologic information;
the Director of National Intelligence shall develop special procedures for
the review of information pertaining to intelligence sources, methods, and
activities; and the Archivist shall develop special procedures for the review
of information accessioned into the National Archives.

(g) Documents required to be submitted for prepublication review or other
administrative process pursuant to an approved nondisclosure agreement
are not covered by this section.

(h) This section shall not apply to any request for a review made to

an element of the Intelligence Community that is made by a person other
than an individual as that term is defined by 5 U.S.C. 552a(a)(2), or by
a foreign government entity or any representative thereof.
Sec. 3.6. Processing Requesis and Reviews. Notwithstanding section 4.1(i)
of this order, in response to a request for information under the Freedom
of Information Act, the Presidential Records Act, the Privacy Act of 1974,
or the mandatory review provisions of this order:
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(a) An agency may refuse to confirm or deny the existence or nonexistence
of requested records whenever the fact of their existence or nomexistence
is itself classified under this order or its predecessors.

(b) When an agency receives any request for documents in its custody
that contain classified information that originated with other agencies or
the disclosure of which would affect the interests or activities of other
agencies with respect to the classified information, or identifies such docu-
ments in the process of implementing sections 3.3 or 3.4 of this order,
it shall refer copies of any request and the pertinent documents to the
originating agency for processing and may, after consultation with the origi-
nating agency, inform any requester of the referral unless such association
is itself classified under this order or its predecessors. In cases in which
the originating agency determines in writing that a response under paragraph
(a) of this section is required, the referring agency shall respond to the
requester in accordance with that paragraph.

(c) Agencies may extend the classification of information in records deter-
mined not to have permanent historical value or nonrecord materials, includ-
ing artifacts, beyond the time frames established in sections 1.5(b) and
2.2(f} of this order, provided:

(1) the specific information has been approved pursuant to section 3.3(j)

of this order for exemption from automatic declassification; and

{2} the extension does not exceed the date established in section 3.3(j)

of this order.
Sec. 3.7. National Declassification Center. (a) There is established within
the National Archives a National Declassification Center to streamline declas-
sification processes, facilitate quality-assurance measures, and implement
standardized training regarding the declassification of records determined
to have permanent historical value. There shall be a Director of the Center
who shall be appointed or removed by the Archivist in consultation with
the Secretaries of State, Defense, Energy, and Homeland Security, the Attor-
ney General, and the Director of National Intelligence.

(b) Under the administration of the Director, the Center shall coordinate:

(1) timely and appropriate processing of referrals in accordance with sec-

tion 3.3(d)(3) of this order for accessioned Federal records and transferred

presidential records.

(2) general interagency declassification activities necessary to fulfill the
requirements of sections 3.3 and 3.4 of this order;

(3) the exchange among agencies of detailed declassification guidance
to enable the referral of records in accordance with section 3.3(d)(3) of
this order;

(4) the development of effective, transparent, and standard declassification
work processes, training, and quality assurance measures;

(5) the development of solutions to declassification challenges posed by
electronic records, special media, and emerging technologies;

(6) the linkage and effective utilization of existing agency databases and
the use of new technologies to document and make public declassification
review decisions and support declassification activities under the purview
of the Center; and

(7) storage and related services, on a reimbursable basis, for Federal records

containing classified national security information.

{c) Agency heads shall fully cooperate with the Archivist in the activities
of the Center and shall:

(1) provide the Director with adequate and current declassification guid-

ance to enable the referral of records in accordance with section 3.3(d)(3)

of this order; and

(2} upon request of the Archivist, assign agency personnel to the Center
who shall be delegated authority by the agency head to review and exempt
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or declassify information originated by their agency contained in records
accessioned into the National Archives, after consultation with subject-
matter experts as necessary.

(d) The Archivist, in consultation with representatives of the participants
in the Center and after input from the general public, shall develop priorities
for declassification activities under the purview of the Center that take
into account the degree of researcher interest and the likelihood of declas-
sification.

(e) Agency heads may establish such centralized facilities and internal
operations to conduct internal declassification reviews as appropriate to
achieve optimized records management and declassification business proc-
esses. Once established, all referral processing of accessioned records shall
take place at the Center, and such agency facilities and operations shall
be coordinated with the Center to ensure the maximum degree of consistency
in policies and procedures that relate to records determined to have perma-
nent historical value.

(f) Agency heads may exempt from automatic declassification or continue
the classification of their own originally classified information under section
3.3(a) of this order except that in the case of the Director of National
Intelligence, the Director shall also retain such authority with respect to
the Intelligence Community.

(g) The Archivist shall, in consultation with the Secretaries of State, De-
fense, Energy, and Homeland Security, the Attorney General, the Director
of National Intelligence, the Director of the Central Intelligence Agency,
and the Director of the Information Security Oversight Office, provide the
National Security Advisor with a detailed concept of operations for the
Center and a proposed implementing directive under section 5.1 of this
order that reflects the coordinated views of the aforementioned agencies.

PART 4—SAFEGUARDING

Sec. 4.1. General Restrictions on Access.
(a) A person may have access to classified information provided that:

(1) a favorable determination of eligibility for access has been made by
an agency head or the agency head’s designee;

(2) the person has signed an approved nondisclosure agreement; and

(3} the person has a need-to-know the information.

(b) Every person who has met the standards for access to classified informa-
tion in paragraph (a) of this section shall receive contemporaneous training
on the proper safeguarding of classified information and on the criminal,
civil, and administrative sanctions that may be imposed on an individual
who fails to protect classified information from unauthorized disclosure.

(c) An official or employee leaving agency service may not remove classi-
fied information from the agency’s control or direct that information be
declassified in order to remove it from agency control. .

(d) Classified information may not be removed from official premises
without proper authorization.

(e) Persons authorized to disseminate classified information outside the
executive branch shall ensure the protection of the information in a manner
equivalent to that provided within the executive branch.

{(f) Consistent with law, executive orders, directives, and regulations, an
agency head or senior agency official or, with respect to the Intelligence
Community, the Director of National Intelligence, shall establish uniform
procedures to ensure that automated information systems, including networks
and telecommunications systems, that collect, create, communicate, compute,
disseminate, process, or store classified information:

{1) prevent access by unauthorized persons;

(2) ensure the integrity of the information; and
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(3) to the maximum extent practicable, use:

(A) common information technology standards, protocols, and interfaces
that maximize the availability of, and access to, the information in a
form and manner that facilitates its authorized use; and

(B) standardized electronic formats to maximize the accessibility of infor-
mation to persons who meet the criteria set forth in section 4.1(a) of
this order.

{g) Consistent with law, executive orders, directives, and regulations, each
agency head or senior agency official, or with respect to the Intelligence
Community, the Director of National Intelligence, shall establish controls
to ensure that classified information is used, processed, stored, reproduced,
transmitted, and destroyed under conditions that provide adequate protection
and prevent access by unauthorized persons.

(h) Consistent with directives issued pursuant to this order, an agency
shall safeguard foreign government information under standards that provide
a degree of protection at least equivalent to that required by the government
or international organization of governments that furnished the information.
When adequate to achieve equivalency, these standards may be less restrictive
than the safeguarding standards that ordinarily apply to U.S. “Confidential”
information, including modified handling and transmission and allowing
access to individuals with a need-to-know who have not otherwise been
cleared for access to classified information or executed an approved non-
disclosure agreement.

{i)(1) Classified information originating in one agency may be disseminated
to another agency or U.S. entity by any agency to which it has been made
available without the consent of the originating agency, as long as the
criteria for access under section 4.1(a) of this order are met, unless the
originating agency has determined that prior authorization is required for
such dissemination and has marked or indicated such requirement on the
medium containing the classified information in accordance with imple-
menting directives issued pursuant to this order.

(2) Classified information originating in one agency may be disseminated
by any other agency to which it has been made available to a foreign
government in accordance with statute, this order, directives implementing
this order, direction of the President, or with the consent of the originating
agency. For the purposes of this section, “foreign government” includes
any element of a foreign government, or an international organization
of governments, or any element thereof.

(3) Documents created prior to the effective date of this order shall not
be disseminated outside any other agency to which they have been made
available without the consent of the originating agency. An agency head
or senior agency official may waive this requirement for specific informa-
tion that originated within that agency.

(4) For purposes of this section, the Department of Defense shall be consid-
ered one agency, except that any dissemination of information regarding
intelligence sources, methods, or activities shall be consistent with direc-
tives issued pursuant tosection 6.2(b) of this order.

(5) Prior consent of the originating agency is not required when referring
records for declassification review that contain information originating
in more than one agency.

Sec. 4.2 Distribution Controls.

(a) The head of each agency shall establish procedures in accordance
with applicable law and consistent with directives issued pursuant to this
order to ensure that classified information is accessible to the maximum
extent possible by individuals who meet the criteria set forth in section
4.1(a) of this order.

(b) In an emergency, when necessary to respond to an imminent threat
to life or in defense of the homeland, the agency head or any designee
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may authorize the disclosure of classified information (including information
marked pursuant to section 4.1(i)(1) of this order) to an individual or individ-
uals who are otherwise not eligible for access. Such actions shall be taken
only in accordance with directives implementing this order and any proce-
dure issued by agencies governing the classified information, which shall
be designed to minimize the classified information that is disclosed under
these circumstances and the number of individuals who receive it. Informa-
tion disclosed under this provision or implementing directives and proce-
dures shall not be deemed declassified as a result of such disclosure or
subsequent use by a recipient. Such disclosures shall be reported promptly
to the originator of the classified information. For purposes of this section,
the Director of National Intelligence may issue an implementing directive
governing the emergency disclosure of classified intelligence information.

(c) Each agency shall update, at least annually, the automatic, routine,
or recurring distribution mechanism for classified information that it distrib-
utes. Recipients shall cooperate fully with distributors who are updating
distribution lists and shall notify distributors whenever a relevant change
in status occurs.

Sec. 4.3. Special Access Programs. (a) Establishment of special access pro-
grams. Unless otherwise authorized by the President, only the Secretaries
of State, Defense, Energy, and Homeland Security, the Attorney General,
and the Director of National Intelligence, or the principal deputy of each,
may create a special access program. For special access programs pertaining
to intelligence sources, methods, and activities (but not including military
operational, strategic, and tactical programs), this function shall be exercised
by the Director of National Intelligence. These officials shall keep the number
of these programs at an absolute minimum, and shall establish them only
when the program is required by statute or upon a specific finding that:

(1) the vulnerability of, or threat to, specific information is exceptional;
and

(2) the normal criteria for determining eligibility for access applicable
to information classified at the same level are not deemed sufficient to
protect the information from unauthorized disclosure.

{b) Requirements and limitations.

(1) Special access programs shall be limited to programs in which the
number of persons who ordinarily will have access will be reasonably
small and commensurate with the objective of providing enhanced protec-
tion for the information involved.

(2} Each agency head shall establish and maintain a system of accounting
for special access programs consistent with directives issued pursuant
to this order.

(3) Special access programs shall be subject to the oversight program
established under section 5.4(d) of this order. In addition, the Director
of the Information Security Oversight Office shall be afforded access to
these programs, in accordance with the security requirements of each
program, in order to perform the functions assigned to the Information
Security Oversight Office under this order. An agency head may limit
access to a special access program to the Director of the Information
Security Oversight Office and no more than one other employee of the
Information Security Oversight Office or, for special access programs that
are extraordinarily sensitive and vulnerable, to the Director only.

(4) The agency head or principal deputy shall review annually each special
access program to determine whether it continues to meet the requirements
of this order.

(5) Upon request, an agency head shall brief the National Security Advisor,
or a designee, on any or all of the agency’s special access programs.

(6) For the purposes of this section, the term ‘“‘agency head” refers only
to the Secretaries of State, Defense, Energy, and Homeland Security, the
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Attorney General, and the Director of National Intelligence, or the principal

deputy of each.

(c) Nothing in this order shall supersede any requirement made by or
under 10 U.S.C. 119.

Sec. 4.4. Access by Historical Researchers and Certain Former Government
Personnel.

(a) The requirement in section 4.1(a)(3) of this order that access to classified
information may be granted only to individuals who have a need-to-know
the information may be waived for persons who:

(1) are engaged in historical research projects;

(2) previously have occupied senior policy-making positions to which
they were appointed or designated by the President or the Vice President;
or

(3) served as President or Vice President.

(b) Waivers under this section may be granted only if the agency head
or senior agency official of the originating agency:

{1) determines in writing that access is consistent with the interest of

the national security;

(2) takes appropriate steps to protect classified information from unauthor-
ized disclosure or compromise, and ensures that the information is safe-
guarded in a manner consistent with this order; and

(3) limits the access granted to former Presidential appointees or designees
and Vice Presidential appointees or designees to items that the person
originated, reviewed, signed, or received while serving as a Presidential
or Vice Presidential appointee or designee.

PART 5—IMPLEMENTATION AND REVIEW

Sec. 5.1. Program Direction. (a) The Director of the Information Security
Oversight Office, under the direction of the Archivist and in consultation
with the National Security Advisor, shall issue such directives as are nec-
essary to implement this order. These directives shall be binding on the
agencies. Directives issued by the Director of the Information Security Over-
sight Office shall establish standards for:

(1) classification, declassification, and marking principles;

(2) safeguarding classified information, which shall pertain to the handling,

storage, distribution, transmittal, and destruction of and accounting for

classified information;

(3) agency security education and training programs;

{4) agency self-inspection programs; and

{5) classification and declassification guides.

(b) The Archivist shall delegate the implementation and monitoring func-

tions of this program to the Director of the Information Security Oversight
Office.

{c) The Director of National Intelligence, after consultation with the heads

of affected agencies and the Director of the Information Security Oversight
Office, may issue directives to implement this order with respect to the
protection of intelligence sources, methods, and activities. Such directives
shall be consistent with this order and directives issued under paragraph
(a) of this section.
Sec. 5.2. Information Security Oversight Office. (a) There is established within
the National Archives an Information Security Oversight Office. The Archivist
shall appoint the Director of the Information Security Oversight Office, sub-
ject to the approval of the President.

(b} Under the direction of the Archivist, acting in consultation with the
National Security Advisor, the Director of the Information Security Oversight
Office shall:

(1) develop directives for the implementation of this order;
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(2) oversee agency actions to ensure compliance with this order and its
implementing directives;

(3) review and approve agency implementing regulations prior to their
issuance to ensure their consistency with this order and directives issued
under section 5.1(a) of this order;

(4) have the authority to conduct on-site reviews of each agency’s program
established under this order, and to require of each agency those reports
and information and other cooperation that may be necessary to fulfill
its responsibilities. If granting access to specific categories of classified
information would pose an exceptional national security risk, the affected
agency head or the senior agency official shall submit a written justification
recommending the denial of access to the President through the National
Security Advisor within 60 days of the request for access. Access shall
be denied pending the response;

(5) review requests for original classification authority from agencies or
officials not granted original classification authority and, if deemed appro-
priate, recommend Presidential approval through the National Security
Advisor;

(6) consider and take action on complaints and suggestions from persons
within or outside the Government with respect to the administration of
the program established under this order;

(7) have the authority to prescribe, after consultation with affected agencies,
standardization of forms or procedures that will promote the implementa-
tion of the program established under this order;

(8) report at least annually to the President on the implementation of
this order; and

(9) convene and chair interagency meetings to discuss matters pertaining
to the program established by this order.

Sec. 5.3. Interagency Security Classification Appeals Panel.

(a) Establishment and administration.

(1) There is established an Interagency Security Classification Appeals
Panel. The Departments of State, Defense, and Justice, the National Ar-
chives, the Office of the Director of National Intelligence, and the National
Security Advisor shall each be represented by a senior-level representative
who is a full-time or permanent part-time Federal officer or employee
designated to serve as a member of the Panel by the respective agency
head. The President shall designate a Chair from among the members
of the Panel.

(2) Additionally, the Director of the Central Intelligence Agency may ap-
point a temporary representative who meets the criteria in paragraph
(a)(1) of this section to participate as a voting member in all Panel delibera-
tions and associated support activities concerning classified information
originated by the Central Intelligence Agency.

(3) A vacancy on the Panel shall be filled as quickly as possible as
provided in paragraph (a)(1) of this section.

(4) The Director of the Information Security Oversight Office shall serve
as the Executive Secretary of the Panel. The staff of the Information
Security Oversight Office shall provide program and administrative support
for the Panel.

(5) The members and staff of the Panel shall be required to meet eligibility
for access standards in order to fulfill the Panel’s functions.

(6) The Panel shall meet at the call of the Chair. The Chair shall schedule
meetings as may be necessary for the Panel to fulfill its functions in
a timely manner.

(7) The Information Security Oversight Office shall include in its reports
to the President a summary of the Panel’s activities.
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(b} Functions. The Panel shall:

(1) decide on appeals by persons who have filed classification challenges
under section 1.8 of this order;

(2} approve, deny, or amend agency exemptions from automatic declas-
sification as provided in section 3.3 of this order;

(3) decide on appeals by persons or entities who have filed requests
for mandatory declassification review under section 3.5 of this order;
and

(4) appropriately inform senior agency officials and the public of final
Panel decisions on appeals under sections 1.8 and 3.5 of this order.

(c) Rules and procedures. The Panel shall issue bylaws, which shall be
published in the Federal Register. The bylaws shall establish the rules and
procedures that the Panel will follow in accepting, considering, and issuing
decisions on appeals. The rules and procedures of the Panel shall provide
that the Panel will consider appeals only on actions in which:

(1) the appellant has exhausted his or her administrative remedies within
the responsible agency;

(2) there is no current action pending on the issue within the Federal
courts; and

(3) the information has not been the subject of review by the Federal

courts or the Panel within the past 2 years.

(d) Agency heads shall cooperate fully with the Panel so that it can
fulfill its functions in a timely and fully informed manner. The Panel shall
report to the President through the National Security Advisor any instance
in which it believes that an agency head is not cooperating fully with
the Panel.

(e) The Panel is established for the sole purpose of advising and assisting
the President in the discharge of his constitutional and discretionary authority
to protect the national security of the United States. Panel decisions are
committed to the discretion of the Panel, unless changed by the President.

(f) An agency head may appeal a decision of the Panel to the President
through the National Security Advisor. The information shall remain classi-
fied pending a decision on the appeal.

Sec. 5.4. General Responsibilities. Heads of agencies that originate or handle
classified information shall:

(a) demonstrate personal commitment and commit senior management
to the successful implementation of the program established under this
order;

{b) commit necessary resources to the effective implementation of the
program established under this order;

{c) ensure that agency records systems are designed and maintained to
optimize the appropriate sharing and safeguarding of classified information,
and to facilitate its declassification under the terms of this order when
it no longer meets the standards for continued classification; and

(d) designate a senior agency official to direct and administer the program,
whose responsibilities shall include:

(1) overseeing the agency’s program established under this order, provided

an agency head may designate a separate official to oversee special access

programs authorized under this order. This official shall provide a full

accounting of the agency’s special access programs at least annually;

(2) promulgating implementing regulations, which shall be published in
the Federal Register to the extent that they affect members of the public;

(3) establishing and maintaining security education and training programs;

{4) establishing and maintaining an ongoing self-inspection program, which
shall include the regular reviews of representative samples of the agency’s
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original and derivative classification actions, and shall authorize appro-
priate agency officials to correct misclassification actions not covered by
sections 1.7(c) and 1.7(d) of this order; and reporting annually to the
Director of the Information Security Oversight Office on the agency’s self-
inspection program;

(5) establishing procedures consistent with directives issued pursuant to
this order to prevent unnecessary access to classified information, including
procedures that:

(A) require that a need for access to classified information be established
before initiating administrative clearance procedures; and

{B) ensure that the number of persons granted access to classified infor-
mation meets the mission needs of the agency while also satisfying oper-
ational and security requirements and needs;

(6) developing special contingency plans for the safeguarding of classified
information used in or near hostile or potentially hostile areas;

(7) ensuring that the performance contract or other system used to rate
civilian or military personnel performance includes the designation and
management of classified information as a critical element or item to
be evaluated in the rating of:

{A) original classification authorities;
(B) security managers or security specialists; and

(C) all other personnel whose duties significantly involve the creation
or handling of classified information, including personnel who regularly
apply derivative classification markings;

(8) accounting for the costs associated with the implementation of this
order, which shall be reported to the Director of the Information Security
Oversight Office for publication;

(9) assigning in a prompt manner agency personnel to respond to any
request, appeal, challenge, complaint, or suggestion arising out of this
order that pertains to classified information that originated in a component
of the agency that no longer exists and for which there is no clear successor
in function; and

{(10) establishing a secure capability to receive information, allegations,
or complaints regarding over-classification or incorrect classification within
the agency and to provide guidance to personnel on proper classification
as needed.
Sec. 5.5. Sanctions. (a) If the Director of the Information Security Oversight
Office finds that a violation of this order or its implementing directives
has occurred, the Director shall make a report to the head of the agency
or to the senior agency official so that corrective steps, if appropriate, may
be taken.

(b} Officers and employees of the United States Government, and its
contractors, licensees, certificate holders, and grantees shall be subject to
appropriate sanctions if they knowingly, willfully, or negligently:

{1} disclose to unauthorized persons information properly classified under

this order or predecessor orders;

(2} classify or continue the classification of information in violation of
this order or any implementing directive;

(3) create or continue a special access program contrary to the requirements
of this order; or

(4) contravene any other provision of this order or its implementing direc-

tives.

(c) Sanctions may include reprimand, suspension without pay, removal,
termination of classification authority, loss or denial of access to classified
information, or other sanctions in accordance with applicable law and agency
regulation.
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{d) The agency head, senior agency official, or other supervisory official
shall, at a minimum, promptly remove the classification authority of any
individual who demonstrates reckless disregard or a pattern of error in
applying the classification standards of this order.

{e) The agency head or senior agency official shall:
(1) take appropriate and prompt corrective action when a violation or
infraction under paragraph (b) of this section occurs; and

{2) notify the Director of the Information Security Oversight Office when
a violation under paragraph (b)(1), (2), or (3) of this section occurs.
PART 6—GENERAL PROVISIONS

Sec. 6.1. Definitions. For purposes of this order:

{a) “Access” means the ability or opportunity to gain knowledge of classi-
fied information.

{b) “Agency” means any “Executive agency,” as defined in 5 U.S.C. 105;
any ‘“Military department” as defined in 5 U.S.C. 102; and any other entity
within the executive branch that comes into the possession of classified
information.

{c) “Authorized holder” of classified information means anyone who satis-
fies the conditions for access stated in section 4.1(a) of this order.

{d) “Automated information system’ means an assembly of computer hard-
ware, software, or firmware configured to collect, create, communicate, com-
pute, disseminate, process, store, or control data or information.

(e) “Automatic declassification” means the declassification of information
based solely upon:

(1) the occurrence of a specific date or event as determined by the original

classification authority; or

(2) the expiration of a maximum time frame for duration of classification

established under this order.

{f) “Classification” means the act or process by which information is
determined to be classified information.

{g) “Classification guidance” means any instruction or source that pre-
scribes the classification of specific information.

{h} “Classification guide” means a documentary form of classification
guidance issued by an original classification authority that identifies the
elements of information regarding a specific subject that must be classified
and establishes the level and duration of classification for each such element.

(i) “Classified national security information” or “classified information”
means information that has been determined pursuant to this order or any
predecessor order to require protection against unauthorized disclosure and
is marked to indicate its classified status when in documentary form.

(j) “Compilation” means an aggregation of preexisting unclassified items
of information.

(k) “Confidential source” means any individual or organization that has
provided, or that may reasonably be expected to provide, information to
the United States on matters pertaining to the national security with the
expectation that the information or relationship, or both, are to be held
in confidence.

(1) “Damage to the national security” means harm to the national defense
or foreign relations of the United States from the unauthorized disclosure
of information, taking into consideration such aspects of the information
as the sensitivity, value, utility, and provenance of that information.

(m) “Declassification’ means the authorized change in the status of infor-
mation from classified information to unclassified information.

(n) “Declassification guide” means written instructions issued by a declas-
sification authority that describes the elements of information regarding
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a specific subject that may be declassified and the elements that must
remain classified.

(o) “Derivative classification” means the incorporating, paraphrasing, re-
stating, or generating in new form information that is already classified,
and marking the newly developed material consistent with the classification
markings that apply to the source information. Derivative classification in-
cludes the classification of information based on classification guidance.
The duplication or reproduction of existing classified information is not
derivative classification.

(p) “Document” means any recorded information, regardless of the nature
of the medium or the methaod or circumstances of recording.

(@) “Downgrading” means a determination by a declassification authority
that information classified and safeguarded at a specified level shall be
classified and safeguarded at a lower level.

{r) “File series” means file units or documents arranged according to
a filing system or kept together because they relate to a particular subject
or function, result from the same activity, document a specific kind of
transaction, take a particular physical form, or have some other relationship
arising out of their creation, receipt, or use, such as restrictions on access
or use.

{s) “Foreign government information” means:

(1) information provided to the United States Government by a foreign
government or governments, an international organization of governments,
or any element thereof, with the expectation that the information, the
source of the information, or both, are to be held in confidence;

(2} information produced by the United States Government pursuant to
or as a result of a joint arrangement with a foreign government or govern-
ments, or an international organization of governments, or any element
thereof, requiring that the information, the arrangement, or both, are to
be held in confidence; or

(3) information received and treated as “foreign government information”
under the terms of a predecessor order.

(t) “Information” means any knowledge that can be communicated or
documentary material, regardless of its physical form or characteristics, that
is owned by, is produced by or for, or is under the control of the United
States Government.

(u) “Infraction” means any knowing, willful, or negligent action contrary
to the requirements of this order or its implementing directives that does
not constitute a “violation,” as defined below.

{(v) “Integral file block” means a distinct component of a file series, as
defined in this section, that should be maintained as a separate unit in
order to ensure the integrity of the records. An integral file block may
consist of a set of records covering either a specific topic or a range of
time, such as a Presidential administration or a 5-year retirement schedule
within a specific file series that is retired from active use as a group.
For purposes of automatic declassification, integral file blocks shall contain
only records dated within 10 years of the oldest record in the file block.

(w) “Integrity” means the state that exists when information is unchanged
from its source and has not been accidentally or intentionally modified,
altered, or destroyed.

(x) “Intelligence” includes foreign intelligence and counterintelligence as
defined by Executive Order 12333 of December 4, 1981, as amended, or
by a successor order.

(v) “Intelligence activities” means all activities that elements of the Intel-
ligence Community are authorized to conduct pursuant to law or Executive
Order 12333, as amended, or a successor order.
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(z) “Intelligence Community” means an element or agency of the U.S.
Government identified in or designated pursuant to section 3(4) of the Na-
tional Security Act of 1947, as amended, or section 3.5(h) of Executive
Order 12333, as amended.

{aa) “Mandatory declassification review” means the review for declassifica-
tion of classified information in response to a request for declassification
that meets the requirements under section 3.5 of this order.

{bb) “Multiple sources” means two or more source documents, classifica-
tion guides, or a combination of both.

{cc) “National security” means the national defense or foreign relations
of the United States.

(dd) “Need-to-know” means a determination within the executive branch
in accordance with directives issued pursuant to this order that a prospective
recipient requires access to specific classified information in order to perform
or assist in a lawful and authorized governmental function.

(ee) “Network” means a system of two or more computers that can ex-
change data or information.

(ff) “Original classification” means an initial determination that informa-
tion requires, in the interest of the national security, protection against
unauthorized disclosure.

(gg) “Original classification authority” means an individual authorized
in writing, either by the President, the Vice President, or by agency heads
or other officials designated by the President, to classify information in
the first instance.

{hh) “Records” means the records of an agency and Presidential papers
or Presidential records, as those terms are defined in title 44, United States
Code, including those created or maintained by a government contractor,
licensee, certificate holder, or grantee that are subject to the sponsoring
agency’s control under the terms of the contract, license, certificate, or
grant.

(ii) “Records having permanent historical value” means Presidential papers
or Presidential records and the records of an agency that the Archivist
has determined should be maintained permanently in accordance with title
44, United States Code. :

(ji} “Records management” means the planning, controlling, directing, orga-
nizing, training, promoting, and other managerial activities involved with
respect to records creation, records maintenance and use, and records disposi-
tion in order to achieve adequate and proper documentation of the policies
and transactions of the Federal Government and effective and economical
management of agency operations.

(kk) ““Safeguarding” means measures and controls that are prescribed to
protect classified information.

(1) “Self-inspection” means the internal review and evaluation of indi-
vidual agency activities and the agency as a whole with respect to the
implementation of the program established under this order and its imple-
menting directives.

(mm) “Senior agency official” means the official designated by the agency
head under section 5.4(d) of this order to direct and administer the agency’s
program under which information is classified, safeguarded, and declassified.

(nn) “Source document” means an existing document that contains classi-
fied information that is incorporated, paraphrased, restated, or generated
in new form into a new document.

(00) “Special access program” means a program established for a specific
class of classified information that imposes safeguarding and access require-
ments that exceed those normally required for information at the same
classification level.
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(pp) “Systematic declassification review’” means the review for declassifica-
tion of classified information contained in records that have been determined
by the Archivist to have permanent historical value in accordance with
title 44, United States Code.

(qq) “Telecommunications” means the preparation, transmission, or com-
munication of information by electronic means.

(zr) “Unauthorized disclosure” means a communication or physical transfer
of classified information to an unauthorized recipient.

{ss) “U.S. entity” includes:
(1) State, local, or tribal governments;

(2) State, local, and tribal law enforcement and firefighting entities;
(3) public health and medical entities;

(4) regional, state, local, and tribal emergency management entities, includ-
ing State Adjutants General and other appropriate public safety entities;
or

(5) private sector entities serving as part of the nation’s Critical Infrastruc-
ture/Key Resources.

(tt) “Violation’ means:

(1) any knowing, willful, or negligent action that could reasonably be
expected to result in an unauthorized disclosure of classified information;

(2) any knowing, willful, or negligent action to classify or continue the
classification of information contrary to the requirements of this order
or its implementing directives; or

(3) any knowing, willful, or negligent action to create or continue a special
access program contrary to the requirements of this order.

(uu) “Weapons of mass destruction” means any weapon of mass destruction
as defined in 50 U.S.C. 1801(p).

Sec. 6.2. General Provisions. (a) Nothing in this order shall supersede any
requirement made by or under the Atomic Energy Act of 1954, as amended,
or the National Security Act of 1947, as amended. “Restricted Data” and
“Formerly Restricted Data” shall be handled, protected, classified, down-
graded, and declassified in conformity with the provisions of the Atomic
Energy Act of 1954, as amended, and regulations issued under that Act.

{b) The Director of National Intelligence may, with respect to the Intel-
ligence Community and after consultation with the heads of affected depart-
ments and agencies, issue such policy directives and guidelines as the
Director of National Intelligence deems necessary to implement this order
with respect to the classification and declassification of all intelligence
and intelligence-related information, and for access to and dissemination
of all intelligence and intelligence-related information, both in its final form
and in the form when initially gathered. Procedures or other guidance issued
by Intelligence Community element heads shall be in accordance with such
policy directives or guidelines issued by the Director of National Intelligence.
Any such policy directives or guidelines issued by the Director of National
Intelligence shall be in accordance with directives issued by the Director
of the Information Security Oversight Office under section 5.1(a) of this
order.

(c) The Attorney General, upon request by the head of an agency or
the Director of the Information Security Oversight Office, shall render an
interpretation of this order with respect to any question arising in the
course of its administration.

(d) Nothing in this order limits the protection afforded any information
by other provisions of law, including the Constitution, Freedom of Informa-
tion Act exemptions, the Privacy Act of 1974, and the National Security
Act of 1947, as amended. This order is not intended to and does not
create any right or benefit, substantive or procedural, enforceable at law
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by a party against the United States, its departments, agencies, or entities,
its officers, employees, or agents, or any other person. The foregoing is
in addition to the specific provisos set forth in sections 1.1(b), 3.1(c) and
5.3(e) of this order.

(e) Nothing in this order shall be construed to obligate action or otherwise
affect functions by the Director of the Office of Management and Budget
relating to budgetary, administrative, or legislative proposals.

(f) This order shall be implemented subject to the availability of appropria-
tions.

(g) Executive Order 12958 of April 17, 1995, and amendments thereto,
including Executive Order 13292 of March 25, 2003, are hereby revoked
as of the effective date of this order.

Sec. 6.3. Effective Date. This order is effective 180 days from the date
of this order, except for sections 1.7, 3.3, and 3.7, which are effective
immediately.

Sec. 6.4. Publication. The Archivist of the United States shall publish this
Executive Order in the Federal Register.

THE WHITE HOUSE,
December 29, 2010.
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Summary

This report provides an overview of the relationship between executive and legislative authority
over national security information, and summarizes the current laws that form the legal
framework protecting classified information, including current executive orders and some agency
regulations pertaining to the handling of unauthorized disclosures of classified information by
government officers and employees. The report also summarizes criminal laws that pertain
specifically to the unauthorized disclosure of classified information, as well as civil and
administrative penalties. Finally, the report describes some recent developments in executive
branch security policies and relevant legislative activity.
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Background

Prior to the New Deal, classification decisions were left to military regulation.' In 1940, President
Franklin Roosevelt issued an executive order authorizing government officials to protect
information pertaining to military and naval installations.” Presidents since that time have
continued to set the federal government’s classification standards by executive order, but with one
critical difference: while President Roosevelt cited specific statutory authority for his action, later
Presidents have cited general statutory and constitutional authority.’

The Supreme Court has never directly addressed the extent to which Congress may constrain the
executive branch’s power in this area. Citing the President’s constitutional role as Commander-in-
Chief,* the Supreme Court has repeatedly stated in dicta that “[the President’s] authority to
classify and control access to information bearing on national security ... flows primarily from
this Constitutional investment of power in the President and exists quite apart from any explicit
congressional grant.”’ This language has been interpreted by some to indicate that the President
has virtually plenary authority to control classified information. On the other hand, the Supreme
Court has suggested that “Congress could certainly [provide] that the Executive Branch adopt
new [classification procedures] or [establish] its own procedures—subject only to whatever
limitations the Executive Privilege may be held to impose on such congressional ordering.” In
fact, Congress established a separate regime in the Atomic Energy Act for the protection of
nuclear-related “Restricted Data.”’

Congress has directed the President to establish procedures governing the access to classified
material so that no person can gain such access without having undergone a background check.®

! See Harold Relyea, The Presidency and the People’s Right to Know, in THE PRESIDENCY AND INFORMATION PoLicy 1,
16-18 (1981).

2 Bxec. Order No. 8381 (1940).

* Compare Exec. Order No. 10501 (1953) with, e.g., Exec. Order No. 13292 (2003). The most recent Executive Order
on classified information, Exec. Order No. 13526 (Dec. 29, 2009), also cites constitutional authority.

4U.S. ConsT., art. 11, §2.

> Department of the Navy v. Egan, 484 U.S. 518, 527 (1988) (quoting Cafeteria Workers v. McElroy, 367 U.S. 886,
890 (1961). In addition, courts have also been wary to second-guess the executive branch in areas of national security.
See, e.g.,, Haig v. Agee, 453 U.S. 280, 291 (1981) (“Matters intimately related to foreign policy and national security
are rarely proper subjects for judicial intervention.”). The Court has suggested, however, that it might intervene where
Congress has provided contravening legislation. Egan at 530 (“Thus, unless Congress specifically has provided
otherwise, courts traditionally have been reluctant to intrude upon the authority of the Executive in military and
national security affairs.”)(emphasis added).

S EPA v. Mink, 410 U.S. 73, 83 (1973).

742 U.S.C. §2011 et seq. In addition, the Invention Secrecy Act (codified at 35 U.S.C. §181 et seq.) authorizes the
Commissioner of Patents to keep secret those patents on inventions in which the government has an ownership interest
and the widespread knowledge of which would, in the opinion of the interested agency, harm national security. For a
more detailed discussion of these and other regulatory regimes for the protection of sensitive government information,
see CRS Report RL33502, Protection of National Security Information, by Jennifer K. Elsea; CRS Report RL33303,
“Sensitive But Unclassified” Information and Other Controls: Policy and Options for Scientific and Technical
Information.

8 Counterintelligence and Security Enhancement Act of 1994, Title VIII of P.L. 103-359 (codified at 50 U.S.C. §435 et
seq.). Congress has also required specific regulations regarding personnel security procedures for employees of the
National Security Agency, P.L. 88-290, 78 Stat. 168, codified at 50 U.S.C. §§831 - 835. Congress has also prohibited
the Department of Defense from granting or renewing security clearances for officers, employees, or contract personnel
who had been convicted of a crime (and served at least one year prison time) and for certain other reasons, with a
{continued...)

Congressional Research Service 1



Case 2:14-cv-02631-JAR-TJJ Document 19-7 Filed 02/14/15 Page 5 of 20

The Protection of Classified Information: The Legal Framework

Congress also directed the President, in formulating the classification procedures, to adhere to
certain minimum standards of due process with regard to access to classified information.’ These
include the establishment of uniform procedures for, inter alia, background checks, denial of
access to classified information, and notice of such denial.'® The statute also explicitly states that
the agency heads are not required to comply with the due process requirement in denying or
revoking an employee’s security clearance where doing so could damage national security,
although the statute directs agency heads to submit a report to the congressional intelligence
committees in such a case.'!

With the authority to determine classification standards vested in the President, these standards
tend to change whenever a new administration takes control of the White House.'? The
differences between the standards of one administration and the next have often been dramatic.
As one congressionally authorized commission put it in 1997:

The rules governing how best to protect the nation’s secrets, while still insuring that the
American public has access to information on the operations of its government, past and
present, have shifted along with the political changes in Washington. Over the last fifty
years, with the exception of the Kennedy Administration, a new executive order on
classification was issued each time one of the political parties regained control of the
Executive Branch. These have often been at variance with one another ... at times even
reversing outright the policies of the previous order."’

Various congressional committees have investigated ways to bring some continuity to the
classification system and to limit the President’s broad powers to shield information from public
examination.” In 1966, Congress passed the Freedom of Information Act (FOIA), creating a
presumption that government information will be open to the public unless it falls into one of
FOIA’s exceptions. One exception covers information that, under executive order, must be kept
secret for national security or foreign policy reasons.”® In 2000, Congress enacted the Public
Interest Declassification Act of 2000,'® which established the Public Interest Declassification
Board to advise the President on matters regarding the declassification of certain information, but
the act expressly disclaims any intent to restrict agency heads from classifying or continuing the
classification of information under their purview, nor does it create any rights or remedies that

{...continued)

wativer possible only in “meritorious cases,” P.L. 106-398 §1, Div. A, Title X, §1071(a), 114 Stat. 1654, 10 U.S.C.
§986.

®50 U.S.C. §435(a).

10 Id

! Jd. §435(b). The House Conference Report that accompanied this legislation in 1994 suggests that Congress
understood that the line defining the boundaries of executive and legislative authority in this area is blurry at best. The
conferees made explicit reference to the Egan case, expressing their desire that the legislation not be understood to
affect the President’s authority with regard to security clearances. See H.R. Rep. 103-753, at 54.

'2 See Report of the Commission on Protecting and Reducing Government Secrecy, S. Doc. No. 105-2, at 11 (1997).
13
Id

Y See, e.g., Availability of Information from Federal Departments and Agencies: Hearings Before the House
Committee on Government Operations, 85® Cong. (1955).

15 5U.8.C. §552(b)(1). The Supreme Court has honored Congress’s deference to executive branch determinations in
this area. EPA v. Mink, 410 U.S. 73 (1973). Congress, concerned that the executive branch may have declared some
documents to be “national security information” that were not vital to national security, added a requirement that such
information be “properly classified pursuant to an executive order.” 5 U.S.C. §552(b)(1)(B).

16 P L. 106-567, title VII, Dec. 27, 2000, 114 Stat. 2856, 50 U.S.C. §435 note.

Congressional Research Service 2
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may be enforced in court.'” Most recently, Congress passed the Reducing Over-Classification Act,
P.L. 111-258, which, among other things, requires executive branch agencies’ inspectors general
to conduct assessments of their agencies’ implementation of classification policies.®

Executive Order 13526

The present standards for classifying and declassifying information were last amended on
December 29, 2009." Under these standards, the President, Vice President, agency heads, and
any other officials designated by the President may classify information upon a determination that
the unauthorized disclosure of such information could reasonably be expected to damage national
security.”’ Such information must be owned by, produced by, or under the control of the federal
government, and must concern one of the following:

e military plans, weapons systems, or operations;
¢ foreign government information;
e intelligence activities, intelligence sources/methods, cryptology;

o foreign relations or foreign activities of the United States, including confidential
sources;

e scientific, technological, or economic matters relating to national security;
e federal programs for safeguarding nuclear materials or facilities;
e vulnerabilities or capabilities of national security systems; or

e weapons of mass destruction.”’

Information may be classified at one of three levels based on the amount of danger that its
unauthorized disclosure could reasonably be expected to cause to national security.”* Information
is classified as “Top Secret” if its unauthorized disclosure could reasonably be expected to cause
“exceptionally grave damage” to national security. The standard for “Secret” information is

“serious damage” to national security, while for “confidential” information the standard is
“damage” to national security. Significantly, for each level, the original classifying officer must
identify or describe the specific danger potentially presented by the information’s disclosure. 2 In
case of significant doubt as to the need to classify information or the level of classification

17 Id. §§705 and 707.
18p 1. 111-258, §6, codified at 50 U.S.C. §435 note.

19 (Classified National Security Information, Exec. Order No. 13526, 3 C.F.R. 298 (2009). For a more detailed
description and analysis, see CRS Report R41528, Classified Information Policy and Executive Order 13526, by Kevin
R. Kosar.

2 Exec. Order No. 13526 §1.1. The unauthorized disclosure of foreign government information is presumed to damage
national security. /d. §1.1(b).

21 Id. §1.4. In addition, when classified information which is incorporated, paraphrased, restated, or generated in a new
form, that new form must be classified at the same level as the original. Jd. §§2.1-2.2.

21d §1.2.

3 Jd. Classifying authorities are specifically prohibited from classifying information for reasons other than protecting
national security, such as to conceal violations of law or avoid embarrassment. Id. §1.7(a).

Congressional Research Service 3
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appropriate, the information is to remain unclassified or be classified at the lowest level of
protection considered appropriate.”*

The officer who originally classifies the information establishes a date for declassification based
upon the expected duration of the information’s sensitivity. If the office cannot set an earlier
declassification date, then the information must be marked for declassification in 10 years’ time
or 25 years, depending on the sensitivity of the information.”’ The deadline for declassification
can be extended if the threat to national security still exists.”®

Classified information is required to be declassified “as soon as it no longer meets the standards
for classification.””’ The original classifying agency has the authority to declassify information
when the public interest in disclosure outweighs the need to protect that information.® On
December 31, 2006, and every year thereafter, all information that has been classified for 25
years or longer and has been determined to have “permanent historical value” under Title 44 of
the U.S. Code will be automatically declassified, although agency heads can exempt from this
requirement classified information that continues to be sensitive in a variety of specific areas.”

Agencies are required to review classification determinations upon a request for such a review
that specifically identifies the materials so that the agency can locate them, unless the materials
identified are part of an operational file exempt under the Freedom of Information Act (FOIA)™®
or are the subject of pending litigation.*" This requirement does not apply to information that has
undergone declassification review in the previous two years; information that is exempted from
review under the National Security Act;** or information classified by the incumbent President
and staff, the Vice President and staff (in the performance of executive duties), commissions
appointed by the President, or other entities within the executive office of the President that
advise the President.” Each agency that has classified information is required to establish a
system for periodic declassification reviews.>* The National Archivist is required to establish a
similar systemic review of classified information that has been transferred to the National
Archives.*

2 Jd. §81.1-1.2. This presumption is a change from the predecessor order.

25 Exec. Order No. 13526 at §1.5. Exceptions to the time guidelines are reserved for information that can be expected to
reveal the identity of a human intelligence source or key design concepts of weapons of mass destruction. Id.

% 1d. §1.5(c).
2 1d. §3.1(a).
B Id. §3.1(d).
®Id §3.3.

30 51J.8.C. §552. For more information, see CRS Report R41406, The Freedom of Information Act and Nondisclosure
Provisions in Other Federal Laws , by Gina Stevens.

3 Exec. Order No. 13526 §3.5.
3250 U.S.C. §§403-5c, 403-5¢, 431.
3 Exec. Order No. 13526 §3.5.

34 Id. §3.4. “Need-to-know” is based on a determination within the executive branch in accordance with relevant
directives that a prospective recipient “requires access to specific classified information in order to perform or assist in
a lawful and authorized governmental function.” Id. §6.1(dd).

33 Id. §3.4. Exec. Order No. 13526 creates a new National Declassification Center (NDC) within the National Archives
to facilitate and standardize the declassification process. Id. §3.7. For more information about the NDC, see CRS
Report R41528, Classified Information Policy and Executive Order 13526, by Kevin R. Kosar

Congressional Research Service 4
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Access to classified information is generally limited to those who demonstrate their eligibility to
the relevant agency head, sign a nondisclosure agreement, and have a need to know the
information.*® The need-to-know requirement can be waived, however, for former Presidents and
Vice Presidents, historical researchers, and former policy-making officials who were appointed by
the President or Vice President.”’” The information being accessed may not be removed from the
controlling agency’s premises without permission. Each agency is required to establish systems
for controlling the distribution of classified information.*®

The Information Security Oversight Office (ISOO)—an office within the National Archives—is
charged with overseeing compliance with the classification standards and promulgating directives
to that end.” ISOO is headed by a Director, who is appointed by the Archivist of the United
States, and who has the authority to order declassification of information that, in the Director’s
view, is classified in violation of the aforementioned classification standards.*’ In addition, there
is an Interagency Security Classifications Appeals Panel (“the Panel”), headed by the ISOO
Director and made up of representatives of the heads of various agencies, including the
Departments of Defense, Justice, and State, as well as the Central Intelligence Agency, and the
National Archives.*' The Panel is empowered to decide appeals of classifications challenges* and
fo review automatic and mandatory declassifications. If the ISOO Director finds a violation of
E.O. 13526 or its implementing directives, then the Director must notify the appropriate
classifying agency so that corrective steps can be taken.

Handling of Unauthorized Disclosures

Under E.O. 13526, each respective agency is responsible for maintaining control over classified
information it originates and is responsible for establishing uniform procedures to protect
classified information and automated information systems in which classified information is
stored or transmitted. Standards for safeguarding classified information, including the handling,
storage, distribution, transmittal, and destruction of and accounting for classified information, are
developed by the ISOQO. Agencies that receive information classified elsewhere are not permitted
to transfer the information further without approval from the classifying agency. Persons
authorized to disseminate classified information outside the executive branch are required to
ensure it recejves protection equivalent to those required internally. In the event of a knowing,
willful, or negligent unauthorized disclosure (or any such action that could reasonably be
expected to result in an unauthorized disclosure), the agency head or senior agency official is
required to notify ISOO and to “take appropriate and prompt corrective action.” Officers and
employees of the United States (including contractors, licensees, etc.) who commit a violation are
subject to sanctions that can range from reprimand to termination.”

%14 §4.1.
37 1d. §4.4.
B 1d §4.2.
¥ 1d §5.2.
14 §3.1(c).
M 1d. §5.3.

“2 1d. §5.3(b)(1) - (3) For example, an authorized holder of classified information is allowed to challenge the classified
status of such information if the holder believes that status is improper. Id. §1.8.

* Id. §5.5. Specifically, administrative sanctions available with respect to “officers and employees of the United States
{continued...)
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Executive Order 12333, United States Intelligence Activities,** spells out the responsibilities of
members of the Intelligence Community® for the protection of intelligence information,
including intelligence sources and methods. Under Section 1.7 of E.O. 12333, heads of
departments and agencies with organizations in the Intelligence Community (or the heads of such
organizations, if appropriate) must report possible violations of federal criminal laws to the
Attorney General “in a manner consistent with the protection of intelligence sources and
methods.”

Information Security Oversight Office

ISOO Directive No. 1 (32 CFR Part 2001) provides further direction for agencies with
responsibilities for safeguarding classified information. Section 2001.41 states:

Authorized persons who have access to classified information are responsible for: (a)
Protecting it from persons without authorized access to that information, to include securing
it in approved equipment or facilities whenever it is not under the direct control of an
authorized person; (b) Meeting safeguarding requirements prescribed by the agency head,
and (c) Ensuring that classified information is not communicated over unsecured voice or
data circuits, in public conveyances or places, or in any other manner that permits
interception by unauthorized persons.

Section 2001.45 of ISOO Directive No. 1 requires agency heads to establish a system of
appropriate control measures to limit access to classified information to authorized persons.
Section 2001.46 requires that classified information is transmitted and received in an authorized
manner that facilitates detection of tampering and precludes inadvertent access. Persons who
transmit classified information are responsible for ensuring that the intended recipients are
authorized to receive classified information and have the capacity to store classified information
appropriately. Documents classified “Top Secret” that are physically transmitted outside secure
facilities must be properly marked and wrapped in two layers to conceal the contents, and must
remain under the constant and continuous protection of an authorized courier. In addition to the
methods prescribed for the outside transmittal of Top Secret documents, documents classified at
Secret or Confidential levels may be mailed in accordance with the prescribed procedures.

(...continued)

Government, and its contractors, licensees, certificate holders, and grantees™ accused of violating government security
regulations, “knowingly, willfully, or negligently,” include “reprimand, suspension without pay, removal, termination
of classification authority, loss or denial of access to classified information, or other sanctions in accordance with
applicable law and agency regulation.” See infra section “Civil Penalties and Other Measures.”

* 46 Fed. Reg. 59,941 (1981), as amended by Exec .Order No. 13284, 68 Fed. Reg. 4,077 (2003), Exec. Order No.
13355, 69 Fed. Reg. 53,593 (2004) and Exec. Order No. 13470, 73 Fed. Reg. 45,328 (2008). A version of the Order as
amended is available at http://www.fas.org/irp/offdocs/eo/e0-12333-2008.pdf.

* The Intelligence Community is defined by 50 U.S.C. § 401a(4) and E.O. 12333 to include the Office of the Director
of National Intelligence (ODNI), the Central Intelligence Agency (CIA), the Bureau of Intelligence and Research of the
Department of State (INR), the National Security Service of the Federal Bureau of Investigation (FBI), the Office of
Intelligence and Analysis of the Department of Homeland Security (DHS), the Office of Intelligence or the Coast
Guard (CG), other DHS elements concerned with the analysis of intelligence information, the Office of Intelligence and
Analysis of the Treasury Department, the Energy Department, the Drug Enforcement Agency (DEA), the Defense
Intelligence Agency (DIA), the National Security Agency (NSA), the National Reconnaissance Office (NRO), the
National Geospatial Intelligence Agency (NGA), Army Intelligence, Air Force Intelligence, Navy Intelligence, and
Marine Corps Intelligence, as well as “[sjuch other elements of any other department or agency as may be designated
by the President, or designated jointly by the Director of National Intelligence and the head of the department or agency
concerned, as an element of the intelligence community.”
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Agency heads are required to establish procedures for receiving classified information in a
manner that precludes unauthorized access, provides for detection of tampering and confirmation
of contents, and ensures the timely acknowledgment of the receipt (in the case of Top Secret and
Secret information).

Section 2001.48 prescribes measures to be taken in the event of loss, possible compromise, or
unauthorized disclosure. It states: “Any person who has knowledge that classified information has
been or may have been lost, possibly compromised or disclosed to an unauthorized person(s)
shall immediately report the circumstances to an official designated for this purpose.”

Agency heads are required to establish appropriate procedures to conduct an inquiry or
investigation into the loss, possible compromise or unauthorized disclosure of classified
information, in order to implement “appropriate corrective actions” and to “ascertain the degree
of damage to national security.” The department or agency in which the compromise occurred
must also advise any other government agency or foreign government agency whose interests are
involved of the circumstances and findings that affect their information or interests. Agency heads
are to establish procedures to ensure coordination with legal counsel in any case where a formal
disciplinary action beyond a reprimand is contemplated against a person believed responsible for
the unauthorized disclosure of classified information. Whenever a criminal violation appears to
have occurred and a criminal prosecution is contemplated, agency heads are to ensure
coordination with the Department of Justice and the legal counsel of the agency where the
individual believed to be responsible is assigned or employed. Violators are generally subject to
imprisonment or fine, and in some cases, loss of retirement or other benefits.

Intelligence Community

The most recent intelligence community directives related to the safeguarding of classified
information appear to be Intelligence Community Directive (ICD) 700, Protection of National
Intelligence, effective June 7, 2012, and ICD 701, Security Policy Directive for Unauthorized
Disclosures of Classified Information, effective March 14, 2007.*” ICD 700 mandates an
integration of counterintelligence and security functions for the purpose of protecting national
intelligence and sensitive information and, among other things, to strengthen “deterrence,
detection, and mitigation of insider threats, defined as personnel who use their authorized access
to do harm to the security of the US through espionage, terrorism, unauthorized disclosure of
information, or through the loss or degradation of resources or capabilities.”*® Under ICD 701,
Senior Officials of the Intelligence Community (SOICs)* are to promptly notify the Director of
National Intelligence (DNI) and, if appropriate, law enforcement authorities of any actual or
suspected unauthorized disclosure of classified information, including any media leak, that is
likely to cause damage to national security interests, unless the disclosure is the subject of a
counterespionage or counterintelligence investigation. Disclosures to be reported include:

Unauthorized disclosure to an international organization, foreign power, agent of a foreign
power, or terrorist organization;

4 Available at http://www.dni.gov/files/documents/ICD/ICD_700.pdf.
47 Available at http://www.fas.org/irp/dnificd/icd-701.pdf.
#1CD 700 §D.3.c.

4 Senior Officials of the Intelligence Community (SOICs) means “heads of departments and agencies with
organizations in the Intelligence Community or the heads of such organizations.” Exec. Order No. 12333 at §1.7.
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National intelligence activities or information that may be at risk of appearing in the public
media, either foreign or domestic, without official authorization;

Loss or compromise of classified information that poses a risk to human life;

Loss or compromise of classified information that is indicative of a systemic compromise;
Loss or compromise of classified information storage media or equipment;

Discovery of clandestine surveillance and listening devices;

Loss or compromise of classified information revealing U.S. or a foreign intelligence
partner’s intelligence operations or locations, or impairing foreign relations;

Such other disclosures of classified information that could adversely affect activities related
to US national security; and

Loss or compromise of classified information revealing intelligence sources or methods, US
intelligence requirements, capabilities and relationships with the US Government.

Upon determining that a compromise meeting the above reporting criteria has or may have
occurred, the SOIC is required promptly to report it to the DNI, through the Special Security
Center (SSC), and to any other element with responsibility for the material at issue. The SOIC is
then required to provide updated reports as appropriate (or as directed). This process occurs in
tandem with any required reporting to law enforcement authorities.

The required formal notification to the DNI is to include a complete statement of the facts, the
scope of the unauthorized disclosure, sources and methods that may be at risk, the potential effect
of the disclosure on national security, and corrective or mitigating actions. SOICs are further
required to identify all factors that contributed to the compromise of classified information and
take corrective action or make recommendations to the DNI.

Department of Defense

Department of Defense Directive 5210.50, “Unauthorized Disclosure of Classified Information to
the Public” (July 22, 2005)*° governs procedures for handling unauthorized disclosures of
classified information to the public. In the event of a known or suspected disclosure of classified
information, the heads of DOD components must report the incident to the Deputy Secretary of
Defense of Intelligence and conduct a preliminary investigation to confirm that classified
information was disclosed, identify the particulars of the incident and who was involved,
ascertain whether the information was properly classified or was authorized to be released, and
identify any leads that might identify the person or persons responsible. The preliminary
investigation should also ascertain whether further inquiry might increase the damage caused by
the compromise.

Enclosure 2 to Directive 5210.50 lists factors for determining whether to initiate an additional
investigation by military, criminal, or counterintelligence investigative organizations, or the
Department of Justice:

50 Available at http://www.dtic.mil/whs/directives/corres/pdf/521050p.pdf.
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The accuracy of the information disclosed.
The damage to national security caused by the disclosure and whether there were
compromises regarding sensitive aspects of current classified projects, intelligence sources,

or intelligence methods.

The extent to which the disclosed information was circulated and the number of persons
known to have access to it.

The degree to which an investigation shall increase the damage caused by the disclosure.
The existence of any investigative leads.
The reasonable expectation of repeated disclosures.

The extent to which the classified information was circulated outside the Department of
Defense.

If classified DOD information appears in a newspaper or other media, the head of the appropriate
DOD component is responsible for the preparation of a “DOJ Media Leak Questionnaire™ to
submit to the Deputy Secretary of Defense for Intelligence, who prepares a letter for the Chief,
Internal Security Section of the Criminal Division at the Department of Justice. The following
eleven questions’" are to be promptly and fully addressed:

Date and identity of the article containing classified information.

Specific statements that are classified, and whether the information is properly
classified.

Whether disclosed information is accurate.

Whether the information came from a specific document, and if so, the
originating office and person responsible for its security.

Extent of official circulation of the information.
Whether information has been the subject of prior official release.
Whether pre-publication clearance was sought.

Whether sufficient information or background data has been published officially
or in the press to make educated speculation on the matter possible.

Whether information is to be made available for use in a criminal prosecution.
Whether information has been considered for declassification.

The effect the disclosure of the classified data might have on the national
defense.

3! The questions are listed in enclosure 4 of DoDD 5210.50, and apparently are part of a Memorandum of
Understanding concluded between the Department of Justice and elements of the Intelligence Community. See U.S.
Congress, Senate Select Committee on Intelligence, Concerning Unauthorized Disclosure of Classified Information,
106" Cong., 2™ sess., June 14, 2000 (Statement of Attorney General Janet Reno).

Congressional Research Service 9



Case 2:14-cv-02631-JAR-TJJ Document 19-7 Filed 02/14/15 Page 13 of 20

The Protection of Classified Information: The Legal Framework

Penalties for Unauthorized Disclosure

In addition to administrative penalties agencies may employ to enforce information security, there
are several statutory provisions that address the protection of classified information as such. No
blanket prohibition exists to make it unlawful simply to disclose without authority any
information that is classified by the government for national security reasons.*

Criminal Penalties

Generally, federal law prescribes a prison sentence of no more than a year and/or a $1,000 fine
for officers and employees of the federal government who knowingly remove classified material
without the authority to do so and with the intention of keeping that material at an unauthorized
location.” Stiffer penalties—fines of up to $10,000 and imprisonment for up to 10 years—attach
when a federal employee transmits classified information to anyone that the employee has reason
to believe is an agent of a foreign government.** A fine and a 10-year prison term also await
anyone, government employee or not, who publishes, makes available to an unauthorized person,
or otherwise uses to the United States’ detriment classified information regarding the codes,
cryptography, and communications intelligence utilized by the United States or a foreign
government.” Finally, the disclosure of classified information that discloses any information
identifying a covert agent, when done intentionally by a person with authorized access to such
identifying information, is punishable by imprisonment for up to 15 years.* A similar disclosure
by one who learns the identity of a covert agent as a result of having authorized access to
classified information is punishable by not more than 10 years’ imprisonment. Under the same
provision, a person who undertakes a “pattern of activities intended to identify and expose covert
agents” with reason to believe such activities would impair U.S. foreign intelligence activities,
and who then discloses the identities uncovered as a result is subject to three years’ imprisonment,
whether or not violator has access to classified information.”’

Civil Penalties and Other Measures

In addition to the criminal penalties outlined above, the executive branch employs numerous
means of deterring unauthorized disclosures by government personnel using administrative
measures based on terms of employment contracts. The agency may impose disciplinary action or
revoke a person’s security clearance. The revocation of a security clearance is usually not
reviewable by the Merit System Protection Board®® and may mean the loss of government

52 For a broader overview of statutory provisions applicable to specific types of sensitive information, see CRS Report
R41404, Criminal Prohibitions on the Publication of Classified Defense Information, by Jennifer K. Elsea.

318 US.C. §1924.
%50 U.S.C. §783.
5518 US.C. §798.
3650 U.S.C. §421.

57 «Classified information” for the purpose of this provision is defined as “information or material designated and
clearly marked or clearly represented, pursuant to the provisions of a statute or Executive order (or a regulation or order
issued pursuant to a statute or Executive order), as requiring a specific degree of protection against unauthorized
disclosure for reasons of national security.” 50 U.S.C. §426.

58 See Department of Navy v. Egan, 484 U.S. 518, 526-29 (1988). Federal courts may review constitutional challenges
based on the revocation of security clearance. Webster v. Doe, 486 U.S. 592 (1988).
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employment. Government employees may be subject to monetary penalties for disclosing
classified information.* Violators of the Espionage Act and the Atomic Energy Act provisions
may be subject to loss of their retirement pay.*

Agencies also rely on contractual agreements with employees, who typically must sign non-
disclosure agreements prior to obtaining access to classified information,®' sometimes agreeing to
submit all materials that the employee desires to publish to a review by the agency. The Supreme
Court enforced such a contract against a former employee of the Central Intelligence Agency
(CIA), upholding the government’s imposition of a constructive trust on the profits of a book the
employee sought to publish without first submitting it to CIA for review.*

In 1986, the Espionage Act was amended to provide for the forfeiture of any property derived
from or used in the commission of an offense.*® Violators of the Atomic Energy Act may be
subjected to a civil penalty of up to $100,000 for each violation of Energy Department regulations
regarding dissemination of unclassified information about nuclear facilities.**

Under some circumstances, the government can also use injunctions to prevent disclosures of
information. The courts have generally upheld injunctions against former employees’ publishing
information they learned through access to classified information.”’ The Supreme Court also
upheld the State Department’s revocation of passports for overseas travel by persons planning to
expose U.S. covert intelligence agents, despite the fact that the purpose was to disrupt U.S.
intelligence activities rather than to assist a foreign government.*

Declassification vs. Leaks and
“Instant Declassification”

As noted above, E.O. 13526 sets the official procedures for the declassification of information.
Once information is declassified, it may be released to persons without a security clearance.’
Leaks, by contrast, might be defined as the release of classified information to persons without a
security clearance, typically journalists. Recent high-profile leaks of information regarding

%9 See 42 U.S.C. §2282(b) (providing for fine of up to $100,000 for violation of Department of Energy security
regulations).

5 51.C.S. §8312 (2001)(listing violations of 18 U.S.C. §§793 & 798, 42 U.S.C. §2272-76, and 50 U.S.C. §421,
among those for which forfeiture of retirement pay or annuities may be imposed).

61 See United States v. Marchetti, 466 F.2d 1309 (4" Cir.), cert. denied, 409 U.S. 1063 (1972) (enforcing contractual
non-disclosure agreement by former employee regarding “secret information touching upon the national defense and
the conduct of foreign affairs” obtained through employment with CIA).

62 See Snepp v. United States, 444 U.S. 507 (1980); see also Alan E. Garfield, Promises of Silence: Contract Law and
Freedom of Speech, 83 CORNELL L. REV. 261, 274 (1998)(noting the remedy in Snepp was enforced despite the
agency’s stipulation that the book did not contain any classified information).

8 See 18 U.S.C. §§793(h), 794(d), 798(d).

6442 U.S.C. §2168(b).

65 See United States v. Marchetti, 466 F.2d 1309 (4 Cir. 1972) (granting an injunction to prevent a former CIA agent
from publishing a book disclosing government secrets).

% See Haig v. Agee, 453 U.S. 280 (1981).

87 Declassification is an information management step that is distinct and precedes release. Thus, it is not unusual for
information to be declassified and then a lengthy period ensues before it is publicly released.
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sensitive covert operations in news stories that seemed to some to portray the Obama
Administration in a favorable light raised questions regarding the practice of “instant
declassification,” or whether disclosure of classified information to journalists may ever be said
to be an “authorized disclosure™ by a senior official.

The processes for declassification set forth in E.O. 13526 seem to presuppose that agencies and
classifying officials will not have any need or desire to disclose classified information in their
possession other than to comply with the regulations. Yet it has long been noted that there seems
to be an informal process for “instant declassification” of information whose release to the public
serves an immediate need. As Representative William Moorhead, at the time chairman of the
Foreign Operations and Government Information Subcommittee of the House Government
Operations Commiittee, stated in 1974:

Critics of the present system of handling classified information within the Executive Branch
point to an obvious double standard. On one hand, the full power of the Government’s legal
system is exercised against certain newspapers for publishing portions of the Pentagon
Papers and against someone like Daniel Ellsberg for his alleged role in their being made
public. This is contrasted with other actions by top Executive officials who utilize the
technique of “instant declassification” of information they want leaked. Sometimes it is an
“off-the-record” press briefing or “backgrounders” that becomes “on-the-record” at the
conclusion of the briefing or at some future politically strategic time. Such Executive Branch
leaks may be planted with friendly news columnists. Or, the President himself may exercise
his prerogative as Commander in Chief'to declassify specific information in an address to the
Nation or in a message to the Congress seeking additional funds for a weapons systems.*

Nothing in the Executive Order addresses an informal procedure for releasing classified
information. E.QO. 13526 Section 1.1. provides that “[c]lassified information shall not be
declassified automatically as a result of any unauthorized disclosure of identical or similar
information,” but does not address what happens in the event of a disclosure that was in fact
authorized. By definition, classified information is designated as such based on whether its
unauthorized disclosure can reasonably be expected to cause a certain level of damage to national
security.” This may be read to suggest that disclosures may be authorized under such
circumstances when no damage to national security is reasonably expected. Nothing in the order
provides explicit authority to release classified information that exists apart from the authority to
declassify, but it is possible that such discretionary authority is recognized to release information
outside the community of authorized holders without formally declassifying it.

Part 4 of the Executive Order describes safeguarding of classified information from unauthorized
disclosure’* and preventing access to such information by “unauthorized persons.” Most of the

88 See National Security Leaks and the Law, Hearing before the Subcomm. on Crime, Terrorism and Homeland
Security of the H. Comm. on the Judiciary 1-2, 112" Cong. (2012) (statement of Rep. Sensenbrenner).

% William S. Moorhead, Operation and Reform of the Classification System in the United States 90, in SECRECY AND
FOREIGN PoLIcY (Thomas M. Franck and Edward Weisband, eds. 1974 ). For an account of notable government leaks
at the time, see id. at at 89; Information Security: Classification of Government Documents, 85 Harv. L. Rev. 1189,
1206-07 (1972). For a more recent chronology of government leaks, see Mary-Rose Papandrea, Lapdogs, Watchdogs,
and Scapegoats: The Press and National Security Information, 83 INp. L.J. 233, 251-53 (2008) (quoting various high-
level officials who admitted to leaking information in order to generate public support for a program or to promote
some other political or bureaucratic agenda).

M E.0.13,526 §1.2.

" «Unauthorized disclosure” means “a communication or physical transfer of classified information to an unauthorized
recipient.” Id. §6.1(rr). “Unauthorized” recipient is not defined.
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provisions appear to envision classified documents or communications and storage devices used
for classified information rather than the spoken word. Section 4.1(g) requires agency heads and
the Director of National Intelligence to “establish controls to ensure that classified information is
used, processed, stored, reproduced, transmitted, and destroyed under conditions that provide
adequate protection and prevent access by unauthorized persons.” If “transmitted” is read to
include oral dissemination and “unauthorized persons” is read to mean persons who do not meet
the criteria set forth in Section 4.1(a),”” then it would seem that agency heads who approve leaks
could be in breach of their responsibilities under the Order.

Moreover, there is a provision for “emergency disclosure” of classified information “when
necessary to respond to an imminent threat to life or in defense of the homeland” to “an
individual or individuals who are otherwise not eligible for access.” Section 4.2(b) provides that
such disclosures must be in accordance with implementing regulations or procedures the
classifying agency implements; must be undertaken in such a way as to minimize the information
disclosed and the number of individuals who receive it; and must be reported promptly to the
originator. Information disclosed under this provision is not deemed to be declassified. The
existence of this provision could be read to cut against an interpretation that permits selected
release of classified information to reporters for broader dissemination, but it could also be read
not to preclude a different procedure by which an agency head who is the original classifying
authority for the information at issue might simply authorize remarks to the press that reference
classified information in such a way as to minimize harm to national security

As a practical matter, however, there is little to stop agency heads and other high-ranking officials
from releasing classified information to persons without a security clearance when it is seen as
suiting government needs. The Attorney General has prosecutorial discretion to choose which
leaks to prosecute. If in fact a case can be made that a senior official has made or authorized the
disclosure of classified information, successful prosecution under current laws may be impossible
because the scienter requirement (i.e., guilty state of mind) is not likely to be met. The Espionage
Act of 1917, for example, requires proof that the discloser has the intent or reason to believe the
information will be used against the United States or to the benefit of a foreign nation.” In cases
under the Espionage Act, courts tend to show deference to the government with respect to the
sensitivity of whatever classified information was released. Oftentimes in such cases, knowledge
that the information is classified is enough to persuade a court that damage to national security
can be expected. However, in the event the disclosure was made or authorized by a person who
has the authority to make such determinations, it would seem likely that court deference would
result in acquittal absent some overwhelming proof of ill intent. A belief on the part of a lower
level official that a particular disclosure was authorized could serve as an effective defense to any
prosecution, and could entitle the defendant to depose high level government officials in
preparation for his or her defense. '

Executive branch policy appears to treat an official disclosure as a declassifying event, while non-
attributed disclosures have no effect on the classification status of the information. For example,
the Department of Defense instructs agency officials, in the event that classified information

™ A person who does meet the criteria in Section 4.1.(2) is defined as an “authorized holder” under the definitions
section of the Order, Section 6.1(c).

3 18 U.S.C. §793. For more information about criminal laws proscribing leaks, see CRS Report R41404, Criminal
Prohibitions on the Publication of Classified Defense Information, by Jennifer K. Elsea. The level of knowledge
required to prove an offense depends on the type of information alleged to have been disclosed, and it is not necessarily
a crime to disclose information merely because it is classified. See id.
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appears in the media, to neither confirm nor deny the accuracy of the information.” The Under
Secretary of Defense for Intelligence is then advised to “consult with the Assistant Secretary of
Defense for Public Affairs and other officials having a primary interest in the information to
determine if the information was officially released under proper authority.”” The regulation does
not clarify what happens in the event the disclosure turns out to have been properly authorized. It
appears no further action need be taken, whether to inform employees that the information no
longer need be protected or to make annotations in classified records to reflect the newly
declassified status of the information. In any event, any documents that contain that information
potentially contain other classified information as well, in which case each such document would
retain the highest level of classification applicable to information in the document. Thus, it seems
unlikely that the authorized disclosure of classified information to the media will often result in
the public release of any records.

Recent Developments

The following sections address efforts undertaken by the executive branch and Congress to
address disclosures of classified information by federal employees.

Executive Branch Initiatives

In October 2011 the President issued Executive Order 13587, “Structural Reforms to Improve the
Security of Classified Networks and the Responsible Sharing and Safeguarding of Classified
Information.”® Among other measures, it establishes an interagency Insider Threat Task Force
with a mandate to:

develop a Government-wide program (insider threat program) for deterring, detecting, and
mitigating insider threats, including the safeguarding of classified information from
exploitation, compromise, or other unauthorized disclosure, taking into account risk levels,
as well as the distinct needs, missions, and systems of individual agencies. This program
shall include development of policies, objectives, and priorities for establishing and
integrating security, counterintelligence, user audits and monitoring, and other safeguarding
capabilities and practices within agencies.”’

The President issued the resulting new policy and minimum standards for agencies in
implementing their own insider threat programs in November 2012.78

The Director of National Intelligence issued a revised directive in June 2012 to govern the
protection of national intelligence by the intelligence community.” It emphasizes the integration

™ Department of Defense, Department of Defense Manual, 5200.01-V3, February 24, 2012 encl. 6 at 93.

P Id. at 94.

6 Exec. Order No. 13587, 3 C.F.R. 276 (2011), available at http://www.whitehouse.gov/the-press-office/2011/10/07/
executive-order-structural-reforms-improve-security-classified-networks-.

" 1d. §6.

8 Press Release, White House Office of the Press Secretary, Presidential Memorandum—National Insider Threat
Policy and Minimum Standards for Executive Branch Insider Threat Programs (Nov. 21, 2012), available at
http://www.whitehouse.gov/the-press-office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-
minimum-stand. The policy and standards do not appear to have been made public.
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of security and counterintelligence functions for, among other purposes, strengthening deterrence,
detection and mitigation of “insider threats,” which it defined as “personnel who use their
authorized access to do harm to the security of the US through espionage, terrorism, unauthorized
disclosure of information, or through the loss or degradation of resources or capabilities.” It also
establishes an inspection process to ensure that departments and agencies that handle national
intelligence maintain effective operational security practices. Also in June 2012, the Office of the
Director of National Intelligence announced two new measures aimed to protect classified
information from unauthorized disclosure. The Director mandated the inclusion of a new question
related to unauthorized disclosures to counterintelligence polygraph examinations and requested
the Intelligence Community Inspector General to lead independent investigations of selected
unauthorized disclosure cases where the Justice Department has declined to prosecute.*®

The Department of Defense issued a revised version of the DOD Information Security Program
manual, which among other things mandates a department-wide incident reporting system to
track unauthorized disclosures. It also tasks the Undersecretary of Defense for Intelligence, in
consultation with the Assistant Secretary for Public Affairs, with monitoring all “major, national
level media reporting” for unauthorized disclosures of DOD classified information®' as a part of a
new “top down reporting system to detect unauthorized disclosures.” The Department also put
into effect an automated security incident reporting system and an improved system for
monitoring DOD networks, and initiated a DOD Insider Threat Program as well as an
Unauthorized Disclosure Working Group.*

Congressional Activity

The 112" Congress held at least two hearings on the topic of unauthorized disclosures of
classified information.*® Congress also passed a measure as part of the National Defense
Authorization Act for FY2012 to require the Defense Department to establish a “program for
information sharing protection and insider threat mitigation for the information systems of the
Department of Defense to detect unauthorized access to, use of, or transmission of classified or
controlled unclassified information.” Its purpose appears to be avoidance of a reiteration of the
Wikileaks disclosures, and the program is required to make use of both technology based
solutions as well as a “governance structure and process” to integrate these technologies into
existing security measures.

(-..continued)

™ Intelligence Community Directive (ICD) 700, Protection of National Intelligence, effective June 7, 2012, available at
http://www.dni.gov/files/documents/ICD/ICD_700.pdf.
% press Release, Office of the Director of National Intelligence, Director Clapper Announces Steps to Deter and Detect

Unauthorized Disclosures (June 25, 2012), available at http://www.dni.gov/index.php/newsroom/press-releases/96-
press-releases-2012/586-director-clapper-announces-steps-to-deter-and-detect-unauthorized-disclosures.

81 press Release, Department of Defense Office of the Assistant Secretary (Public Affairs), Statement from George
Little on Defense Initiatives to Limit Unauthorized Disclosures of Classified Information (July 19, 2012), available at
http://www.defense.gov/Releases/Release.aspx?ReleaseID=15451. The four-volume manual for the DOD Information
Security Program is available at http://www.dtic.mil/whs/directives/corres/publ.html.

21d

8 National Security Leaks and the Law, Hearing before the Subcomm. on Crime, Terrorism and Homeland Security of
the H. Comm. on the Judiciary, 112 Cong. (2012); Disclosures of National Security Information and Impact on
Military Operations, Hearing before the H. Comm. on Armed Services, 112 Cong (2012).

%P L. 112-81, §922, codified at 10 U.S.C. §2224 note.
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The Intelligence Authorization Act for FY2013, S. 3454, 112" Congress, as reported by the
Senate Intelligence Committee, contained a number of measures to address the disclosure of
classified information by federal employees, whether authorized or not, especially if the
disclosure were to the media. Opposition to these measures resulted in a manager’s amendment to
the bill with all but one of these provisions removed.® Section 504 of the bill, as passed by both
houses of Congress, requires a government official who approves a disclosure of classified
information to the media, or to another person for publication, to first report the decision and
other matters related to the disclosure to the congressional intelligence committees. The provision
applies to “national intelligence or intelligence related to national security” that is classified or
has been declassified for the purpose of making the disclosure, where the disclosure is made by a
government officer, employee, or contractor. According to the original committee report, the
reporting is intended to keep the intelligence committees apprised of expected media disclosures
of relevant classified information and to assist in distinguishing between “authorized disclosures”
and “unauthorized leaks.”*® As amended, the requirement sunsets one year after enactment.

Provisions that were dropped from the bill include a requirement for heads of agencies and
departments of the intelligence community to maintain a list of all “authorized disclosures” to
media personnel; a requirement to establish procedures for administrative investigations of
unauthorized disclosures and to report the procedures and any investigations to the intelligence
committees; a requirement for an assessment of measures to improve detection capabilities,
including the practical feasibility of including questions regarding disclosure of classified
information and contact with the media in polygraph examinations; and measures related to
agency “insider threat” programs and employee non-disclosure agreements. Another provision
would have required the Attorney General to submit a report to the congressional intelligence
committees describing the effectiveness of and potential improvements to the process for
investigating and prosecuting unauthorized disclosures of classified information; potential
modifications to the policy on subpoenaing reporters; and suggested modifications to the
Classified Information Procedures Act.®’

Some of the more controversial measures that were eliminated from the bill involved restrictions
on media access to government officials. One was a prohibition on federal officers, employees,
and contractors who have security clearances, including some who have left government service
within the prior year, from entering into agreements with the media to provide analysis or
commentary on matters related to classified intelligence activities or intelligence related to
national security. Another would have limited the individuals authorized to provide background
or off-the-record information to the media regarding intelligence activities to the Director and
Deputy Directors or their equivalents of each agency and designated public affairs officers.
Another would have required the Director of National Intelligence to prescribe regulations
regarding the interaction of cleared personnel with the media. Such persons would have been
required to report all contacts with the media to the appropriate security office. Also eliminated
was a prohibition on federal officers, employees, and contractors from possessing a security
clearance after having made any unauthorized disclosure regarding the existence of, or classified
details relating to, a covert action as defined in 50 U.S.C. Section 413(b).

8 See Greg Miller, Senate Committee Drops Anti-Leaks Measures, WASH. PosT, Dec. 22, 2012, at A3.
% S Rept. 112-192.

87 For information about the Classified Information Procedures Act, see CRS Report R41742, Protecting Classified
Information and the Rights of Criminal Defendants: The Classified Information Procedures Act, by Edward C. Liu and
Todd Garvey.

Congressional Research Service 16
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STATEMENT FOR THE RECORD

US INTELLIGENCE COMMUNITY
WORLDWIDE THREAT ASSESSMENT

January 29, 2014

INTRODUCTION

Chairman Feinstein, Vice Chairman Chambliss, Members of the Committee, thank you for the invitation to
offer the United States Intelligence Community’s 2014 assessment of threats to US national security. My
statement reflects the collective insights of the Intelligence Community’s extraordinary men and women,
whom | am privileged and honored to lead. We in the Intelligence Community are committed every day to
provide the nuanced, multidisciplinary intelligence that policymakers, warfighters, and domestic law
enforcement personnel need to protect American lives and America’s interests anywhere in the world.

Information available as of January 15, 2014 was used in the preparation of this assessment.
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TERRORISM

Terrorist threats emanate from a diverse array of terrorist actors, ranging from formal groups to
homegrown violent extremists (HVEs) and ad hoc, foreign-based actors. The threat environment
continues to transition to a more diverse array of actors, reinforcing the positive developments of previous
years. The threat complex, sophisticated, and large-scale attacks from core al-Qa’ida against the US
Homeland is significantly degraded. [nstability in the Middle East and North Africa has accelerated the
decentralization of the movement, which is increasingly influenced by local and regional issues.

However, diffusion has led to the emergence of new power centers and an increase in threats by
networks of like-minded extremists with allegiances to multiple groups. The potential of global events to
instantaneously spark grievances around the world hinders advance warning, disruption, and attribution
of plots.

Homeland Plotting

Homegrown Violent Extremists. US-based extremists will likely continue to pose the most frequent-
threat to the US Homeland. As the tragic attack in Boston in April 2013 indicates, insular HVEs who act
alone or in small groups and mask the extent of their ideological radicalization can represent challenging
and lethal threats.

Al-Q2’ida in the Arabian Peninsula. Operating from its safe haven in Yemen, al-Qa’ida in the Arabian
Peninsula (AQAP) has attempted several times to attack the US Homeland. We judge that the group
poses a significant threat and remains intent on targeting the United States and US interests overseas.

Core al-Qa’ida. Sustained counterterrorism (CT) pressure, key organizational setbacks, and the
emergence of other power centers of the global violent extremist movement have put core al-Qa’ida on a
downward trajectory since 2008. They have degraded the group’s ability to carry out a catastrophic
attack against the US Homeland and eroded its position as leader of the global violent extremist
movement. It probably hopes for a resurgence following the drawdown of US troops in Afghanistan in
2014,

Terrorist Activities Overseas

Persistent Threats to US Interests Overseas. We face an enduring threat to US interests overseas.
Most Sunni extremist groups will prioritize local and regional agendas, but US embassies, military
facilities, and individuals will be at particular risk in parts of South Asia, the Middle East, and Africa.

Syria’s Impact. Syria has become a significant location for independent or al-Qa’ida-aligned groups to
recruit, train, and equip a growing number of extremists, some of whom might conduct external attacks.
Hostilities between Sunni and Shia are also intensifying in Syria and spilling into neighboring countries,
which is increasing the likelihood of a protracted conflict.

Iran and Hizballah are committed to defending the Asad regime and have provided support toward this
end, including sending billions of doilars in military and economic aid, training pro-regime and Iraqi Shia
militants, and deploying their own personnel into the country. fran and Hizballah view the Asad regime as

4
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a key partner in the “axis of resistance” against Israel and are prepared to take major risks to preserve the
regime as well as their critical transshipment routes.

Iran and Hizballah

Outside of the Syrian theater, Iran and Lebanese Hizballah continue to directly threaten the interests of
US allies. Hizballah has increased its global terrorist activity in recent years to a level that we have not
seen since the 1990s.

Counterterrorism Cooperation

As the terrorist threat is becoming more diffuse and harder to detect, cooperation with CT partners will
take on even greater importance. The fluid environment in the Middle East and North Africa will likely
further complicate already challenging circumstances as we partner with governments to stem the spread
of terrorism.

WEAPONS OF MASS DESTRUCTION AND PROLIFERATION

Nation-state efforts to develop or acquire weapons of mass destruction (WMD) and their delivery systems
constitute a major threat to the security of the United States, deployed troops, and allies. We are focused
on the threat and destabilizing effects of nuclear proliferation, proliferation of chemical and biological
warfare (CBW)-related materials, and development of WMD delivery systems. The time when only a few
states had access to the most dangerous technologies is past. Biological and chemical materials and
technologies, almost always dual use, move easily in the globalized economy, as do personnel with
scientific expertise to design and use them. The latest discoveries in the life sciences also diffuse
globally and rapidly.

Iran and North Korea Developing WMD-Applicable Capabilities

We continue to assess that Iran’s overarching strategic goals of enhancing its security, prestige, and
regional influence have led it to pursue capabilities to meet its civilian goals and give it the ability to build
missile-deliverable nuclear weapons, if it chooses to do so. At the same time, Iran’s perceived need for
economic relief has led it to make concessions on its nuclear program through the 24 November 2013
Joint Plan of Action with the P5+1 countries and the European Union (EU). In this context, we judge that
Iran is trying to balance conflicting objectives. It wants to improve its nuclear and missile capabilities
while avoiding severe repercussions—such as a military strike or regime-threatening sanctions. We do
not know if Iran will eventually decide to build nuclear weapons.

Tehran has made technical progress in a number of areas—including uranium enrichment, nuclear
reactors, and ballistic missiles—from which it could draw if it decided to build missile-deliverable nuclear
weapons. These technical advancements strengthen our assessment that Iran has the scientific,
technical, and industrial capacity to eventually produce nuclear weapons. This makes the central issue
its political will to do so.
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AQ 91 (Rev. 08/09) Criminal Complaint
UNITED STATES DISTRICT COUR; T

4
for the F;r Conm
Eastern District of Virginia o

United States of America
V.

Case No.1:13 CR 265
Edward J. Snowden

B UNDER SEAL

CRIMINAL COMPLAINT

I, the complainant in this case, state that the following is true to the best of my knowledge and belicf.

On or about the date(s) of May2013 _inthecounty of ___ Not Applicable in the
. Districtof __ Not ~;‘ky.)phca_b!_e , the defendani(s) vigla}ed:
Code Section Offense Description
18 U.S.C. 641 Theft of Government Property
18 U.S.C. 793(d) Unauthorized Communication of National Defense Information
18 U.S.C. 798(8)(3) Willful Communication of Classified Communications Intelligence Information ¢

an Unauthorized Person

This criminal complaint is based on these facts:

See Attached Affidavit.

Venue is proper pursuant to 18 U.S.C. 3238.

# Continued on the attached sheet.

Reviewed by AUSA/SAUSA: R

I | John A. Kk, Jr.

... Special Agent, Federal Bureau of Investigation
Printed name and title

Sworn to before me and signed in my presence. :
1/ I
John F. Anderson

Date: __06/14/2013 __United States Magistrate Judge = .

Judge s signatire

Hon. John F. Anderson, U.S. Magistrate Judge

Cityandstate: ~  Alexandria, VA

Printed name aad iitle
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http://youtu.be/0OhLjuVyllrs

“Prism Whistleblower”

12:34 (12 minutes and thirty-four seconds)
June 6, 2013

A Film by Laura Poitras

Interview by Glenn Greenwald
Co-Produced by EwenMacaskill
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Laura Poitras Explains How She Made 2
Edward Snowden Doc 'Citizenfour' in
Secret (Part 1)

By Eric Kohn | Indiewire
October 20, 2014 at 11:59AM

In the first of a two-part interview, the director of this year's

most daring non-fiction achievement explains how she pulled it
off.
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Daniel Bergeron

"Citizenfour" director Laura Poitras

In "Citizenfour,” documentarian Laura Poitras chronicles the Edward
Snowden story from the inside out: Poitras was secretly contacted by the
former NSA contractor in 2012 and met him in Hong Kong. Along with
journalist Glenn Greenwald, she played a key role in announcing his
revelations about the U.S. government's surveillance techniques to the world.
Poitras' movie unfolds like a real-time thriller, tracking Snowden's anxieties
on the brink of his global celebrity, as well as the aftermath. Now living with
his girlfriend with a one-year work permit in Russia, Snowden remains an
object of media scrutiny, but the story surrounding the materials he leaked to
the public has grown much bigger than him. Poitras' movie tracks every beat
of these historical events with a mixture of shock and excitement that has
garnered rave reviews. '

A few days after the movie's premiere at the New York Film Festival, the
director sat down with Indiewire to discuss the challenges of developing her
project in secret and developing a narrative that reflected her experiences.
Stay tuned for the second half of our interview tomorrow, in which Poitras

addresses the ramifications of Snowden's decision.

READ MORE: 'Citizenfour is a Bracing Look at Former NSA Whistleblower's
Impact

This movie makes you scared to record a conversation. But here we

are.

It's actually funny, because literally every journalist has been like, "Do you
mind if I turn this on?" Like it's not a given. That's why we're here! It's cool.

Don't worry about it.

But did this project make you more paranoid about surveillance
methods?

I don't call it that. I don't think being careful is being paranoid. I have good
reason to believe my phone prints might be targeted. So [ don't carry it with
me in the editing room. That just seems like common sense, not paranoia.

Certainly it makes sense when we see Snowden worrying about
surveillance while hiding away in this Hong Kong hotel room. But
it's harder to imagine what that actually feels like.

s

Contest Win The Complete Twin
Peaks on Blu-ray from Indiewire!

Ends Saturday, November 15 at 03:18pm ES'

Official Rules
Enter

Settle in with a damn fine cup of coffee and
get caught up on all the twists and turns you
may have missed before Twin Peaks returns i
2016...

Read more

Grand Prize

1 winner

Twin Peaks: The Entire Mystery on Blu-ray
Read more

24

days left

0/49 entries earned
23,093total entries

Indievare Indiewire
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The truth is that — in his particular case, or in my case, or in Glenn : %87 Upvotes25 Hangsd38 Comments
. - ' Han,
Greenwald's case — we are talking about the NSA. They do, as we know from - Embged
the reporting, have the capacity to look at our stuff right now. The fact that I'm II\II‘t‘:rIenSﬁng .
L . . . . ot Interestin
living outside of the country right now gives me protection. So I'm awareof =~ spare £ o
that. It's just common sense.
) MOST READ

2015 Oscar Predictions: Best Actor

Radius-TWC

"Citizenfour"

As the movie begins, you receive encrypted communication from
Snowden. When did you know that this was a movie — and more
specifically, that you would be a character in it, unlike your
previous films?

Once I started getting these anonymous e-mails that are at the beginning of

the film, I knew it would find its way into being a film. It was just because I 2015 Oscar Predictions: Best Actress
was so pulled in that it was obvious. And yet it's weird that I've been looped

into the story in some way. But it's also sort of fallout: I made the film in Iraq
["'My Country, My Country"] and then [ got put on a watch list, and being put

on the watch list meant that I had to be careful of source protection. Therefore
Ilearned encryption so I could talk to Snowden and therefore [ had to
participate in the movie. So there are these kind of feedback loops. I went

Review: The Biggest Mystery of 'The
Affair’ Solved - It Just Keeps Getting
Better

from being somebody who was documenting a situation and a political
context to being pulled into it.

What were some of the practical challenges of developing the

neundewwnticae u o +? M + 1 al nftnn nnvenloaiea
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about writing grant proposals, but this is a whole new level... :, CRITICWIRE »

CITIZENFOUR

Yeah. Once I came out of Hong Kong, we were looking for who we wanted to

@ ©®

partner with — myself, my editor and producer Mathilda Bonnefoy and Dirk

Wilutzky — and we were really feeling like we wanted the film to have a 6 Critics 1Fan
theatrical life, but we didn't want a lag time between premiere and release. I ‘

was already working on a film about surveillance — I had been filming with » GRADE THIS FILM

[former NSA staffer] William Binney for a while, so I was already on this path :

and wanted to be really under the radar. That means putting very little on

paper and making people come to Berlin for meetings, stuff like that. We set SN AGI;H__M;‘T

up a bunch of meetings during the Berlin International Film Festival in

WATCH OVER 10,000 FREE MOVIES!

February, including one with Tom Quinn at Radius-TWC. They just said, "We
really want to do this film." So they got involved and said, "Shouldn't we
announce this?" and I was like, "No. I want to keep it under the radar as long
as we can and announce it when everything is in place.”

So that's what we were able to do,

"I went from being

but it wasn't easy. Participant
Media's Diane Weyermann got some b 0 dy who was
involved. I'd known her for years.

We've always wanted to work documenting a situation YOU MIGHT ALSO LIKE

together. She said, "OK, let's do ..

thisone" but then had totellher @10 @ political context to Take Hold in
Exclusive Angels &

bosses, "We're doing this film, but . . T ; - Airwaves Animated
there's not going to be a treatment be,ng p ulled into it. Short Trailer

orarough cut. You're just goingto | yiyra Poitras
have to trust us — me, Laura and

the filmmaking team that we'll L4
deliver." So she made a couple

Watch: Lucid Dreams

=% Keanu Reeves On Not
k.. Receiving More
Offers From
Hollywood: 'it Sucks’

visits over to Berlin to see the cut.
Radius came over. We did a screening with the New York Film Festival over

the summer with some redacted portions. Anyway, it was definitely an ; FOLLOW INDIEWIRE

unusual way to work but for source protection reasons we felt it was

important. g 8
] £ Download on the

READ MORE: Edward Snowden Speaks Out in 'Citizenfour Trailer . ¢ App Store

The film bri hol text to the extensi id
e film brings a whole new context to the extensive video Sitemap | About | Team | Advertise |

interview with Snowden that was published when he revealed his SnagFilms I Privacy ! Terms of Service

identity. You started recording him minutes after you'd met. But
what are some details from these encounters that we don't see in
the film?

I mean, we filmed a lot. There are many, many hours from Hong Kong and we
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<had to make choices. We couldn't show them all. That's just the nature of
filmmaking. Glenn does this initial lengthy first-day interview where he goes
into [Snowden's] whole backstory — working at the CIA, etc. It's
extraordinary, jaw-dropping, but with the structure of the film — we're in
Hong Kong for 50 or 60 minutes of the film, and we needed to move through
the days. We knew that we weren't going to cross-cut. We'd made this decision :
that each day we'd only show what was happening, because we wanted to
show the progression from this initial meeting, to publishing, to the impact
on Ed's family and his girlfriend when [the government] knocks on her door.
So we wanted to remain true to that sequence of events, in terms of how we
built the Hong Kong section. That interview with Glenn from the first day was
awesome, but we weren't going to cut it in later.

I 2 »

THIS ARTICLE IS RELATED TO: Features, Interviews, CITIZENFOUR, Laura Poitras,
Documentary, Edward Snowden

'COMMENTS
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Sins of Omission

Citizenfour is a fine documentary. Too bad the director glossed over some important details—and Edward
Snowden didn’t gloss over more.

By Fred Kaplan

Flash out-of-date: @

LAURA POITRAS’ EDWARD SNOWDEN DOCUMENTARY IS AFINE
FILM—EXCEPT FOR THE DETAILS IT OMITS

£ all | knew about Edward Snowden were his portrait in Laura Poitras’ documentary, Citizenfour, I'd probably regard him as a conscientious, brave

young man, maybe an American hero. But Poitras, a very talented filmmaker who flipped from journalist to collaborator in this story long ago,
has chosen to leave a lot out.

Snowden’s claim as a whistleblower, exposing the National Security Agency’s violations of civil liberties,

rests on some of the documents that he leaked, which reveal that the NSA's domestic surveillance was far

more extensive than anyone had imagined—and, in a few instances, conducted in defiance of orders from
FRED KAPLAN

the Foreign Intelligence Surveillance Court.
Fred Kaplan is the author of The
Insurgents: David Petraeus and
the Plot to Change the American
Way of War and 1959: The Year Americans.
Everything Changed.

However, many other documents—which he downloaded at the NSA facility in Hawaii and turned over to

Poitras and the Guardian's Glenn Greenwald in Hong Kong—go far beyond exposures of spying on

Judging from Snowden-derived stories in the Guardian and the Washington Post, some of these documents

also detail NSA intercepts of email and cellphone conversations by Taliban fighters in Pakistan;

assessments of CIA assets in several foreign countries; and surveillance of cellphone calls “worldwide”
that (in the Post’s words) allows the NSA “to look for unknown associates of known intelligence targets by
tracking people whose movements intersect.” In Snowden's first interview abroad, with the South China
Morning Post, he disclosed that the NSA routinely hacks into hundreds of computers in Hong Kong and China. Just last week a story co-authored by
Poitras in Greenwald’s new publication, the Intercept, revealed—again, based on Snowden-supplied documents—that the NSA has undercover

operatives in Germany and China.

Whatever you think about foreign intelligence operations, the NSA's core mission is to intercept communications of foreign governments and agents. If
Snowden and company wanted to take ‘down an intelligence agency, they should say so. But that has nothing to do with whistleblowing or

constitutional rights.

At one very interesting point in the film, Snowden tells Poitras and Greenwald, “Some of these documents are legitimately classified,” and their release

“could do great harm” to intelligence sources and methods. He adds, “l trust you'll be responsible” in handling them.
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\ This is what most baffles me about the whole Snowden case. What kind of whistleblower hands over a digital library of extremely classified documents
-on a vast range of topics, shrugs his shoulders, and says, I'll let you decide what to publish? He tells the two journalists that he’s “too biased” to pick and
choose himself. What does that mean? These are esoteric, in some cases highly technical documents; he’s in a better position to know their implications

than Poitras and Greenwald; certainly he could warn them, “Oops, I shouldn’t have included this one. It's really sensitive.”

In an Oct. 11 livestreamed interview, part of the New Yorker's annual festival, Jane Mayer asked Snowden if any of the stories inspired by his documents
went too far in divulging secrets. He replied, “It’s not my place” to render judgment. That’s not true: It's precisely his place to do that. It’s a gigantic
evasion to leak however many beyond-top-secret documents he leaked—some say tens of thousands, some say millions—and then abrogate all

responsibility for their circulation to the world.

Daniel Ellsberg, whom Snowden cites as a model, didn't riffle through every classified vault at the RAND Corp. and turn the stash over to the New York
Times for its editors to pick and choose. Elisberg had a goal: He wanted to end the Vietnam War. The Pentagon Papers—an official secret history of the
war, commissioned by Secretary of Defense Robert McNamara, replete with internal memos and documents—revealed the delusions that got us into
the war and the lies that perpetuated our involvement. Even so, Ellsberg did not Xerox or leak four volumes of the papers; he regarded them—they dealt

with ongoing peace negotiations—as legitimately secret.

Then again, maybe there’s no mystery here. Maybe Snowden’s intent, all along, was to take down the top-secret edifice, and his dissociation from

decisions on what to publish is a legal maneuver to quash his indictment under the Espionage Act, should he ever come home to face trial.

In the interview with Jane Mayer, Snowden said a few times that the secrets he spilled aren’t really very serious anyway. Regarding the NSA’s bulk
collection of metadata—the topic of the first several newspaper articles about the leaks—he claimed, “They’ve never stopped a single American

attack.”

His source for that claim was the December 2013 report by President Obama’s commission on NSA reform, whose members were given full access to
the agency’s personnel and documents. True, the report concluded that information gathered from metadata collection (under Section 215 of the
Patriot Act) “was not essential to preventing attacks and could readily have been obtained in a timely manner” using other methods. However, the-
report also noted that information gathered from foreign intercepts (under Section 702) “contributed in some degree” to halting 53 terrorist attacks.
“We are persuaded,” the report went on, “that section 702 does in fact play an important role in the nation’s effort to prevent terrorist attacks across the
globe.”

The claim about Section 702 would be moot if Snowden had leaked documents only about domestic surveillance, but he leaked documents about

foreign surveillance, too.

Then there’s the unavoidable issue of Snowden’s escape route: first to Hong Kong, then to Latin America via Moscow. (WikiLeaks arranged for the -
Russian leg of his travels.)* There are many more efficient routes from Hong Kong to Latin America than one that goes through Moscow. Snowden says
in the film that he hadn’t planned on stopping in Moscow, but the State Department canceled his passport, so, for 40 days, he was trapped inside

Sheremetyevo airport, before the Russian government granted him asylum.

. There are some problems with this scenario. First, if the Kremlin had wanted Snowden to leave, he could have
What kind of : o N :

. been issued a temporary visa, allowing him to leave the international transit lounge and board a plane. Second,
WhIStleblower the Russian newspaper Kommersant reported that, in the three days after the hotel interviews when Snowden
hands over went missing in Hong Kong, he was, for at least some of this time, inside the Russian Consulate. (The film says

- he went “underground” with the help of local lawyers.)
classified s P Y

documents on a Finally, Poitras does not show, for obvious reasons, the press conference that Snowden held in Moscow soon

vast range of e , _ :
. Venezuela, Bolivia, Nicaragua, and Ecuador—have my gratitude and respect,” he proclaimed, “for being the.
top 1CS and first to stand against human rights violations carried out by the powerful.”

S]'mp ]'Y -Shrugs It must be hard to read those words, and still defend Snowden as a bold defender of liberty, without hiding one’s
his shoulders?  icadinshame.

after the asylum was granted, thanking those who had supported him. “These nations—including Russia,

* % %
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o, how's the movie? For the first hour, it’s very entertaining. It begins with Poitras receiving an email from a “senior government official” who wants to
sﬁpply her with shocking secrets about U.S. intelligence. (Snowden, a 29-year-old contractor, was neither senior nor a government official, but who's
counting?) Then she and Greenwald meet him at his hotel room in Hong Kong, where they stay holed up for eight days, interviewing him and

sometimes just watching him shuffling across the room, looking out the window.

This is the heart of the film. Snowden comes off as an appealing character: smart, eloquent, eccentric, and self-centered (nothing wrong with that—
most whistleblowers are), and more than a little paranoid. (He covers himself with a blanket while typing a password on his laptop, to elude ... what? An

NSA camera hidden in the wall behind his bed?) Even though we all know how the story turns out, Poitras makes it suspenseful and gripping.

But after Snowden leaves the picture, the film drags. We see Greenwald driving around, giving speeches, some of them in seemingly fluent Portuguese,
which is impressive but also redundant and boring. Ditto for scenes with the Guardian’s editors and Snowden’s pro bono lawyers; they might be

interesting if they conveyed anything of substance, but they don't.

In the final scene, we see Snowden reunited with Poitras and Greenwald in the Moscow hotel room where, if ’'m not mistaken, NBC's Brian Williams
conducted his own shamefully softball interview with the spy who went into the cold.* Greenwald whispers news of a “second source” at the NSA, no
doubt inspired by Snowden’s example. But this source’s revelations, which spark oohs and ahs from Snowden, as if on cue, are nothing new at all. One of
them discloses that the decision chain for launching drone strikes goes all the way up to “POTUS” (the president of the United States). This has been

known for a long time.

Another of the disclosures is that 1.2 million Americans are under some stage of “watch.” The Intercept wrote about this in August. Reuters’ Mark
Hosenball wrote about it, albeit in less detail, in May 2013. And the existence, if not the precise scope, of the program—known as the Terrorist Identities

Datamart Environment, or TIDE, run by the National Counterterrorism Center—is cited in public government documents.

If Greenwald’s numbers are true (and let’s say they are), this is clearly an out-of-control program, all too typical of the tendency, among law
enforcement agencies everywhere, to mistake vast lists as a substitute for focused analysis. But it's not the case—as the scene at the end of the film

suggests—that these 1.2 million people are actually under active NSA (or FBI or CIA) surveillance.

Nonetheless, Snowden makes a valid point—that the existence of these programs, and the amazing technology that allows them, creates a potential for
abuse. Snowden makes the same point in the film. “If policy switches,” he says in the film, these programs—twisted in a certain direction—would make it

impossible for anyone to speak out against “state power.”

It's significant that Snowden prefaced his concern by saying, “If policy switches ... ” The policy is not so
TOD Comment twisted today. The Obama commissioners, cited by Snowden in a different context, wrote in their report that

they “found no evidence of illegality or other abuse of authority for the purpose of targeting domestic political
Snowden's first leak or two were
whistleblowing. The rest -- like ex-
posing the NSA wiretap on one of
Assad's servers -- have no human
rights dimension, and are pure
treason. More... enough (when they were later revealed), might have been very oppressive.

-Leif Leifnephewson [Mostly
Harmless] That’s one warning worth taking from Snowden’s disclosures. | wish that he'd left them at that.

activity.”

But potential abuse is a legitimate concern. Imagine if these programs had been around when Richard Nixon

was president or J. Edgar Hoover was FBI director. The violations of civil liberties, which were eye-opening

427 Comments JoinIn *Correction, Oct. 17, 2014: This article originally misstated that WikiLeaks planned Snowden’s entire escape route. It
is believed the organization only assisted with his trip to Moscow. It also misstated Tom Brokaw conducted the

interview with Edward Snowden in a Moscow hotel room. It was Brian Williams.
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- - €ase 1: l)7-cv-04595-BSJ BE@BE%WEMFH% 06/28/2007 Page 120 of 121

<1 1, 7\ l(’ﬂ e-El f‘%P P lCtme/ (prml: full name) heteby agree t0 ‘accept as 2 prior, oonditlon of my
being-employed by; or otherwise retained to perform serviges for, the Cential Intelligence Ageney, or for staff elements of
the-Director: of Central Intelligence (heréinafter collectively referred to as the “Ceéntral. Intellxgence Agency ", the -
obhgalmns ‘contained in tlns agreement.

‘2. I inderstand that in the couxse of my employment or other service with the Central Intelhgenee Agency I may be

. given access to information which is classified in accordance mth the standards set forth in Executivé Order-12356 as
= amended or superseded, or ther applicable Executi) ormiation which, if disclosed in an unduthorized
mariner, would jeopardize intelligerice activities of{the Uriite es(Savernment, I accept that by being gratited aceess to
such information I will be placed i in a position of spedtal codfide nﬁ- {ilftrust and become obligatéd to protect the informa-
tion. from unauthorized disclosure. o .

provide semces to the Central Intelligence Agencv, L
{r any of the followmg categories of informatxon or
Agency to recewe them:

: 8. Inconsideratién for being employed or- othetyiis
hereby’ agree that I will never dlsclose in any fo
materials, to .any person fiot authotized by the Centry

; emplovment or othier %}g with ‘the Cenh-al Intelh ce Agencv.

. b, mformatmn, or maE hich reveal information, classifiable pursuant to Bfden

..4. I understand<that th he
comldered by the Cefilys Inte EQits iy
authorized to recejve i 3 : .
"L, 5.Asa further. condftion of -the spexial me by the-@gtral Intelligence Agency, I

; fofmation or matefizls i_ncluding works of fictien

hereby agree to submit forgdeview: bythe Cek o y 2
which contain any mentioi of mtelligence d=EE] g' fibs, bnYeonfdn \data which inay“be based upon information
blicly or whlch Iha 2 tually prepated for public_

classified pursuant to ExecuH 1, 'd]scla 1
disclosure, eitlier during my mployment or other se ee'-&aglyth
prior fo dJscussmg it wifh 0 owmg it €6 & von x s ave access to i

i&disciosure untiM:have recexved written pesfai

. furfher agree that I will not
rory the ntral Intelligence

- )

6. II,,umf stondd hat'h ifpose of the review teseribe parapraph 5 is to give-th ‘J Ao ce' Agency an
-OpD! rtgml’l to ¥¢ > e mfo ms dtdrialsl whic ; j “i’ ély contain any
information w \l i8 Lx- > v tena]sIsubmlt .
and make a respynse Wime Wi ) ha tlfIdxspute e// txalclamlficahon
detem;inatmns khébasts § frony ublxc souri SN srdy be called upon to -

' speexficallv 1den - : y 1tse]f résult 1 il .’:/ permission to publxsh or

. (R A%
N3 3

7. I understand thet-allsiz E Sy employment or other service
thh the Central Intelligendo 7 W of this agreement are and will re-
tnain the property of the Umted Stat ‘ gl [t iy a errdls feflecting Such informatwn wluch .
may have come into my possession or foRwhich 1 afs 2 ok leybt Q £ i ! chent or other service with thie Cen-

e Central Intellxgence Agerg:v, or upon the conclusxon

. tral Intelligence Agency, upon demand by an appropii? r‘é‘ E!
i ency.

of my emiployment or other service with the Central afellid

8. I agree to notify the Central Intelhgence Agency immediately in the event that I am called upon by judicial or
congressional authorities to testify- about, or prowde, information which I have agreed herem not-to dxsclose.

. 9. I understand that nothing ‘contained in this agreement prohibits me fiom ) repox:t'mg mtelhgenée a‘bﬁvmes wluch I
consider to be unlawful or improper directly to the Intelligence Oversight Board established by the President ot to any
successor body which the President may establish. I recognize that there are also estabhshedp;qge_dj@iqsﬁmmg such

. mattersto the attention of the Agency’s Inspector General or to the Director of Central Intelligence. I further understand

_ that any information which I may report to the Intelligénce Oversight Board continues to be subjegt to this agreement for all
other purposes and that such reporting does not constitute public disclosure or declassification of that information.

FORM OBSOLETE PREVIOUS
11 368  evrmons
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sexvice with: the Central Intelligence Agency, I also understand that if I violate’ the: terms of this agreement, the United
- States Government may institute a civil proceeding to'seek compensatory damages.or other appropriate relief. Further, I
undeistand that the disclosure of information which I have agreed herein not. to -disclose can, in'some circumstances, -
- constituté a' criminal-offense. o

: 1L I understand that the United States Government may, pnor to any unautlmnzed dxsclosure wlnch is threa,tened by

,,phoose to apply to any appropriate court for an order enforcmg this agreement, Notln.ng in this agreement constitutesa
~raiver on “the part of the United States to institute g civil or criminal proceeding for any breach of this agreement. by me.
Notlnng in this agteement constitutes a waiver on my part of any possxble defenses I may have in eonnechen with either
cml or. criminal proeeedmgs which may be brought against me.

12 In addition to any other remedy to which the United States Government may become enhtled, 1 hereby assign to
the United, States Government all riglhits, title, and interest in any anid all royalties, remunerations, and emoluments that
l\aye ré‘sulted or will resn.lt or may result from' ‘any diyulgence, publication or revelation of information by me which is

. carded ot ih bréach of paragriph 5 of this .agreement or which mvolves information prolublted from disclosure by the

terms of this- agreement.

B kA | wideistind and accept that, unless I am provided a written release from this agreement or any portion of it by the
Director ‘of Central Intellizence or the Director’ s*representative, all the conditions and obligations accepted by mie in this
agréeinent apply both diring my emplovment or other service with the Central Intelhgence Agency, and at all Hmes
thereafter . AR B

14..1 understarid that the purprase of this agreement is to implement the reqpopsrbxlrhes of the Director of Central _
; Intelligenee particularly the responsxbxlxty to protect intelligenceisotrces and metliods; as specified in the National Security -
Act-of 1947, as amended.
15:.1 understand that nothiiig in this agreement limjts or otherwise affects- provisions of criminal or dther laws

protecting classified or intelligence information, including provisions of ‘the espilonage laws (sections 793, 794 and 798 of
Title 18, United Stites Code) and provlsxons of the Intelhgenee Identmes Protection Act ef 1982 (P L 97-200; 50U.8.C,

421 et -seq)

,136 chof the numbered paragraphs dnd lettered subparagraphs of this agreement is sevetable. If & court should fmd
«uy o the paxagraphs o snbparagraplls of tlns agreement to- be nnenforeeable. I undepstand that all- rematning prowslons' -

‘Foontifiaé fn fall force.
17 l; make this agreement in good farth, a.nd with no purpose of evasion.

‘Signature

. L . . K A . 4
e, e e . . - . - . . - . - .
coaeom omiie L . . .. . .
I X P s . . .

. Date .. -

i

N Pt

. The executxon of this dgreement was thnessed by the undersrgned, wbo aceepted iton, behalf of the Central Intelhgence
-Agerrcy asa prioi_ condmon of the emplovment or other service of the person whose signdture appears above. - '

WITNESS AND ACCEPTANCE L :
Sigﬂatum, L .- ' ’ : ::._. - l |
éﬁ;éde;léi - . ‘: B ”--‘ . T : - . ' . . ) . -'--'_‘ .
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ORLD CANADA

U.S. cloud firms could lose $35 B due to
Snowden leak: Study

hirty five billion dollars - that's the amount United States-based cloud

providers are likely to lose within the next three years from the fallout of

revelations that federal security agencies were collecting metadata from
American technology companies.

European cloud providers can exploit the privacy issues raised by the blown National
Security Agency’s Prism mass surveillance program to win over more customers and
eventually wrest from U.S. firms their cloud computing leadership, according to report
released by the Information Technology and Innovation Foundation (ITIF).

“The impact of Prism on U.S. companies may be particularly acute because cloud
computing is a rapidly growing industry,” wrote Daniel Castro, author of the report. “...
Rival countries have noted this opportunity and will try to exploit it.”

Europeans are “trying to edge out” American from their leadership in the global
enterprise public cloud computing market which is poised to become a $207 billion by
2016, he said.

http:/ /www.itworldcanada.com/article/u-s-cloud-firms-could-lose-35-b-due-to-snowden-leak-study/ 83949 Page 1 of 3
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RELATED CONTENT

Snowden gets asylum in Russia
Metadata more revealing than content: Ontario privacy chief

Earlier this year, former NSA security contractor Snowden leaked to the media that
U.S. intelligence agencies are secretly empowered by law to compel American '
companies to release metadata on their customers’ phone and online
communications. The NSA said data gathered through Prism had been instrumental in
thwarting terrorist attacks.

Snowden has fled the U.S. and is now in asylum in Russia where he has received
several job offers.

Castro said just how much business cloud providers south of the border might lose
due to Prism is still unclear but it is possible that U.S. firms might have to forego
anywhere from $21.5 billion to $35 billion by 2016.

Castro wrote that data on which he based his assumptions are “still thin” and that the
situation is still developing and likely to change.

Even as the ITIF report about Prism’s impact on U.S. cloud providers began
circulating in the media, Silent Circle, a U.S.-based encrypted email service, said on
Friday that it was shutting down. The company also offers Silent Phone, an encrypted
mobile video and voice service, Silent Text, an encrypted business document service
and Silent Eyes a secure teleconferencing platform.

In an email to its customers, the firm said it went to business to offer secure
communications services to people has “reconsidered this position” in the light of the
government’s surveillance actions and the recent closure of Lavabit. Silent Text said it
has not been subpoenaed and has not received any warrants but “We see the writing
on the wall, and we have decided it is best for us to shut down Silent Mail now.”

Lavabit is another encrypted email service provider. It was reportedly used by
Snowden. Lavabit’s owner said he was shutting his company to prevent being
“complicit in crimes against the American people.”

The Lavabit and Silent Circle closures reflect concerns of email providers about the
U.S. Foreign Intelligence and Surveillance Act which empowers federal agencies to
collect customer data from businesses. The act also comes with a gag order that
prevents service providers from discussing in public the order for the disclosure of
customer data.

Europe-based cloud providers have in the past used U.S. government actions to their
advantage said Castro.

"One tactic they used before the Prism disclosures was to stoke fear and uncertainty
about the U.S.A. Patriot Act to argue that European businesses should store data
locally to protect domestic data from the U.S. government,” said Castro.

He quoted Reinhard Clemens, CEO of Deutsche Telekom as saying in 2011 that laws
requiring American firms to hand over customer data to government agencies couid
be an advantage to the Deutsche Telekom: “Certain German companies don’t want
others to access their system. That’s why we’re well positioned if we are to say we're
a European provider in a European legal sphere and no American can get to them.”

After the Prism scandal broke out German Interior Minister Hans-Peter Friedrich said:
“whoever fears their communications is being intercepted in any way should use
services that don‘t go through American servers.”

http: //www.itworldcanada.com/article/u-s—cloud-firms-could-lose-35-b-due-to-snowden-leak-study/83949 Page 2 of 3
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Castro pointed out that a 2013 survey by the Informa Cloud World Global Insights
survey found that 71 per cent of its respondents considered the U.S. to be the leader
in cloud computing usage and innovation. However, other countries are catching up.

Of the $13.5 billion in investments in cloud computing that service providers made in
2011, $5.6 billion came from countries outside North America.

In order to preserve its global cloud computing leadership, Castro recommends that
the U.S. government set the record straight about “what information it does and does
not have access to” and how its level of access compares to those of other countries.

He said this would require declassifying information about Prism.

Castro also said the government should establish clear international transparency
requirements that cover U.S.-based and non U.S.-based companies and disclosure of
data to both domestic and foreign governments.

“Many of the economic benefits of cloud computing, such as job growth and revenue,
are dependent on the United States being able to export cloud computing services,”
he said. “...It is clear that if the U.S. government continues to impede U.S. cloud
computing providers, other nations are more than willing to step in to grow their own
industries at the expense of U.S. businesses.”

Read Now!

http://www.itworldcanada.com/article/u-s-cloud~firms-could-lose-35-b-due-to-snowden-leak-study/83949 Page 3 of 3
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# NEWS « HONG KONG

Edward Snowden: US government has been
hacking Hong Kong and China for years

Former CIA operative makes more explosive claims and says Washington is ‘bullying’ Hong Kong
{o extradite him

Lana Lam PUBLISHED : Thursday, 13 June, 2013, 12:50am

UPDATED : Friday, 14 June, 2013, 4:05am
@ SHARE

] [

US whistle-blower Edward Snowden yesterday emerged from hiding in Hong
Kong and revealed to the South China Moming Post that he will stay in the § Print

city to fight likely attempts by his government to have him extradited for
leaking state secrets.

In an exclusive interview carried out from a secret location in the city, the
former Central Intelligence Agency analyst also made explosive claims that
the US government had been hacking into computers in Hong Kong and on
the mainland for years.

At Snowden’s request we cannot divulge details about how the interview was
conducted.

http://www.scmp.com/news/hong-kong/article/12 59508/edward-snowden-us-government-has-been-hacking-hong-kong-and-china

Page 1 of 3
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1 HKU law professors hit back against

pro-Beijing press ‘political interference’
attacks (/news/hong-
kong/article/1710973 /hku-law-professors-hit-

2 ‘The door is not important’: priceless
response of Chinese passenger held for
opening emergency exit

(/news/china/article/1710013/chinese-man-
jailed-10-days-after-opening-emergency-exit-
aircraft-airport)
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A week since revelations that the US has been secretly collecting phone and
online data of its citizens, he said he will stay in the city “until | am asked to
leave”, adding: “I have had many opportunities to flee HK, but | would rather
stay and fight the US government in the courts, because [ have faith in HK’s
rule of law.”

(/news/hong-kong/article/1710649/hong-kong-
air-pollution-levels-set-remain-high-until-
weekend)

— 5 China ‘not ready to win wars d§§pﬂg

P (L&w&/h_og e PLA modernisation, says US report

ke _o_gLamc_q/msgggg/_ed : (/news/china/article/1710717/china-not-r
ward-snowden-let-hong- win-wars-says-us-report)

In a frank hour-long interview, the 29-year-old, who US authorities have
confirmed is now the subject of a criminal case, said he was neither a hero nor
a traitor and that:

kgngmnla—.dss:@&.mk
« US National Security Agency’s controversial Prism programme extendsto ~ fael ~* ;
people and institutions in Hong Kong and mainiand China; 'M:bb_ﬂ :
* The US is exerting “bullying” diplomatic pressure on Hong Kong to extradite 'M&m—w‘iﬂl :
him; 1ls SCMP: 'Let
¢ Hong Kong's rule of law will protect him from the US; * Hong Kong people
* He s in constant fear for his own safety and that of his family. . decide my fate'
‘ ,(/news/hg g SO
Snowden has been in Hong Kong since May 20 when he fled his home in Kone/articl [1250422 _ed'

Hawaii to take refuge here, a move which has been questioned by many who
believe the city cannot protect him. i

“People who think | made a mistake in picking HK as a location misunderstand - s
123un 2013 = 10:31pm

my intentions. | am not here to hide from justice, | am here to reveal
criminality,” he said.

Snowden said that according to unverified documents seen by the Post, the
NSA had been hacking computers in Hong Kong and on the mainland since
2009. None of the documents revealed any information about Chinese military .
systems, he said. (/news/Hong:

One of the targets in the SAR, according to
Snowden, was Chinese University and public 5 . .
officials, businesses and students in the city. I'm neithet: trator
The documents also point to hacking activity nor hero. I'm an

by the NSA against mainland targets. American bul _g
Snowden believed there had been more than : -MMQM
61,000 NSA hacking operations globally, with hundreds of targets in Hong E Edesnm §
Kong and on the mainland. {/news/hong- S
“We hack network backbones — like huge internet routers, basically — that give _'hinston-bullyine-hong-
us access to the communications of hundreds of thousands of computers ng-exiradite-me-says- -
without having to hack every single one,” he said. . Ward—§nowdg n)
1am
Ahitps/iwww. semp. convsitesidefaultfiles/2013/06/13/chinese_universityipg) 0000 Siiiesiedecsiedbebeis

“Last week the American government happily operated in the shadows with no
respect for the consent of the governed, but no longer. Every level of society is =}
demanding accountability and oversight.” :

Snowden said he was releasing the information to demonstrate “the hypocrisy (/news/hong-

of the US government when it claims that it does not target civilian ; _QngLamslg/.Lzsazﬁsﬂmn
infrastructure, unlike its adversaries”. e kone-marche S
“Not only does it do so, but it is so afraid of this being known that it is willing to = .&VMM
use any means, such as diplomatic intimidation, to prevent this information m’d : .
from becoming public.” ﬂgggﬁmgm
support of Edward
Since the shocking revelations a week ago, Snowden has been vilified as a Snowden set for
defector but also hailed by supporters such as WikiLeaks’ Julian Assange. mﬂmm&f
kong/article/i259265/hon
“I'm neither traitor nor hero. I'm an American,” he said, adding that he was " grkong:march-support:
proud to be an American. “I believe in freedom of expression. | acted in good  ::edward-snowden-set-
faith but it is only right that the public form its own opinion.” saturday) :

123un2013 i
Snowden said he had not contacted his family and feared for their safety as & i o

well as his own.

“I will never feel safe.

“Things are very difficuit for me in all terms, but speaking truth to power is

http:/ /www.scmp.com/news/hong-kong/article/ 1259508/edward-snowden-us-government-has-been-hacking-hong-kong-and-china Page 2 of 7
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never without risk,” he said. “it has been difficult, but | have been glad to see
the global public speak out against these sorts of systemic violations of
privacy.

“All | can do is rely on my training and hope that world governments will refuse
to be bullied by the United States into persecuting people seeking political
refuge.”

Asked if he had been offered asylum by the Russian government, he said: “My
only comment is that | am glad there are governments that refuse to be
intimidated by great power”.

The interview comes on the same day NSA chief General Keith Alexander
appeared before Congress to defend his agency over the leaks. it was his first
appearance since the explosive revelations were made last week. Alexander’s
prepared remarks did not specifically address revelations about the Prism
program.

Snowden's revelations threaten to test new attempts to build US-Sino bridges
after a weekend summit in California between the nations' presidents, Barack
Obama and Xi Jinping.

If true, Snowden's allegations lend credence to China's longstanding position
that it is as much a victim of hacking as a perpetrator, after Obama pressed Xi
to rein in cyber-espionage by the Chinese military.

Tens of thousands of Snowden’s supporters have signed a petition calling for
his pardon in the United States while many have donated money to a fund to
heip him.

“I'm very grateful for the support of the public,” he said. “But | ask that they act
in their interest — save their money for letters to the government that breaks
the law and claims it noble.

“The reality is that | have acted at great personal risk to help the public of the
world, regardless of whether that public is American, European, or Asian.”

The US consulate in Hong Kong could not be contacted yesterday on a public
holiday.

?ggutg'ghma Mor nin Eilg 9592/14/15 Page 3 of 3

kong/article/1259471/edw
e cgﬁ;gg't-’myv—ﬁ ﬁ:ﬂx[v .
‘Edward Snowden: T
. dare not contact my
: : fgmﬂy _([vne'ws[hong- v

 contact-my-family)
T42.Jun 2013 11:41pm
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The numbers game:
mathematicians and
NSA
(/news/world/article/1711
366/numbers-game-
mathematicians-and-nsa)
13 Feb 2015 - 3:3%9am

Chlna dlsrmsses
accusations it stole F-
35.stealth fighter
plans as ‘groundless’
(/news/china/article/1681
847/snowdon-documents-
reveal-china-stole-plans-f-
35-fighter-jet-be-used-us)
19 Jan 2015 - 12:34pm

'Russia's great' and I

am sober, Snowden
says about his life in

the country.
(/news/world/article/1678

239/russias-great-and-i-
am-sober-snowden-says-
about-his-life-country)

11 Jan 2015 - 6:28am

NSA executives
objected to
programme before
Edward Snowden’s
disclosures
(/news/world/article/164,
4393/nsa-executives-
edward-snowdens-
disclosures)

20 Nov 2014 - 11:54am

Joseph Gordon-Levitt
to play Edward
Snowden in Oliver
Stone film
(/news/world /article/1637
263/joseph-gordon-levitt-
play-edward-snowden-

http:/ /www.scmp.com/news/hong-kong/article/ 1259508 /edward-snowden-us-government-has-been-hacking-hong-kong-and-china
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

)

UNITED STATES OF AMERICA, )
Plaintiff, Civil No. 10-765
VS. June 15, 2011
ISHMAEL JONES,
A pen name )
| Defendant.

REPORTER'S TRANSCRIPT
MOTIONS HEARING

BEFORE : THE HONORABLE GERALD BRUCE LEE
UNITED STATES DISTRICT JUDGE

APPEARANCES :

FOR THE PLAINTIFF: OFFICE OF THE U.S. ATTORNEY
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FOR THE DEFENDANT: LECLAIR RYAN
BY: LAURIN MILLS, ESQ.
C. MATTHEW HAYNES, ESQ.

OFFICIAL COURT REPORTER: RENECIA A. SMITH-WILSON, RMR
: U.S. District Court
401 Courthouse Square, 5th Floor
Alexandria, VA 22314
(703)501-1580
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(Thereupon, the following was heard in open
court at 10:04 a.m.)

THE CLERK: 1:10 civil 765, United States of
the America versus Ishmael Jones, et al.

Would counsel please note your appearances
for the record.

THE COURT: Good morning.

MR. MILLS: Good morning, Your Honor. Laurin}
Mills and Matt Haynes on behalf of Mr. Jones.

THE COURT: Good morning.

MR. MIKOLASHEK: Good morning, Your Honor.
Kevin Mikolashek from the U.S. Attorney on behalf of the
United States. Joining me, Your Honor, is Anna Peckam
from the Agency. Also joining me is a Marcie Berman fromP
the DOJ civil division.

Ms. Berman has been admitted pro hac vice and]
with the Court's permission will be delivering the
arguments in this case.

THE COURT: A11 right. Ms. Berman, you may
proceed.

It's always helpful at the outset to tell me
what the issue is.

MS. BERMAN: Absolutely, Your Honor. Good
morning.

THE COURT: Good morning.

RENECIA A. SMITH-WILSON, RMR, CRR
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MS. BERMAN: The issue on the Government's
motion today is whether there are any material facts in
dispute precluding summary judgment as to Mr. Jones'
liability for breaching his secrecy agreement, and the
answer to that question 1is no.

It is uncontroverted in this case that
Mr. Jones signed a secrecy agreement that required him tor
submit his manuscript for prepublication review and that
required him not to publish it unless and until he
received the Agency's written approval.

It is also uncontroverted that Mr. Jones
submitted a manuscript to the prepublication review
process and that the Agency denied him permission to
publish the manuscript.

THE COURT: What remedy, if any, did he have
following the denial by the Agency of his request for
publication?

MS. BERMAN: I'm sorry. What was the
beginning of your question? |

THE COURT: What remedy, if any, did
Mr. Jones have when the Agency denied his request for
permission to publish his book?

MS. BERMAN: Your Honor, Mr. Jones had the
remedy of coming into federal court and seeking judicial

review of that PRB decision. That is a remedy that has

RENECIA A. SMITH-WILSON, RMR, CRR
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been in existence since the Marchetti case, and he
clearly had it available to him, and he did not pursue
it.

THE COURT: So, is there any question that hel
went on and published the manuscript?

MS. BERMAN: There is no question that he
went ahead and published the manuscript.

THE COURT: Al1 right.

MS. BERMAN: That's correct. That is
completed admitted.

In fact, in the book itself, Mr. Jones boosts
about the fact that he published it against the expressed]
denial of approval from the Agency. So, it's definitely
not in dispute.

Mr. Jones' defenses in this case that he has
raised are meritless. Whether the book contains
classified information is irrelevant to Mr. Jones'
1iability for breaching his contract.

THE COURT: Does the agreement require
nondisclosure of only classified information? Doesn't
the law require you not disclose classified information?

MS. BERMAN: Your Honor, the cases that have
held that have based it on the author's First Amendment
rights. It's not a contractual obligation.

It's -- there's nothing in the agreement that

RENECIA A. SMITH-WILSON, RMR, CRR
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requires the Government to only deny approval of
classified information. That's a First Amendment right
that the courts have found to exist for the authors.

And so, Mr. Jones' argument that he's raised,
his defense that the Government breached the contract
first by denying permission of what he claims to be
unclassified information is absolutely meritless.

There's nothing in the contract that requires|
that. Al1 the cases have held it's a First Amendment
right. A1l of those courts would have been required by
the Doctrine of Constitutional Avoidance to find it in
the contract if it existed rather than to reach out and
base their decisions on the First Amendment.

And, a further reason for rejecting this
defense, Your Honor, is that it really would nullify the
force and effect of the secrecy agreement and be entirely
contrary to the Snepp case. Because if this defense
exists, then an author can simply submit a manuscript for
a prepublication review, get in -- once it's denied, the
author would -- could contend, 1ike Mr. Jones 1is doing
here, that that's a complete defense and excuses
compliance with the secrecy agreement.

The author would go ahead, publish the book.
You'd have the unauthorized disclosure of potentially

classified information that the courts have held, you

RENECIA A. SMITH-WILSON, RMR, CRR
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know, can't happen. And there would be -- and the Unitedi
States would not be able to even sue for breach of
contract because, as Mr. Jones 1is claiming, it would be a
complete defense. And so that defense should definitely
be rejected.

Your Honor, so the essential facts here are
uncontroverted, and the harm to the Government is also
uncontroverted.

You know, in the Snepp case, the Court found
that the Government had been irreparably harmed by the
unauthorized publication of Mr. Snepp's book.

And here, you know, we rely on that holding.
We also submitted a declaration establishing the harm in
this case. And in fact, the harm is clearer here than it
was in Snepp because here we have a covert officers whose|
affiliation with the Government, with the CIA remains
classified to this day, who published a book about his
experiences, you know, as an officer operating under what
he called deep cover when the CIA expressly denied him
permission to do so.

THE COURT: A1l right, I think I understand
your position.

MS. BERMAN: Thank you.

THE COURT: Let me hear from the other side

and I'11 give you a chance to respond.

RENECIA A. SMITH-WILSON, RMR, CRR
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MR. MILLS: Good morning, again, Your Honor.

THE COURT: Good morning.

MR. MILLS: Your Honor, the issue in this
case is whether the Government can enforce a contract
that it breached first. And the rule under Virginia law
and under federal law is that it cannot.

That is a legitimate defense to the contract,
and he has a First Amendment right to be able to publish
nonclassified information.

He did not waive his First Amendment rights
by entering into this agreement. And the secrecy
agreement itself, which is Exhibit A to the complaint, I
refer the Court to the final paragraph -- the final
sentence of paragraph eleven which says, "Nothing in this
agreement prevents -- constitutes a waiver on any part of
any possible defense I may have in connection with either
civil or criminal proceedings which may be brought
against me".

So, there is a no waiver provision of any
defense. Prior breach is an unquestionable defense under
Virginia law --

THE COURT: What do you say is the prior
breach, Mr. Mill1s?

MR. MILLS: What happened here, Your Honor,

is that Mr. Jones is a man who spent his entire career 1in

RENECIA A. SMITH-WILSON, RMR, CRR
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the government, in the Marines and then 15 years as a
covert officers. This is a guy who follows the rules.

THE COURT: My question was what was the
breach?

MR. MILLS: The breach was, he went
through -- unlike Snepp and Marchetti, he went through
the prepublication review process for 18 months. He
submitted his manuscript multiple times. And if I may --

THE COURT: And my understanding is that they
gave it back to him with some feedback and he made
another submission. Is that right?

MR. MILLS: He made multiple submissions and
this is the final feedback. And if I can ask the court
security officer to hand this up. This is the -- this is
the final feedback he got from the Government.

THE COURT: So, is it your view that when he
was unhappy with the response he had a right to publish
it? That was the end of the process?

MR. MILLS: No, that's not what happened
here.

THE COURT: No, my question was very precise.
He had a right to come into federal court to challenge
the Agency's denial of prepublication; is that right?

MR. MILLS: That's certainly one of his

option.

RENECIA A. SMITH-WILSON, RMR, CRR
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THE COURT: That was a legal right he had, 1is|
that right?

MR. MILLS: That's correct.

THE COURT: He did not exercise it?

MR. MILLS: No, he exercised his option.
This is a contract. This is a contractual agreement.
It's the same -- he has the same right if you hired
someone to paint your house.

THE COURT: This is not 1like painting your
house.

So you're saying that he submitted for
prepublication review multiple times. He was unhappy
with the result.

Rather than complete the process by bringing
a Jawsuit in federal court, he unilaterally made the
decision to release the book on his own; is that right?

MR. MILLS: I think after 18 months of going
through the process, with them denying him the right to
publish anything but footnotes, as you'll see in the
exhibit I handed up and going six months through an
appeal process where the Government's own regulations say
they're supposed to complete it in a month, he exercised
his rights under the First Amendment to publish this.

THE COURT: So, then your view is that the

First Amendment is self executing, that covert agents can|

RENECIA A. SMITH-WILSON, RMR, CRR
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11
1| make their own judgment to publish despite the Agency's
2| denial of that request while they're in the process of
3| reviewing the publication; is that right?
4 MR. MILLS: Your Honor, he takes a risk by
5{ doing that. And --
6 THE COURT: Well, all agents take a risk by
71 doing that, don't they?
8 MR. MILLS: That's correct and --
9 THE COURT: So then the agreement would have

10| no effect if the effect of it could be that the agent on

11| their own could just decide to release the book; is that

12| right?
13 MR. MILLS: That's not true, Your Honor.
14 THE COURT: Well, help me with what was the

15| Agency supposed to do under this circumstance where he

16 | unilaterally released the book. There was no chance now
17| to further review it, to give him any additional

18 | feedback? So, what was the Agency to do now?

19 MR. MILLS: The Agency should do exactly what
20| it's doing here. Is that if it thinks that he -- that

21| he -- that they denied him the right to publish

22| legitimately classified information, they have one --

23 | they have two choices. They can prosecute him criminally
24 | because it's a crime to do that. Or second they can do

25| what they're doing here in an attempt to impose a

RENECIA A. SMITH-WILSON, RMR, CRR
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constructive trust. And so, they can do that.

If he had gone to federal court, we would be
having the same issue we're having now, justify whether
it's classified or not. When --

THE COURT: Well, it is your view that the
secrecy agreement only affects classified information?

MR. MILLS: Absolutely.

THE COURT: Only classified information?

MR. MILLS: The way the secrecy agreement is
written is a 1ittle bit convoluted. It say you can't
publish in derogation of an executive order that is
listed in there.

Now, I can't find the executive order
anywhere. I think the executive order is classified.
But every case that's ever talked about it has said that
you can only published classified information.

But, you can only --

THE COURT: Say it again.

MR. MILLS: The executive order referenced in

the secrecy agreement says you can't publish anything
that's 1in violation of this executive order.

I have not been able to find online anywhere
this executive order, and the Government has never
submitted it as part of the papers in this. So, I

believe the executive order itself is classified, but I

RENECTIA A. SMITH-WILSON, RMR, CRR
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can't swear to that.

But, the way the courts have interpreted this
agreement it's been multiple times, is that the
Government can only deny him the right to publish what's
classified. And, in fact, that's what the Agency's own
regulations say.

THE COURT: A1l right. Well, in this case,
there's no dispute about the fact that he submitted the
item for prepublication review; is that right?

MR. MILLS: That's correct.

THE COURT: And there's no dispute of fact
that he decided to publish it without Agency permission.

MR. MILLS: That's correct. After 18 --

THE COURT: Al1 right. So, this is a pure
legal question then on the issue of your defense, that is
whether the Government breached the agreement by failing
to approve of his request to publish his manuscript.

MR. MILLS: No, I think it's a factual issue
about whether the -- whether the -- whether anything in
this very long book was legitimately classified. And, we]
have more than enough facts to get to a jury on that
issue of a bad faith denial here because we have multiple]
denials. He comes back and says tell me what's
classified. I will take it out. They say you can't

publish any of it other than a couple of footnotes and

RENECIA A. SMITH-WILSON, RMR, CRR
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harmless anecdotes.

You can open this book to any page in the
book and you can't find anything that's remotely
classified. This is a book that is --

THE COURT: How would I know that? How would|
I know what's classified and what's not? How would the
jury know that?

MR. MILLS: The -- the jury -- you know --
I'11 give you an -- I'11 give you an example.

THE COURT: If you would answer my question
it would be very helpful. How would the jury know what's
classified or what's not?

MR. MILLS: Because it's obvious from the
context of the book. He's talking about an excursion he
has to a bar in Bangkok with a friend of his. There's
nothing remotely classified about it. He talks about
a --

THE COURT: I understand what you just said,
but as a judge who has had cases involving classified
information, I'm sure you realize that there is the 1issue)
of classified documents. And then there's also the issue
of revealing means and methods of intelligence gathering.
Are you familiar with that doctrine as well?

MR. MILLS: I am, Your Honor.

THE COURT: So, would you agree that a covert

RENECIA A. SMITH-WILSON, RMR, CRR
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1| agent who has contacts with an operative in a foreign

2 | country revealing his or her identity and the identity of
3| others that they're interacting with in a covert

4| 1intelligence gathering operation might expose that

5| individual's family, not the agent, but the person that
6| they're dealing with to some personal risk? Would you

7| agree with that?

8 MR. MILLS: I think in the right context, I
9| do, Your Honor.

10 THE COURT: Well, let me do this. I think I
11 | understand your position.

12 If -- your argument is that, one, that the
13| Agency breached the agreement by not approving the book,
14| correct?

15 MR. MILLS: Correct.

16 THE COURT: A1l right. I think I understand
17| your position.

18 MR. MILLS: 1I'd like to make just a couple
19| more quick points.

20 THE COURT: If you would just sum up, it

21| would be very helpful to me.

22 MR. MILLS: Yes. This isn't the first 1in

23| this 1ine of cases. In the Snepp and Marchetti cases,
24 | both of which were brought in this court and both of

25| which involved factual scenarios where the agents didn't

RENECIA A. SMITH-WILSON, RMR, CRR
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even bring it to the prepublication review board, they
were allowed discovery to present their defenses.

And in fact, in Snepp, not only were they
allowed what the Court characterized as extensive
discovery, we had live testimony from Stansfield Turner
and Richard Colby, the current and former CIA director in|
that case on facts not nearly as egregious as you have
here.

So the Government is asking you to do
something that has never been done before. We are
entitled to discovery to assert a defense recognized
under Virginia law.

Second, the Government hasn't met their
burden. Al1l they have done -- they have submitted an
affidavit from a woman named Mary Ellen Cole. She's not
tendered as an expert. She's not been qualified as an
expert for anything. Al1 she has done is assert
nonexpert opinion testimony and speculation and basically
crib quotes from the Snepp case as a basis for showing
irreparable harm.

If the Government is going to establish
liability and it has to do by clear and convincing
evidence here, it has to put on at Teast some admissible
evidence.

And the Mary Ellen Cole affidavit is not even)

RENECIA A. SMITH-WILSON, RMR, CRR
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admissible, Your Honor. It is nothing but nonexpert
speculation, and it's not admissible. We're entitled to
discovery, to assert our defense.

The Government breached first. This is an
egregious case where they repeatedly denied him. They
sat on this appeal for six months during an election
year. And he made a gutsy call and took a risk to
publish this on the basis that he knew there was nothing
classified in it, Your Honor.

THE COURT: Thank you.

Anything further?

MS. BERMAN: Yes, Your Honor. Excuse me,
just a few points in summary.

There are no material facts in dispute here
on which to conduct discovery. The -- Mr. Jones is not
entitled to discovery unless there are any material facts
on which he would be conducting them.

The harm in this case is self evident. And
the Cole declaration is perfectly admissible, and she is
perfectly competent to testify in the matters that she
testified.

Your Honor, Mr. Jones' counsel referred to
Mr. Jones taking a risk -- assuming the risk by
publishing his book. Well, respectfully, the risk is to

the Government, and the Government's -- and to the

RENECIA A. SMITH-WILSON, RMR, CRR
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release of classified sensitive information. That's what
he took. And he should not be able to execute -- to put
that risk to the Government without any consequences.

THE COURT: Thank you.

MS. BERMAN: Thank you, Your Honor.

THE COURT: Let the record reflect this
matter is before the Court on the defendant's motion for
partial summary judgment as to liability. And this 1is a
case as we've heard involving the publication of a
manuscript that was not approved by the Agency in
prepublication review as required by the secrecy
agreement.

So the issue is whether the Court should
grant the Government's motion for summary judgment as to
liability where the plaintiff signed a secrecy agreement
which is attached to the complaint as Government Exhibit
A.

And, the Agency required under the secrecy
agreement that the plaintiff obtain written permission
from the Central Intelligence Agency's publication review
board prior to publishing any work. And the plaintiff
did not secure Agency approval prior to having his book
published.

The facts are not in dispute, it seems to me.

Plaintiff admits that he was signatory to the secrecy

RENECIA A. SMITH-WILSON, RMR, CRR
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agreement. He did prepare a manuscript which he
submitted to the publication review board mulitiple times,
and he was given feedback from the Agency about what was
publishable and what was not.

His opinion is that the Agency's refusal to
approve publication of his book was unreasonable and
deprived him of his rights under the First Amendment, and|
he decided to publish the book without securing Agency
approval .

I don't think that this is really a very
difficult question. I think the Snepp case would control
here. It seems to me that where he signed a binding
secrecy agreement that prevented from publishing any
materials prior to receiving written consent, that under
Snepp this 1iability for the Government has been
established.

His signing a secrecy agreement does not
violate his First Amendment rights. And his claim that
the Court should deny summary judgment because of genuine]
issue of fact about whether the plaintiff's counterclaim
alleging First Amendment violations creates a genuine
issue of fact for trial.

It seems to me that the judgment that he
exercised at some risk, according to his own counsel, to

publish a matter without securing Agency approval does

RENECIA A. SMITH-WILSON, RMR, CRR
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not demonstrate that the Government breached the contract
first because plaintiff acknowledges that under the
process in effect that once the prepublication board
denied his request for publication, that he had a remedy
and that remedy was to come to U.S. District Court and toj
pursue a claim to have the Court determine if the
Agency's withholding of permission was unreasonable.

Not having exercised that right, I do not see€
how the Government could be held 1iable for breach when
they were pursuing the process as set forth in the
agreement.

So, I am first of all holding that the Snepp
case controls here. They're both -- Snepp was an agent
and so is this plaintiff. They both signed secrecy
agreements. They both failed to adhere to them knowing
what they were -- the agreement said.

I don't think any discovery is necessary
because the plaintiff admits that he published without
the permission.

And the issue of whether the Government
breached first because of some sham appellate review, the|
process was never over. And, his judgment to go forward
without the completing -- pursuing his remedies before
the court was the breach. It was not the Government's

breach. The Government was carrying out it's agreement.

RENECIA A. SMITH-WILSON, RMR, CRR
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So, for those reasons, it is the -- the case
is also very similar to Marchetti, but I don't think we
needs to go as far as Marchetti. 1 think that Snepp is
sufficient.

Motion for summary judgment for the
Governmentlis granted, and the case will be dismissed as
it relates to his claim, counterclaim. So, partial
summary judgment liability is granted.

What remains to be done is the issue of what
remedy the Government is entitled to because of the
breach of secrecy agreement.

Thank you. You all are excused.

(Proceeding concluded at 10:24 a.m.)

RENECIA A. SMITH-WILSON, RMR, CRR
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CERTIFICATE OF REPORTER

I, Renecia Wilson, an official court
reporter for the United State District Court of Virginia,
Alexandria Division, do hereby certify that I reported by
machine shorthand, in my official capacity, the
proceedings had upon the motions in the case of United
States of America vs. Ishmael Jones, a pen name.

I further certify that I was authorized and

did report by stenotype the proceedings and evidence in

said motions, and that the foregoing pages, numbered 1 to
21, inclusive, constitute the official transcript of said
proceedings as taken from my shorthand notes.

IN WITNESS WHEREOF, I have hereto subscribed|
my name this 29th day of June, 2011.

/s/

Renecia Wilson, RMR, CRR
Official Court Reporter
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UNITED STATES DISTRICT COURT

DISTRICT OF KANSAS

EDWARDS, HORACE B., etal )
Plaintiff(s), )
)

V. ) Civil Action No.2:14-CV-2631
)
SNOWDEN, EDWARD JOSEPH, et al )
Defendant(s) )

AFFIDAVIT OF DAVID B. SMALLMAN

WITNESSETH:

I, DAVID B. SMALLMAN, having been duly sworn do hereby declare as follows:

1. I submit this Affidavit (“Affidavit”) in connection with the above-
captioned action. I am over eighteen years of age and am a citizen of the United States.
I make this Affidavit based upon personal and public knowledge. Unless indicated
otherwise, I have personal knowledge of the facts stated herein, either based upon
personal, firsthand experience or by having reviewed documents that have refreshed my
recollection of facts known to me, and, if called as a witness, would competently testify
thereto.

A. GENERAL SUMMARY

2. I am an attorney admitted and licensed to practice law in the State of New
York and State of Connecticut, and am admitted to practice before numerous Federal
District and Appellate Courts as well as the United States Supreme Court. My business
address is 276 Fifth Avenue, Suite 805, New York, New York, 10001.

3. I submit this Affidavit because I have personal knowledge of facts, which
I believe will be helpful to this Court in evaluating certain issues in dispute between the

parties. As described more fully below, based on my years of experience providing legal
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services to certain individuals in the intelligence community who have created books,
films, and other materials relating to their professional experiences, I am aware of a
number of the customary and required means by which such works are approved for
publication by the United States government. Moreover, based on my personal
interactions with individuals involved in the production of the instant film,
CITIZENFOUR, which I viewed on October 10, 2014 at its premiere at the New York
Film Festival, I have personal knowledge that those individuals were fully aware of
those requirements. Until that date I did not know the extent to which my personal
knowledge might be relevant to any issues involving CITIZENFOUR.
B. EXPERIENCE

4. As a lawyer who concentrates in, among other things, intellectual
property, media law, E&O insurance advice, national security law, publishing matters,
complex insurance coverage disputes, and insurance fraud, I am aware that it is
necessary to know and abide by the well-established law of the United States of
America, see, e.g., Snepp v. U.S., 444 U.S. 507 (1980), Executive Order 13526, as
amended, and civil and criminal regulations and statutes when current or former
intelligence professionals seek to write books, option or sell movie rights relating to
their professional experiences and information covered by their secrecy agreements,
and/or benefit in other ways from their relationship with the U.S. intelligence
community, including its components and agencies.

5. I am aware that those secrecy agreements customarily and traditionally
contain, among other provisions, three provisions especially relevant hereto. The
agreements (a) repose and control title to the property of the United States through its

representative government to information covered by the secrecy agreement, (b) assign
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title to the United States through its representative government to information covered
by the secrecy agreement, which signatories may otherwise attempt to option, sell or
publish in any books, films or other public appearances, and (c) require signatories to
those agreements, before gaining access to classified information, to affirm in writing
that they will, among other things, disgorge any funds arising from any violation of such
title provisions, whether by sale, attempted assignment or otherwise.! I am not aware of
any exception to the foregoing during my more than twenty years of practice as a
lawyer.

6. From in or about 2007, to in or about 2012, I represented former Central
Intelligence Agency Officer Valerie Plame Wilson. I was lead counsel to Ms. Wilson
and co-counsel to publisher Simon & Schuster, Inc. (“Simon & Schuster”), a part of the
CBS Corporation, in connection with obtaining clearance from the CIA relative to the
publication of Ms. Wilson’s book, Fair Game. In that book, and after litigation, Wilson
v. C.IA., 586 F.3rd 171 (2" Cir., 2009), and following clearance in redacted form by the
CIA, Ms. Wilson discussed, among other things, the permitted aspects of her career and
clandestine assignments at the CIA.

7. I also became familiar, through representation of film company River
Road Entertainment in connection with the film FAIR GAME, of the proper procedures for
movie companies and their producers for clearing films involving secret and/or classified
information and helping them comply with the requirements for submitting and obtaining

valid errors and omissions insurance policies.

! The prevalence of secrecy agreements executed by intelligence officials before being permitted to

gain access to classified information and the restrictions attendant to those agreements are widely known in
the film and publishing industry and knowledge of them is reflected in numerous court cases. See, e.g., U.S.
v. Marchetti, 466 F.2d 1309 (4% Cir. 1972); U.S. v. Ishmael Jones, No. 10-cv-00765-GBL-TRJ (E.D. Va.

2012).
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C. THE LAWSUIT

8. In Wilson v. CIA, infra, the Second Circuit specifically held that mere
presence of classified information in the public domain does not have the legal or
practical effect of declassifying information, but rather declassification can only occur
by following the prescribed procedures in applicable Executive Orders or law.

9. Having undertaken a search of legal and public sources for any
acknowledgment by Executive or court order under such prescribed procedures, and
having found none, I affirm, upon information and belief, I am not aware that any such
declassification of the classified information disclosed in the film CITIZENFOUR has
occurred, except as otherwise stated herein. To the contrary, Mr. Snowden has a
pending criminal complaint filed against him for precisely such conduct — unauthorized
disclosure of classified information to “Persons” pursuant to federal statute.

D. ConNDUCT REGARDING DEFENDANTS PARTICIPANT MEDIA,
DIANE WEYERMANN AND JEFFREY SKOLL

10.  Participant Media’s Executive Vice President, Documentary Feature
Films, and a named defendant in this litigation, Diane Weyermann, was not publicly

identified, to the best of my reasonable knowledge, in published lists of cast and crew

credits for FAIR GAME, but was nevertheless substantially involved as discussed below.

Moreover, Participant Media’s founder and current Chairman, Jeffrey Skoll (also a
named defendant in this litigation) is listed in the credits for FAIR GAME as an
Executive Producer.’

11.  Neither my law firm nor I have ever been engaged as legal counsel by

2

To the best of my knowledge, Participant Media and River Road Entertainment are entirely distinct

entities, with no commonality of ownership or control. As noted below, I have never represented Participant

Media or for that matter, Jeffrey Skoll.

4
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Ms. Weyermann, or by any entity in which Ms. Weyérmann has been employed.> Iam
aware, however, that Ms. Weyermann has a legal background, having completed law
school and practiced law.

12.  Inorabout 2011, in furtherance of my representation of Ms. Wilson, I
had a number of discussions with Ms. Weyermann and others regarding the proper
protocol for communicating with Ms. Wilson as it related to matters covered by Ms.
Wilson’s secrecy agreement with the CIA. Ms. Weyermann knew that I represented Ms.
Wilson in a lawsuit about CIA redactions and had significant experience with secrecy
orders applicable to intelligence officers, movies, and related E&O insurance issues. On
multiple occasions, I informed Ms. Weyermann that, under no circumstances should
there be any communication with Ms. Wilson regarding any information about Ms.
Wilson’s life that was subject to Ms. Wilson’s secrecy agreement, without prior
authorization from the relevant government authorities. I stressed this point repeatedly
with other individuals involved in the film FAIR GAME because of the potentially
serious economic and other consequences that my client, Ms. Wilson, could have
otherwise faced.

13. I provided non-confidential information to Ms. Weyermann about my
experience with risk management clearance procedures for biopics and documentaries
relevant to that topic. I also shared with Ms. Weyermann certain public legal
information (including by referencing court decisions, rules, and laws) governing the
CIA officers’ obligations under the secrecy agreements they must sign as members of the
U.S. intelligence community. During these discussions with Ms. Weyermann, I

explained specifically that CIA employees are routinely obligated to assign to the United

: I note that from approximately March to November, 2011, I was engaged in a personal relationship

with Ms. Weyermann.
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States all right, title and interest to the secrets, confidential information, classified
information and other information to which they are given access as fiduciaries of the
American people in their role as members of the intelligence community. Moreover, I
explained the duties of U.S. intelligence professionals not to disclose certain information
covered by their secrecy agreements, and also explained the negative consequences to
such individuals -- and those with whom they work or collaborate on movies -- of
unauthorized disclosure of classified information.

14. 1 further explained to Ms. Weyermann that movie, film, television, radio
and other rights, which arise from knowledge obtained as intelligence officers and are
conferred as a precondition of their employment (or contractual relationship) with the
United States, may not be assigned or given fo anyone without government
preauthorization. I also told Ms. Weyermann that the “chain of title” cannot pass to a
film company unless and until the U.S. entity in question provides express written
authorization for title to pass or a court orders title to the property, intellectual property
or knowledge to pass, and that serious insurance issues putting a film’s distribution
qualification at risk can arise when title fails to pass in the appropriate manner.

15.  More particularly, as part of explaining to Ms. Weyermann the reasons
why neither she nor Participant Media could discuss with Ms. Wilson any information
covered by Ms. Wilson’s secrecy agreement, I also related to Ms. Weyermann the legal
history and rationale underlying the Supreme Court’s landmark decision in Snepp v.
US., 444 U.S. 507 (1980). In addition to proper insurance application procedures
necessary to refrain from improperly using classified information and required practices
for complying with E&O insurance policies for films, I emphasized to Ms. Weyermann

the Supreme Court’s endorsement of the use of a constructive trust to deter violations of
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secrecy agreements by intelligence professionals and others.

16. Ms. Wyermann, in the course of my explanations to her about FA/R
GAME and related information about E&O insurance applications and non-disclosure
requirements under the law applicable to current and former CIA officers, provided me
with details of her educational background and attendance at film school. This included
her 1992 documentary film, MOSCOW WOMEN — ECHOES OF YAROSLAVNA, which
Ms. Weyermann directed, edited, and produced and which was shot in Moscow, Russia
over an extended period of time. She also discussed with me during 2011 her job
history, including seven years as Director of the Open Society Institute (“OSI”) of New
York’s Arts and Culture Program — which she started two years after her film work in
Moscow — and her role in OSI’s efforts abroad to effect change in foreign public opinion
about social and political issues.

17.  Also in the course of my explanations to Ms. Weyermann about FAIR
GAME and related topics, she told me of her involvement in obtaining funds provided by
George Soros, delivery of monetary grants, and other support from OSI to various
foreign film and arts organizations, her oversight of a documentary fund at -OSI, and her
experiences in that position, including her sophistication regarding artistic matters and
public affairs, overseas cultural issues, and global activism through extensive
international travel, including Eastern Europe and adjacent countries. She informed me
of her highly influential status in the documentary film industry after the transfer of the
Soros documentary film fund to the Sundance Institute and her subsequent role as
director of the Sundance Institute’s documentary program.

18.  Ms. Weyermann appeared greatly interested in the information I

provided about FAIR GAME and related clearance issues for government information
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and E&O insurance application requirements because I understood she was responsible
for Participant Media’s slate of documentary films and had and has responsibility for the
economic impact of decisions she makes in that role regarding documentaries approved
by her and accepted for production or other forms of participation by Participant Media.

19. Upon information and belief, Ms. Weyermann is personally rewarded
for the financial or other forms of success she achieves, including monetary bonuses,
public accolades, film awards, social impact, and media coverage of movies that she
recommends and oversees for Participant Media.

20. Inaddition to discussing the serious consequences Snepp imposes on
intelligence officers and others with whom they collaborate, my explanations to Ms.
Weyermann on this point included references to other decisional law as well as
administrative procedures utilized by intelligence agencies to impose equitable remedies
including constructive trusts. I informed Ms. Weyermann that (1) these remedies could
include recovery from any parties in the chain of title for any resultant costs and
damages incurred by the United States and (2) any such parties could be subject to
disgorgement for violating applicable laws and regulations that concerned information
covered by secrecy agreements. I further informed Ms. Weyermann that disgorgement
of revenues -- as well as separate civil claims -- could be brought in litigation against
third parties in order to recover the monetary harm, damages, costs incurred by the
United States involved in enforcing applicable laws and secrecy agreements, and that
these remedies could be imposed and available in circumstances in which third party
moviemakers were required to comply with those laws but failed to do so.

D. The Film CITIZENFOUR

21.  Ipreviously represented Praxis Films, Inc. in connection with, among
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other things, the film THE OATH. My point of contact at Praxis Films, Inc. was Laura
Poitras. My representation, to the best of my recollection, ended on or about mid-2011. I
have not subsequently participated in any way, in my personal capacity or as a lawyer, in
the representation of Ms. Poitras, Praxis Films, Inc. or the film CITIZENFOUR.

22. Iam aware based upon my personal experience in assisting clients with
and applying for E&O insurance for numerous feature films and documentaries, that
applicants are required to provide, among other things, accurate information to the
proposed insurer before and after a policy has been bound and issued.

23. I am not aware that any classified information contained in
CITIZENFOUR has been declassiﬁed, except that I am aware that U.S. authorities may
have confirmed that Mr. Snowden was a self-admitted undercover senior CIA, NSA,
DIA advisor/officer énd/ or contractor for the NSA. I am also aware that a limited
amount of information contained in the film CIT. IZENF OUR and a related 2013 film
does contain some unclassified information.

E. CONCLUSION

24.  Upon information and belief, Ms. Weyermann and Participant Media
knew that the dissemination of certain information contained in CITIZENFOUR was
unlawful absent the procedures for review and insurance application requirements I
previously described extensively to Ms. Weyermann; clear title could not pass to the
defendants, including in their respective capacities as insureds or covered persons or
entities (for example, Participant Media) under E&O insurance ostensibly obtained for
CITIZENFOUR (and any other related film such as PRISM, shown on Frontline/PBS in
2013) because of the admitted theft by Mr. Snowden of information covered by his

secrecy agreements; and that this knowledge, combined with active participation in the
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production of CITIZENFOUR under such circumstances, could subject Ms. Weyerman,
Participant Media, and Jeffrey Skoll, along with other defendants and additional third
parties to potential legal claims and damages.

Further Affiant sayeth naught.

STATE OF __ A(Apaas )
) .
COUNTY OF WZ} ondy fe, 5

I am the Affiant named herein. I have read the above /and fo w@'\g Affidavit of
David B. Smallman, and am familiar with the contents thereof;" all thé\declaratlons
made therein are true and correct. ‘ X
B \V\X )4 VTS

DW]}B%MALLMAN T

SIGNED AND SWORN to before me on £+ u/rwm ¥ 2015 by David B.
Smallman,

i L s

Notary Public in and for said/County and State

raw RONOAL JoRES
mwm "’ﬁ-&i__ - er_ S/ - ¥ )

My appointment expires: %] ﬂ\/V}] A 20 g/ o ’ J

L
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UNITED STATES DISTRICT COURT

DISTRICT OF KANSAS

HORACE B. EDWARDS, and )
JOHN and JANE DOES 1-10, )

Plaintiffs, )

) Case No. 2:14-CV-02631-
V. ) JAR-TJJ
)

EDWARD JOSEPH SNOWDEN, )
PRAXIS FILMS, INC., LAURA )
POITRAS, PARTICIPANT MEDIA, )
LLC, DIANE WEYERMANN, )
JEFFREY SKOLL, )
THE WEINSTEIN COMPANY LLC )
a/k/a RADIUS-TWC, HOME BOX )
OFFICE, INC., SHEILA NEVINS, ) SUPPLEMENTAL
IN HER CORPORATE CAPACITY, ) MEMORANDUM
ACADEMY OF MOTION PICTURE ) PURSUANT TO
ARTS AND SCIENCES, ) EMERGENCY CONTACT
JOHN and JANE DOES 1-10, ) WITH COURT VIA EMAIL

Defendants. )

STATEMENT OF NATURE OF MATTER BEFORE THE COURT

I submit this Supplemental Memorandum and Declaration to memorialize a separate
email regarding emergency relief sent pursuant to directions from the Court and in conformance
with the Court’s Guidelines.

STATEMENT OF FACTS

Plaintiff’s counsel filed a motion on February 12, 2015, requesting certain documents be
filed under seal and was neither heard nor given an opportunity to reply before the Court's Order
dated February 13, 2015.

Plaintiff’s counsel phoned the Court on an "emergency basis" on February 17th at
approximately 3 p.m. and received an email from the Courtroom Deputy at around 2 p.m. on

February 18th, about 24 hours after plaintiff counsel’s emergency request for a brief conference
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call/hearing with the Court and all counsel related to the Denial of a Motion to Seal Classified
Information because plaintiff’s counsel understood the Court to have been misinformed by
defendants of the proper legal standards applicable to classified materials and appropriate means
to declassify.
STATEMENT OF QUESTIONS PRESENTED

An important issue separate from the merits of the action was decided (Doc. 17) with
practical and/or actual finality, and is effectively unreviewable now due to the timing of
defendants' ongoing conduct.

Clarification was requested and not received in time for the relief sought. The order
(Doc. 17) denying plaintiff's sealing motion was decided based on defendants' representations
and papers leading to, inter alia, what plaintiff asserts to be clear error. The legal standards
between classified information being unsealed and issues of sealing unrelated, unclassified court
records are very different, as indicated by the precedent provided in (Doc. 15)
plaintiff's Motion. The precedent cited was neither mentioned or distinguished in defendants'
papers to the Court (Doc. 16), nor referred to in the Court's Order (Doc. 17).

ARGUMENT

Plaintiff's counsel was not provided, based upon defendants' approach, any meaningful or
sufficient opportunity to respond to defendant's Objections when the Court's denial order was
issued approximately 8 hours after the Objection was filed on Friday the 13th, just before a three
day holiday weekend (Doc. 17). Because of such circumstances, irreparable harm is not only
imminent, but also quantifiable and demonstrable, as supported by the proposed 2nd Amended
Complaint (Doc. 19-2) and its proposed Exhibits (Doc. 19-3 to 19-17), inter alia, the

Certification of Acknowledgement of the former general counsel of the National Security
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Agency (NSA) reporting research summarizing measurable negative activity by al-Qaeda and
splinter groups following the Snowden disclosures. (Doc. 19-5).

As has been recognized by United States government officials, including the
President, there is no more important issue to our Nation as a whole than its security and the
lawful exercise of such to protect and defend the Constitution and the rights it enshrines. See
Martin Matishak, Obama: ISIS ‘arent’t religious leaders, they’re terrorists’, The Hill, February

18, 2015 http://thehill.com/policy/defense/233146-obama-isis-arent-religious-theyre-terrorists

(last visited February 19, 2015). The film, Citizenfour, admittedly by defendants in their Motion
to Dismiss, (Doc. 14, Ex. 1 at 30-31, 37-40, 29-31, 45-46, and 37-38), discloses classified
information, including sources and methods of intelligence gathering and Tier 3 classified
information, which experts say has been disclosed to countries considered our adversaries and
organizations recognized as terrorists by the United States Government. (Doc. 19-5).

Plaintiff’s counsel advised defendant’s counsel, Mr. Rhodes, on January 23, 2015 that
any submission of the film should only be undertaken on an in camera basis to the Court. I
said I did not want to take possession of it. This was because of my understanding the
film contains classified information based on my having seen the film. I received no response to
this request from defendants' counsel. To the contrary defendant's counsel delivered a copy of
the DVD to my office (which remains unopened and under lock and key).

My conclusion that classified information is actually contained in Citizenfour has
thereafter been admitted by defendants in their Motion to Dismiss, (Doc. 14, Ex. 1 at 30-31, 37-
40, 29-31, 45-46, and 37-38). Despite those admissions, defendants' counsel objected to filing
under seal using citations only to cases NOT related to how classified information is to be

handled and ignoring the procedures applicable for doing so, thus misleading the Court. (Doc.
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16). Plaintiff counsel’s reference in the Motion (Doc. 15) to "Better safe than sorry" was not
stated merely as an idiomatic expression, but rather a reference to the fact that classified
information is typically held in the Clerk's safe, not in the public file. Ihad contacted the clerk's
office and understood the DVD would be held in the safe until a motion could be determined.

Furthermore, the expression used by defendants: "once the cat is out of the bag, the ball
game is over" (Doc. 16 at 4) is not relevant to classified information standards but is from a
case involving privileged, not classified documents. See Gambale v. Deutsche Bank AG, 377
F.3d 133, 145, n.11. (2nd Cir. 2004).

The delay resulting from a lack of candor by defense counsel on the legal precedent
related to the issue of how classified information is declassified does not include unofficially
endorsed media disclosures to a wide audience or disclosures by those who unlawfully obtained
or participated and colluded in obtaining such materials.! See (Doc. 19-2) and the precedent
referenced in plaintiff’s Motion to Seal (Doc. 15). Even classified information published in the
Congressional Record has been deemed as remaining classified as indicated in Wilson v. CIA,
586 F.3d 171, 196 (2nd Cir. 2009). The procedure for declassifying information is not simply
revealing it in a film, but rather "when the propriety of a classification is challenged, a court
appropriately reviews the record, "in camera" or otherwise," to ensure that the government
agency has "good reason to classify...with "reasonable specificity, demonstrat[ing] a logical
connection between the [classified] information and the reasons for classification." Wilson at

196.

IThe applicable law and rules requiring candor with the Court on legal precedent is paramount to due process and
fairness, as addressed in the Kansas Rules of Professional Conduct, Rule 226, 3.3 and Comments thereto. Defense
counsels' Objection cited entirely to cases unrelated to classified information. To therefore assert such cases are
controlling law is inapposite to the issue of declassification through unofficial public disclosure. To not disclose
directly adverse authority in the controlling jurisdiction which has not been disclosed by the defendants or to
distinguish the cases that were cited by plaintiff raises issues of improper advocacy.

4
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This situation has placed the plaintiff in an untenable position regarding avoiding
irreparable harm and obtaining appropriate relief sought on a serious issue in a timely manner.

The denial of a sealing motion has furthered the irreparable harm and relief necessary to
address such harm, among other things, by the continuing injury through repetition of classified,
stolen information that reaches a broader constituency of extremists with each showing, the
effects of which will be exacerbated by the announced worldwide distribution of the
film Sunday/Monday via the Academy Awards and HBO's scheduled cable distribution. See
(Doc 16-1); (Doc. 19-8). See also Michael O’Connell, Snowden doc “Citizenfour” to Air on
HBO: The Oscar hopeful will debut Feb. 23 on the pay cable net, The Hollywood Reporter,

January 8, 2015 <http://www.hollywoodreporter.com/live-feed/snowden-doc-citizenfour-air-

hbo-762079> (last visited on February 19, 2015).
CONCLUSION
Accordingly, given the circumstances and pursuant to Federal Rule of Appellate

Procedure 8.2(A) and 10th Cir. R. 8, the only effective relief at this time places plaintiff in the
position to bring this matter under an emergency motion for emergency relief to the Tenth
Circuit Court of Appeals.

Respectfully submitted,

LAMFERS & ASSOCIATES, LC

By: /s/Jean Lamfers

Jean Lamfers = KS#12707

7003 Martindale Rd.

Shawnee, KS

Tel.  (913) 962-8200
Email: jl@lamferslaw.com

ATTORNEY FOR PLAINTIFF
HORACE B. EDWARDS
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CERTIFICATE OF SERVICE

The undersigned certifies that a true and correct copy of the foregoing was served via
email to each attorney listed below this 19" day of February, 2015 to the following:

Bernard Rhodes
brhodes@]lathropgage.com
Lathrop & Gage LLP

2345 Grand Blvd., Suite 2400
Kansas City, MO 64108

Marvin S. Putnam
mputnam@omm.com

Daniel D. Ambar
dambar@omm.com

O’Melveny & Myers LLP

1999 Avenue of the Stars, 7% FI.
Los Angeles, CA 90067

/s/Jean Lamfers
Attorney for Horace B. Edwards
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UNITED STATES DISTRICT COURT

DISTRICT OF KANSAS

HORACE B. EDWARDS, and )
JOHN and JANE DOES 1-10, )

Plaintiffs, )

) Case No. 2:14-CV-02631-
V. ) JAR-TJJ
)

EDWARD JOSEPH SNOWDEN, )
PRAXIS FILMS, INC., LAURA )
POITRAS, PARTICIPANT MEDIA, )
LLC, DIANE WEYERMANN, )
JEFFREY SKOLL, )
THE WEINSTEIN COMPANY LLC )
a/k/a RADIUS-TWC, HOME BOX )
OFFICE, INC., SHEILA NEVINS, ) SUPPLEMENTAL
IN HER CORPORATE CAPACITY, ) DECLARATION
ACADEMY OF MOTION PICTURE ) PURSUANT TO
ARTS AND SCIENCES, ) EMERGENCY CONTACT
JOHN and JANE DOES 1-10, ) WITH COURT VIA EMAIL

Defendants. )

DECLARATION OF JEAN LAMFERS

I, Jean Lamfers, attorney for plaintiff, Horace B. Edwards, declare as follows:

1. I make the factual assertions contained in the Supplemental Memorandum Pursuant to
Emergency Contact with Court Via Email (Doc. 20) based upon public and personal knowledge,
under penalty of perjury, as my declaration as an officer of this Court. If called as a witness, I

would competently testify to the same.

2. Unless indicated otherwise, I have personal knowledge of the facts stated therein, either
based upon personal, firsthand experience or by having reviewed documents that have refreshed

my recollection of facts known to me.
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Further Declarant sayeth naught.

Executed on February 19, 2015, in Shawnee, Kansas.

s/Jean Lamfers
JEAN LAMFERS

Respectfully submitted,

LAMFERS & ASSOCIATES, LC
By: /s/Jean Lamfers

Jean Lamfers  KS#12707

7003 Martindale Rd.

Shawnee, KS

Tel.  (913) 962-8200

Email: jl@lamferslaw.com

ATTORNEY FOR PLAINTIFF
HORACE B. EDWARDS

CERTIFICATE OF SERVICE

The undersigned certifies that a true and correct copy of the foregoing was served via
email to each attorney listed below this 19" day of February, 2015 to the following:

Bernard Rhodes
brhodes@lathropgage.com
Lathrop & Gage LLP

2345 Grand Blvd., Suite 2400
Kansas City, MO 64108

Marvin S. Putnam
mputnam@omm.com

Daniel D. Ambar
dambar@omm.com

O’Melveny & Myers LLP

1999 Avenue of the Stars, 7% FI.
Los Angeles, CA 90067

/s/Jean Lamfers
Attorney for Horace B. Edwards



mailto:jl@lamferslaw.com
mailto:brhodes@lathropgage.com
mailto:mputnam@omm.com
mailto:dambar@omm.com

Case 2:14-cv-02631-JAR-TJJ Document 22 Filed 02/19/15 Page 1 of 3

UNITED STATES DISTRICT COURT

DISTRICT OF KANSAS
HORACE B. EDWARDS, and )
JOHN and JANE DOES 1-10, )
Plaintiffs, )
) Case No. 2:14-CV-02631-
V. ) JAR-TJJ
)
EDWARD JOSEPH SNOWDEN, )
PRAXIS FILMS, INC., LAURA )
POITRAS, PARTICIPANT MEDIA, )
LLC, DIANE WEYERMANN, )
JEFFREY SKOLL, )
THE WEINSTEIN COMPANY LLC )
a/k/a RADIUS-TWC, HOME BOX ) SECOND
OFFICE, INC., SHEILA NEVINS, ) SUPPLEMENTAL
IN HER CORPORATE CAPACITY, ) MEMORANDUM
ACADEMY OF MOTION PICTURE ) PURSUANT TO
ARTS AND SCIENCES, ) EMERGENCY CONTACT
JOHN and JANE DOES 1-10, ) WITH COURT VIA EMAIL
Defendants. )

STATEMENT OF NATURE OF MATTER BEFORE THE COURT

Plaintiff submits this SECOND Supplemental Memorandum to memorialize necessary

revisions to references about the Transcript, CITIZENFOUR, which defendants have referred to

simply as “Exhibit 17 throughout their pleading with no preceding Docket number associated

therewith, for example, in their Memorandum in Support of Motion to Dismiss Plaintiff’s First

Amended Complaint. (Doc. 14.) Defendants have admitted classified information is contained

in the Transcript, which has been identified simply as “Exhibit 1.”

For the avoidance of all doubt, the Transcript should for all purposes in the record before

or after this Second Supplemental Memorandum be deemed to refer to (Doc. 13-1), even though

some references are simply to “Exhibit 1.”
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It is indisputable that in the Court’s Order (Doc. 17) the reference to “Exhibit 1,” is
referencing (Doc. 13-1) for all purposes, which is the “Transcript” that all parties have
understood (Doc. 13-1) to include the sealing of the DVD’s and Transcript pursuant to the
Motion (Doc. 15), the Objection (Doc. 16), the Order (Doc. 17), the DVD Exhibit in Support of
Motion to Dismiss (Doc. 18), the Docket Annotation, referencing the Receipt of 2 copies of
DVD’s CITIZENFOUR, entered 2-13-2015, the Supplemental Memorandum (Doc. 20) and the

Declaration (Doc. 21), when any reference has been made to the “Transcript,” or “Exhibit 1.”

It is further indisputable the Court’s Order (Doc. 17) denying the sealing of the DVD’s of
CITIZENFOUR and the Transcript of CITIZENFOUR, both of which contain the classified
information, are the subjects of the denial of the sealing motion filed by plaintiff (Doc. 15) and
objected to by defendants (Doc. 16).

Respectfully submitted,

LAMFERS & ASSOCIATES, LC
By: /s/Jean Lamfers

Jean Lamfers  KS#12707

7003 Martindale Rd.

Shawnee, KS

Tel.  (913) 962-8200

Email: jl@lamferslaw.com

ATTORNEY FOR PLAINTIFF
HORACE B. EDWARDS

CERTIFICATE OF SERVICE

The undersigned certifies that a true and correct copy of the foregoing was served via
email to each attorney listed below this 19" day of February, 2015 to the following:

Bernard Rhodes
brhodes@]lathropgage.com
Lathrop & Gage LLP

2345 Grand Blvd., Suite 2400
Kansas City, MO 64108
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mailto:brhodes@lathropgage.com
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Marvin S. Putnam
mputnam@omm.com

Daniel D. Ambar
dambar(@omm.com

O’Melveny & Myers LLP

1999 Avenue of the Stars, 7% FI.
Los Angeles, CA 90067

/s/Jean Lamfers
Attorney for Horace B. Edwards
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2:14-cv-02631-JAR-TJJ Edwards et al v. Snowden et al
Julie A. Robinson, presiding

Teresa J. James, referral

Date filed: 12/19/2014

Date of last filing: 02/19/2015

Full docket text for document 23:

DISREGARD ENTRY. INCORRECT EVENT USED. SEE [24] FOR CORRECT
ENTRY. MOTION Emergency Relief from Denial of Sealing Order for Classified
Information re [19] MOTION to File Second Amended Complaint, [17] Order on
Motion to Seal Document, [15] MOTION to Seal Defendants' DVD Exhibit and
Exhibit 1 to Defendants' Memorandum in Support of Motion to Dismiss, [22]
Supplement,, [12] Order on Motion for Leave to File Conventionally, [13]
MOTION to Dismiss Plaintiff's First Amended Complaint, [18] Exhibits in Support
of Motion, [14] Memorandum in Support of Motion, [16] Memorandum in
Opposition to Motion, [21] Supplement, [20] Supplement by Plaintiff Horace B.
Edwards (referred to Magistrate Judge Teresa J. James) (Lamfers, Jean)
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UNITED STATES DISTRICT COURT
DISTRICT OF KANSAS

HORACE B. EDWARDS, and

JOHN and JANE DOES 1-10,
Plaintiffs,

Case No. 2:14-CV-02631-

V. JAR-TJJ

EDWARD JOSEPH SNOWDEN,

PRAXIS FILMS, INC., LAURA

POITRAS, PARTICIPANT MEDIA,

LLC, DIANE WEYERMANN,

JEFFREY SKOLL, EMERGENCY REQUEST

THE WEINSTEIN COMPANY LLC
a/k/a RADIUS-TWC, HOME BOX
OFFICE, INC., SHEILA NEVINS,
IN HER CORPORATE CAPACITY,
THE ACADEMY OF MOTION
PICTURE ARTS AND SCIENCES,
JOHN and JANE DOES 1-10,
Defendants.

NOTICE OF APPEAL

N N N N N N N N N N N N N N N N N N N

Notice is hereby given that HORACE B. EDWARDS, (“Plaintiff”) in the
above named case against defendants EDWARD JOSEPH SNOWDEN
(“Snowden”), PRAXIS FILMS, INC. (“Praxis”), LAURA POITRAS (“Poitras”),
PARTICIPANT MEDIA, LLC (“Participant”), DIANE WEYERMANN
(“Weyermann™), JEFFREY SKOLL (“Skoll”’), THE WEINSTEIN COMPANY
LLC a/k/a RADIUS-TWC (“Weinstein”), HOME BOX OFFICE, INC. (“HBO”),
SHEILA NEVINS (“Nevins”), THE ACADEMY OF MOTION PICTURE ARTS

AND SCIENCES (“Academy”), and JOHN and JANE DOES (“Does™)

1
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(“Defendants”), does hereby appeal to the United States Court of Appeals for the
Tenth Circuit from an Order (Doc. 17) denying plaintiff’s Motion to Require the
Filing of Defendants’ DVD Exhibits under Seal (Doc. 15) referring to (Doc. 18 and
Docket Annotation entered 2-13-2015, 2 copies of DVD, CITIZENFOUR), and
Transcript of the film CITIZENFOUR, (Doc. 13-1) a/k/a “Exhibit 1” to
Defendants’ Motion to Dismiss (Doc. 13). Both the DVDs and Transcript contain
classified information as admitted by defendants in (Doc.14 and Doc. 13-1, at 30-
31, 37-40, 29-31, 45-46, and 37-38) which unauthorized individuals are prohibited
from viewing until and unless classified and other prohibited information is
redacted and CITIZENFOUR reedited to delete the classified and other prohibited
information stolen by Edward Snowden and unlawfully disclosed by the other
defendants, pursuant to Executive Order No. 13526 and other applicable law, and
in accordance with supplemental filings associated therewith, Plaintiff further
seeks emergency injunctive relief. Such Order (Doc. 17) was entered in this action
on the 13" day of February, 2015, and the relief sought includes that relief which is
pled in the record as supplemented, as set forth above, and such other relief as the

Court deems proper.
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Respectfully submitted,

LAMFERS & ASSOCIATES, LC
By: /s/Jean Lamfers

Jean Lamfers KS#12707

7003 Martindale Rd.

Shawnee, KS

Tel. (913) 962-8200

Email: jl@lamferslaw.com

ATTORNEY FOR PLAINTIFF
HORACE B. EDWARDS

CERTIFICATE OF SERVICE

The undersigned certifies that a true and correct copy of the foregoing was
served via email to each attorney listed below this 19" day of February, 2015 to the
following:

Bernard Rhodes
brhodes@lathropgage.com
Lathrop & Gage LLP

2345 Grand Blvd., Suite 2400
Kansas City, MO 64108

Marvin S. Putnam
mputnam@omm.com

Daniel D. Ambar
dambar@omm.com

O’Melveny & Myers LLP

1999 Avenue of the Stars, 7" FI.
Los Angeles, CA 90067

/s/Jean Lamfers
Attorney for Horace B. Edwards
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UNITED STATES DISTRICT COURT
OFFICE OF THE CLERK
DISTRICT OF KANSAS

TIMOTHY M. O'BRIEN 204 U.S. COURTHOUSE

CLERK OF COURT 401 N. MARKET
WICHITA, KANSAS 67202

(316) 315-4200
259 U.S. COURTHOUSE February 19’ 2015
500 STATE AVENUE 490 U.S. COURTHOUSE

KANSAS CITY, KANSAS 66101 444 S.E. QUINCY

(913) 735-2200 TOPEKA, KANSAS 66683

(785) 338-5400

SEE NOTICE OF ELECTRONIC FILING
Retained Counsel Appeal

RE: Horace B. Edwards, et al. v. Edward Snowden, et al.
District Court Case No: 14-2631 JAR
Notice of Appeal filed by: Plaintiff, Horace B. Edwards
Fee Status: PAID

The following documents are for the parties in connection with the Notice of Appeal:
Notice of Appeal and Copy of the Docket Sheet.

RETAINED Counsel for the appellant is instructed to download the “Initial Appeal
Documents and Instructions” for this appeal from www.cal0.uscourts.gov. Please follow the
instructions for Transcript Order Form (for appellant only) and Docketing Statement (for
appellant only) regarding counsel's responsibility for compliance. For specific requirements
concerning transcripts, records on appeal, briefs and appendices to briefs, please refer to the
Federal Rules of Appellate Procedure and the Rules of the Tenth Circuit Court of Appeals. Rules
of the Tenth Circuit are available at www.cal0.uscourts.gov.

If you have any questions, please contact the office of the Clerk of the U.S. Court of
Appeals in Denver, Colorado at 303.844.3157.

Sincerely,
TIMOTHY M. O’BRIEN
CLERK OF COURT

By: s/K.O’Keefe
Deputy Clerk

cc: Clerk, U.S. Court of Appeals
(Notice of Appeal, Docket Sheet & Preliminary Record)
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INTERLOCUTORYAPPEAL
U.S. District Court
DISTRICT OF KANSAS (Kansas City)
CIVIL DOCKET FOR CASE #: 2:14-cv-02631-JAR-TJJ

Edwards et al v. Snowden et al Date Filed: 12/19/2014

Assigned to: District Judge Julie A. Robinson Jury Demand: None

Referred to: Magistrate Judge Teresa J. James Nature of Suit: 540 Mandamus & Other
Demand: $999,000 Jurisdiction: Federal Question

Cause: 28:1331 Fed. Question

Plaintiff

Horace B. Edwards represented bylean Lamfers

Lamfers & Associates, LC
7003 Martindale

Shawnee, KS 66218
913-962-8200

Email: jl@lamferslaw.com
ATTORNEY TO BE NOTICED
Bar Status: Active

Plaintiff

John and/or Jane Does 1-10

Plaintiff

United States of America represented bylean Lamfers
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active

V.

Defendant

Edward Joseph Snowden

Defendant

Praxis Films, Inc. represented byBernard J. Rhodes
Lathrop & Gage, LLP - KC
2345 Grand Boulevard, Suite 2200
Kansas City, MO 64108-2618
816-460-5508
Fax: 816—-292-2001
Email: brhodes@lathropgage.com
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active


https://ecf.ksd.uscourts.gov/cgi-bin/iquery.pl?362855648259333-L_9999_1-0-101098
mailto:jl@lamferslaw.com?subject=14-cv-02631-JAR-TJJ Edwards et al v. Snowden et al
mailto:brhodes@lathropgage.com?subject=14-cv-02631-JAR-TJJ Edwards et al v. Snowden et al
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Defendant

Laura Poitras

Defendant

Participant Media, LLC

Daniel D. Ambar

O'Melveny & Myers, LLP - Los Angeles
1999 Avenue of the Stars, 7th Floor
Los Angeles, CA 90067
310-246-8451

Fax: 310-246-6779

Email: dambar@omm.com

LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

Bar Status: Phv

Marvin S. Putnam

O'Melveny & Myers, LLP - Los Angeles
1999 Avenue of the Stars, 7th Floor
Los Angeles, CA 90067
310-246-8480

Fax: 310-246-6779

Email: mputham@omm.com

LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

Bar Status: Phv

represented byBernard J. Rhodes

(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active

Daniel D. Ambar

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Marvin S. Puthnam

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

represented byBernard J. Rhodes

(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active
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Daniel D. Ambar

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Marvin S. Putnam

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Defendant

Diane Weyermann represented byBernard J. Rhodes
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active

Daniel D. Ambar

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Marvin S. Putnam

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Defendant

Jeffrey Skoll represented byBernard J. Rhodes
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active

Daniel D. Ambar

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Marvin S. Putnam
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Defendant

Weinstein Company LLC, The
also known as
Radius-TWC

Defendant

John and/or Jane Does 1-10

Defendant

Home Box Office Inc

Defendant

Sheila Nevins

Defendant

Academy of Motion Picture Arts and

Sciences, The

Email All Attorneys

Email All Attorneys and Additional Recipients

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

represented byBernard J. Rhodes
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Bar Status: Active

Daniel D. Ambar

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Marvin S. Putnam

(See above for address)
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED
Bar Status: Phv

Date Filed #

Page

Docket Text

12/19/2014

I~

COMPLAINT with trial location of Kansas City (Filing
fee $400, Internet Payment Receipt Number
1083-3267181.), filed by Horace Edwards.
(Attachments: # 1 Exhibit A, # 2 Exhibit B, # 3 Exhibi
C, #.4 Exhibit D, #5 Exhibit E, # 6 Exhibit F_# 7

[



https://ecf.ksd.uscourts.gov/doc1/07903813200?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813201?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813202?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813203?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813206?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813207?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813208?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813209?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
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Exhibit G, #.8 Exhibit H, #9 Exhibit I)(Lamfers, Jean
(Entered: 12/19/2014)

12/19/2014

N

CIVIL COVER SHEET by Plaintiff Horace Edwards.
(Lamfers, Jean) (Entered: 12/19/2014)

12/19/2014

NOTICE OF JUDGE ASSIGNMENT: Case assigned
District Judge Julie A. Robinson and Magistrate Judg
Teresa J. James for all proceedings. (This is a TEXT
ENTRY ONLY. There is no.pdf document associated
with this entry.) (ta) (Entered: 12/19/2014)

12/19/2014

SUMMONS ISSUED as to Participant Media, LLC,

Laura Poitras, Praxis Films, Inc., Weinstein Compan
LLC, The, Diane Weyermann. Summons emailed to
Plaintiff's Attorney for service. (This is a TEXT ENTR
ONLY. There is no.pdf document associated with thig
entry.) (ta) (Entered: 12/19/2014)

01/12/2015

I~

CLERKS ORDER EXTENDING TIME until 1/27/2015
for Defendants Diane Weyermann, Participant Medig
LLC to answer or otherwise plead. Signed by deputy
clerk on 01/12/2015. (ta) (Entered: 01/13/2015)

01/13/2015

[9%]

AMENDED COMPLAINT against All Defendants, file

by United States of America.(Lamfers, Jean) (Enteref:

01/13/2015)

01/13/2015

o

INDEX OF EXHIBITS by Plaintiff Horace B. Edwards
re: 3 Amended Complaint. (Attachments: # 1 Exhibit
Academy Letter, # 2 Exhibit 2 2nd Academy Letter, #
Exhibit 3 Court Transcript of Constructive Trust Motig
Hearing US v Ishmael Jones, # 4 Exhibit 4 Snowden
Criminal Complaint, #£.5 Exhibit 5 Prism Whistleblowg
Film URL, #_6 Exhibit 6 Indiewire Article, # 7 Exhibit ]
Business Insider Article, # 8 Exhibit 8 Kaplan Sins of
Omission Article, # 9 Exhibit 9 Secrecy Agreement
Plame Wilson Example)(Lamfers, Jean) (Entered:
01/13/2015)

e

[oNgeN

1Y

~2

01/20/2015

()]

CLERKS ORDER EXTENDING TIME until 2/10/2014
for Defendants Diane Weyermann, Praxis Films, Inc
Jeffrey Skoll, The Weinstein Company LLC, Laura
Poitras, Participant Media, LLC to answer or otherwis
plead. Signed by deputy clerk on 1/20/2015. (ta)
(Entered: 01/21/2015)

D

5

01/22/2015

I~

MOTION for attorney Daniel D. Ambar to appear pro
hac vice (Pro hac vice fee $50, Internet Payment Re
Number 1083-3294231.) by Defendants Participant
Media, LLC, Laura Poitras, Praxis Films, Inc., Jeffrey
Skoll, The Weinstein Company LLC, Diane

Weyermann. (Referred to Magistrate Judge Teresa J.

James.) (Attachments:_# 1 Affidavit of Daniel D.
Ambar)(Rhodes, Bernard) (Entered: 01/22/2015)

Ceipt



https://ecf.ksd.uscourts.gov/doc1/07913813210?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813211?caseid=101098&de_seq_num=11&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913813257?caseid=101098&de_seq_num=14&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913835652?caseid=101098&de_seq_num=27&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913835330?caseid=101098&de_seq_num=23&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903837790?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913835330?caseid=101098&de_seq_num=23&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837791?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837792?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837793?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837794?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837795?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837796?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837797?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837798?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913837799?caseid=101098&de_seq_num=31&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913843787?caseid=101098&de_seq_num=36&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903845773?caseid=101098&de_seq_num=42&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913845774?caseid=101098&de_seq_num=42&hdr=1&pdf_header=1&pdf_toggle_possible=1

Case 2:14-cv-02631-JAR-TJJ Document 25-1 Filed 02/19/15 Page 6 of 15

01/22/2015

100

MOTION for attorney Marvin S. Putnam to appear pr
hac vice (Pro hac vice fee $50, Internet Payment Re
Number 1083-3294238.) by Defendants Participant
Media, LLC, Laura Poitras, Praxis Films, Inc., Jeffrey
Skoll, The Weinstein Company LLC, Diane

Weyermann. (Referred to Magistrate Judge Teresa J.

James.) (Attachments;_# 1 Affidavit Marvin S.
Putnam)(Rhodes, Bernard) (Entered: 01/22/2015)

0
Ceipt

01/23/2015

ORDER granting 7 and 8 Motions to Appear Pro Hag
Vice of Daniel D. Ambar and Marvin S. Putnam for
Participant Media, LLC, Laura Poitras, Praxis Films,
Inc., Jeffrey Skoll, The Weinstein Company LLC, ang
Diane Weyermann pursuant to D. Kan. Rule 83.5.4 f
purposes of this case only. Unless already registered
hac vice counsel should register for electronic
notification pursuant to the court's Administrative
Procedures by completing a CM/ECF Electronic Filin
Registration Form at http://www.ksd.uscourts.gov/.
Signed by Magistrate Judge Teresa J. James on
1/23/2015. (This is a TEXT ENTRY ONLY. There is
no.pdf document associated with this entry.) (mg)
(Entered: 01/23/2015)

, pro

02/09/2015

MOTION FOR LEAVE to File DVD of the Film
Citizenfour Conventionally by Defendants Participant
Media, LLC, Laura Poitras, Praxis Films, Inc., Jeffrey
Skoll, The Weinstein Company LLC, Diane
Weyermann. (Rhodes, Bernard) (Motion Referral
Removed on 2/9/2015. (mg)) (Entered: 02/09/2015)

02/10/2015

CORPORATE DISCLOSURE STATEMENT by
Participant Media, LLC, Laura Poitras, Praxis Films,

Inc., Jeffrey Skoll, The Weinstein Company LLC, Diane

Weyermann identifying See Media, LLC as corporate
parent to Participant Media. (Rhodes, Bernard) (Entg
02/10/2015)

red:

02/10/2015

12

ORDER granting 10 Motion for Leave to File DVD
Conventionally. Signed by District Judge Julie A.
Robinson on 2/10/2015. (This is a TEXT ENTRY

ONLY. There is no.pdf document associated with this

entry.) (as) (Entered: 02/10/2015)

b

02/10/2015

MOTION to Dismiss Plaintiff's First Amended
Complaint by Defendants Participant Media, LLC,
Laura Poitras, Praxis Films, Inc., Jeffrey Skoll, The
Weinstein Company LLC, Diane Weyermann.
(Attachments: # 1 Exhibit 1, # 2 Exhibit Index)(Rhodé
Bernard) (Entered: 02/10/2015)

b,

02/10/2015

MEMORANDUM IN SUPPORT of 13 MOTION to
Dismiss Plaintiff's First Amended Complaint by
Defendants Participant Media, LLC, Laura Poitras,



https://ecf.ksd.uscourts.gov/doc1/07903845785?caseid=101098&de_seq_num=44&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913845786?caseid=101098&de_seq_num=44&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903845773?caseid=101098&de_seq_num=42&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903845785?caseid=101098&de_seq_num=44&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913870956?caseid=101098&de_seq_num=61&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913873569?caseid=101098&de_seq_num=66&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913870956?caseid=101098&de_seq_num=61&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903874335?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913874336?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913874337?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913874345?caseid=101098&de_seq_num=72&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903874335?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
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Praxis Films, Inc., Jeffrey Skoll, The Weinstein
Company LLC, Diane Weyermann. (Rhodes, Bernar
(Entered: 02/10/2015)

02/10/2015

DOCKET ANNOTATION: Received 2 copies of DVD
(Exhibit 1 to Dft's Motion to Dismiss 12 Order on
Motion for Leave to File Conventionally. (mm)
(Entered: 02/13/2015)

02/10/2015

18

DVD EXHIBIT IN SUPPORT (Filed Conventionally) ¢
13 MOTION to Dismiss Plaintiff's First Amended
Complaint by Defendants Participant Media, LLC,
Laura Poitras, Praxis Films, Inc., Jeffrey Skoll, The
Weinstein Company LLC, Diane Weyermann. Filed
conventionally pursuant to the Court's 12 Order.
Maintained by the Clerk's Office. (mg) (Entered:
02/13/2015)

—

02/12/2015

MOTION to Seal Defendants' DVD Exhibit and Exhihi

1 to Defendants’ Memorandum in Support of Motion
Dismiss by Plaintiff Horace B. Edwards. (Lamfers, Je
(Motion title modified on 2/13/2015. (mg)) (Motion
Referral Removed on 2/13/2015. (mg)) (Entered:
02/12/2015)

to
an)

02/13/2015

MEMORANDUM IN OPPOSITION by Defendants
Participant Media, LLC, Laura Poitras, Praxis Films,

Inc., Jeffrey Skoll, The Weinstein Company LLC, Diane

Weyermann re: 15 MOTION to Seal Defendants' DV
Exhibit and Exhibit 1 to Defendants' Memorandum in
Support of Motion to Dismiss. (Attachments: # 1 Exh
1)(Rhodes, Bernard) (Entered: 02/13/2015)

D

bit

02/13/2015

10

ORDER denying Plaintiff's 15 Motion to Require the
Filing of Defendants' DVD Exhibit and Exhibit 1 to
Defendants' Memorandum in Support of Motion to
Dismiss under Seal. Signed by District Judge Julie A
Robinson on 2/13/2015. (mg) (Entered: 02/13/2015)

02/14/2015

MOTION to File Second Amended Complaint regard
3 Amended Complaint by Plaintiff Horace B. Edward
(Attachments: # 1 Exhibit List, # 2 Proposed Second
Amended Complaint, # 3 Exhibit 1, # 4 Exhibit 2, # 5
Exhibit 3, #.6 Exhibit 4, # 7 Exhibit 5, # 8 Exhibit 6, #
Exhibit 7, #_10 Exhibit 8, # 11 Exhibit 9, # 12 Exhibit
10, #.13 Exhibit 11, # 14 Exhibit 12, # 15 Exhibit 13,
16 Exhibit 14, # 17 Exhibit 15)(Lamfers, Jean) (Motig
Referral Removed on 2/17/2015. (mg)) (Entered:
02/14/2015)

1%}

9

>

02/19/2015

SUPPLEMENT Memorandum Pursuant to Emergend
Contact with Court Via Email by Plaintiff Horace B.
Edwards. (Lamfers, Jean) (Entered: 02/19/2015)

y

02/19/2015



https://ecf.ksd.uscourts.gov/doc1/07903874335?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913880755?caseid=101098&de_seq_num=78&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903880784?caseid=101098&de_seq_num=83&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913880755?caseid=101098&de_seq_num=78&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913880785?caseid=101098&de_seq_num=83&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913881685?caseid=101098&de_seq_num=93&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913880755?caseid=101098&de_seq_num=78&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903882055?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913835330?caseid=101098&de_seq_num=23&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882056?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882057?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882058?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882059?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882060?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882061?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882062?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882063?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882064?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882065?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882066?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882067?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882068?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882069?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882070?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882071?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913882072?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885313?caseid=101098&de_seq_num=104&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885316?caseid=101098&de_seq_num=106&hdr=1&pdf_header=1&pdf_toggle_possible=1
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SUPPLEMENT Declaration of Jean Lamfers Pursuamt

to Emergency Contact with Court Via Email by Plainf
Horace B. Edwards. (Lamfers, Jean) (Entered:
02/19/2015)

02/19/2015

SUPPLEMENT to_19 MOTION to File Second
Amended Complaint,_17 Order on Motion to Seal
Document_15 MOTION to Seal Defendants' DVD
Exhibit and Exhibit 1 to Defendants' Memorandum in
Support of Motion to Dismiss, 13 MOTION to Dismis
Plaintiff's First Amended Complaint, 18 Exhibits in
Support of Motion,_14 Memorandum in Support of
Motion, 16 Memorandum in Opposition to Motiqn, 21}
Supplement, 20 Supplement To Memorialize Necesg
Revisions to References to Doc 13-1, Transcript of F
Citizenfour, AKA Exhibit 1 as used by all parties and
Court by Plaintiff Horace B. Edwards. (Lamfers, Jear]
(Entered: 02/19/2015)

02/19/2015

DISREGARD ENTRY. INCORRECT EVENT USED.
SEE_24 FOR CORRECT ENTRY. MOTION
Emergency Relief from Denial of Sealing Order for
Classified Information re 19 MOTION to File Second
Amended Complaint,_17 Order on Motion to Seal
Document,_15 MOTION to Seal Defendants' DVD
Exhibit and Exhibit 1 to Defendants' Memorandum in
Support of Motion to Dismiss, 22 Supplement,, 12 O
on Motion for Leave to File Conventionally, 13
MOTION to Dismiss Plaintiff's First Amended
Complaint, 18 Exhibits in Support of Motion, 14

Memorandum in Support of Motion, 16 Memorandunj i

Opposition to Motion,_21 Supplement, 20 Supplemer
by Plaintiff Horace B. Edwards (referred to Magistrat
Judge Teresa J. James) (Lamfers, Jean) (Entered:
02/19/2015)

02/19/2015

13

NOTICE OF INTERLOCUTORY APPEAL asto 17
Order on Motion to Seal Document, 12 Order on Mof

for Leave to File Conventionally by Plaintiff Horace B.

Edwards Filing fee $ 505, Internet Payment Receipt
Number 1083-3326011. (Lamfers, Jean) (Entered:
02/19/2015)

U7
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—
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https://ecf.ksd.uscourts.gov/doc1/07913885319?caseid=101098&de_seq_num=108&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903882055?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913881685?caseid=101098&de_seq_num=93&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913880755?caseid=101098&de_seq_num=78&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903874335?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913874345?caseid=101098&de_seq_num=72&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903880784?caseid=101098&de_seq_num=83&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885316?caseid=101098&de_seq_num=106&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885313?caseid=101098&de_seq_num=104&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885322?caseid=101098&de_seq_num=119&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885810?caseid=101098&de_seq_num=135&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903882055?caseid=101098&de_seq_num=98&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913881685?caseid=101098&de_seq_num=93&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913880755?caseid=101098&de_seq_num=78&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885319?caseid=101098&de_seq_num=108&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903874335?caseid=101098&de_seq_num=70&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913874345?caseid=101098&de_seq_num=72&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07903880784?caseid=101098&de_seq_num=83&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885316?caseid=101098&de_seq_num=106&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885313?caseid=101098&de_seq_num=104&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913885810?caseid=101098&de_seq_num=135&hdr=1&pdf_header=1&pdf_toggle_possible=1
https://ecf.ksd.uscourts.gov/doc1/07913881685?caseid=101098&de_seq_num=93&hdr=1&pdf_header=1&pdf_toggle_possible=1
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MIME-Version:1.0

From:KSD_CMECF@ksd.uscourts.gov

To:ksd_nef@localhost.localdomain

Bcc:

—-Case Participants: Daniel D. Ambar (dambar@omm.com), Jean Lamfers (jl@lamferslaw.com),
Marvin S. Putham (mputham@omm.com), Bernard J. Rhodes (brhodes@lathropgage.com,
Irittenhouse @lathropgage.com), Magistrate Judge Teresa J. James
(ksd_james_chambers@ksd.uscourts.gov), District Judge Julie A. Robinson
(amy_seymour@ksd.uscourts.gov, bonnie_thorne@ksd.uscourts.gov,
gloria_clement@ksd.uscourts.gov, judge_julie_robinson@ksd.uscourts.gov,
ksd_robinson_chambers@ksd.uscourts.gov, lauren_lowry@ksd.uscourts.gov,
taylor_french@ksd.uscourts.gov)

—-Non Case Participants: John D. Hanna (jdhanna@ap.org), Roxana Hegeman (rhegeman@ap.org),
Stephen O. Phillips (steve.phillips@ag.ks.gov), Leave to File Conventionally
(leigh_kinzer@ksd.uscourts.gov)

—-No Notice Sent:

Message—-1d:3485709@ksd.uscourts.gov
Subject:Activity in Case 2:14-cv-02631-JAR-TJJ Edwards et al v. Snowden et al Order on

Motion for Leave to File Conventionally
Content-Type: text/html
U.S. District Court
DISTRICT OF KANSAS

Notice of Electronic Filing

The following transaction was entered on 2/10/2015 at 1:57 PM CST and filed on 2/10/2015

Case Name: Edwards et al v. Snowden et al
Case Number: 2:14-cv=02631-JAR-TJJ
Filer:

Document Number: 12(No document attached)
Docket Text:

ORDER granting [10] Motion for Leave to File DVD Conventionally. Signed by District Judge
Julie A. Robinson on 2/10/2015. (This is a TEXT ENTRY ONLY. There is no.pdf document
associated with this entry.) (as)

2:14-cv-02631-JAR-TJJ Notice has been electronically mailed to:

Jean Lamfers  jl@lamferslaw.com

Bernard J. Rhodes brhodes@lathropgage.com, lrittenhouse@lathropgage.com

Daniel D. Ambar dambar@omm.com

Marvin S. Putham  mputnam@omm.com

2:14-cv-02631-JAR-TJJ Notice has been delivered by other means to:


https://ecf.ksd.uscourts.gov/cgi-bin/DktRpt.pl?101098
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF KANSAS

HORACE B. EDWARDS, et al., )
)
Plaintiffs, )
)

V. ) Case No. 14-2631-JAR-TJJ
EDWARD JOSEPH SNOWDEN, et al., )
)
Defendants. )
)
ORDER

Before the Court is Plaintiff Horace B. Edwards’ Motion to Require the Filing of
Defendants’ DVD Exhibit and Exhibit 1 to Defendants’ Memorandum in Support of Motion to
Dismiss under Seal (Doc. 15). The motion asks the Court to seal the DVD exhibit of the film
Citizenfour, the subject of this lawsuit, which was filed conventionally by Defendants on
February 10, 2015, in support of their motion to dismiss. Defendants have responded and
oppose the motion to retroactively seal this exhibit. For the reasons stated below, Plaintiff’s
motion is denied.

Federal courts “recognize a general right to inspect and copy public records and
documents, including judicial records and documents.” The Court, however, does have
“discretionary power to control and seal, if necessary, records and files in its possession.” “In
exercising this discretion, [the court] weigh[s] the interests of the public, which are
presumptively paramount, against those advanced by the parties.”® “The Court should seal

documents based only on articulable facts known to the Court, and not based on unsupported

Nixon v. Warner Commc’ns, Inc., 43511 S_589 597 (1978).
“Crystal Grower’s Corp. v. Dobbins, 616 E.2d 458 461 (10th Cir. 1980).

*d.
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hypothesis or conjecture.”

Plaintiff’s motion makes no showing that his interest in sealing this exhibit outweighs the
public’s interest in access. Importantly, the exhibit Plaintiff seeks to seal is a film that has been
released to the general public in movie theaters—Plaintiff’s viewing of this movie forms the
basis of his claims in this case.> Given the inherently public nature of this film, the Court can
discern absolutely no interest that could justify sealing this exhibit. Moreover, even if this DVD
contained some sort of confidential information for which Plaintiff had an interest in preventing
public disclosure, it has already been publicly filed. The Court’s procedures contemplate that a
request to file a document or other exhibit under seal should be made before the exhibit is filed.®
“Matters already made public will not be sealed after the fact absent extraordinary
circumstances.”” The Court finds no extraordinary circumstances present here. Accordingly, the
Court denies Plaintiff’s motion for leave to seal Exhibit 1 to Defendants’ motion to dismiss.

IT IS THEREFORE ORDERED BY THE COURT that Plaintiff Horace B. Edwards’
Motion to Require the Filing of Defendants’ DVD Exhibit and Exhibit 1 to Defendants’
Memorandum in Support of Motion to Dismiss under Seal (Doc. 15) is denied.

IT 1S SO ORDERED.

“McCaffrey v. Mortg. Sources, Corp., No. 08-2660-KHV, 2010 W1 4024065, at *1 (D. Kan. Oct. 13,
2010).

°See Doc. 3, Am. Compl. at 2 2 (“Plaintiff, Horace B. Edwards, . . . [a]s a member of the moviegoing
public who purchased a ticket to Citizenfour and watched the documentary, [] was outraged by the admissions of
Defendant Edward J. Snowden detailing his government status as a former CIA/NSA/DIA officer with special high
level security clearances, . . .").

®See DKan Rule 54 6.

"Flohrs v. Eli Lilly & Co., No. 12-2439-SAC, 2013 W] 4773315 at *2 (D. Kan. Sept. 3, 2013) (quotation
omitted).
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Dated: February 13, 2015

S/ Julie A. Robinson
JULIE A. ROBINSON
UNITED STATES DISTRICT JUDGE




CaSask P41eved263331ARRITIID deocene 2524 Filed 02/19/15 Page 13061315

UNITED STATES DISTRICT COURT
DISTRICT OF KANSAS

HORACE B. EDWARDS, and

JOHN and JANE DOES 1-10,
Plaintiffs,

Case No. 2:14-CV-02631-

V. JAR-TJJ

EDWARD JOSEPH SNOWDEN,

PRAXIS FILMS, INC., LAURA

POITRAS, PARTICIPANT MEDIA,

LLC, DIANE WEYERMANN,

JEFFREY SKOLL, EMERGENCY REQUEST

THE WEINSTEIN COMPANY LLC
a/k/a RADIUS-TWC, HOME BOX
OFFICE, INC., SHEILA NEVINS,
IN HER CORPORATE CAPACITY,
THE ACADEMY OF MOTION
PICTURE ARTS AND SCIENCES,
JOHN and JANE DOES 1-10,
Defendants.

NOTICE OF APPEAL

N N N N N N N N N N N N N N N N N N N

Notice is hereby given that HORACE B. EDWARDS, (“Plaintiff”) in the
above named case against defendants EDWARD JOSEPH SNOWDEN
(“Snowden”), PRAXIS FILMS, INC. (“Praxis”), LAURA POITRAS (“Poitras”),
PARTICIPANT MEDIA, LLC (“Participant”), DIANE WEYERMANN
(“Weyermann™), JEFFREY SKOLL (“Skoll”’), THE WEINSTEIN COMPANY
LLC a/k/a RADIUS-TWC (“Weinstein”), HOME BOX OFFICE, INC. (“HBO”),
SHEILA NEVINS (“Nevins”), THE ACADEMY OF MOTION PICTURE ARTS

AND SCIENCES (“Academy”), and JOHN and JANE DOES (“Does™)

1
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(“Defendants”), does hereby appeal to the United States Court of Appeals for the
Tenth Circuit from an Order (Doc. 17) denying plaintiff’s Motion to Require the
Filing of Defendants’ DVD Exhibits under Seal (Doc. 15) referring to (Doc. 18 and
Docket Annotation entered 2-13-2015, 2 copies of DVD, CITIZENFOUR), and
Transcript of the film CITIZENFOUR, (Doc. 13-1) a/k/a “Exhibit 1” to
Defendants’ Motion to Dismiss (Doc. 13). Both the DVDs and Transcript contain
classified information as admitted by defendants in (Doc.14 and Doc. 13-1, at 30-
31, 37-40, 29-31, 45-46, and 37-38) which unauthorized individuals are prohibited
from viewing until and unless classified and other prohibited information is
redacted and CITIZENFOUR reedited to delete the classified and other prohibited
information stolen by Edward Snowden and unlawfully disclosed by the other
defendants, pursuant to Executive Order No. 13526 and other applicable law, and
in accordance with supplemental filings associated therewith, Plaintiff further
seeks emergency injunctive relief. Such Order (Doc. 17) was entered in this action
on the 13" day of February, 2015, and the relief sought includes that relief which is
pled in the record as supplemented, as set forth above, and such other relief as the

Court deems proper.
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Respectfully submitted,

LAMFERS & ASSOCIATES, LC
By: /s/Jean Lamfers

Jean Lamfers KS#12707

7003 Martindale Rd.

Shawnee, KS

Tel. (913) 962-8200

Email: jl@lamferslaw.com

ATTORNEY FOR PLAINTIFF
HORACE B. EDWARDS

CERTIFICATE OF SERVICE

The undersigned certifies that a true and correct copy of the foregoing was
served via email to each attorney listed below this 19" day of February, 2015 to the
following:

Bernard Rhodes
brhodes@lathropgage.com
Lathrop & Gage LLP

2345 Grand Blvd., Suite 2400
Kansas City, MO 64108

Marvin S. Putnam
mputnam@omm.com

Daniel D. Ambar
dambar@omm.com

O’Melveny & Myers LLP

1999 Avenue of the Stars, 7" FI.
Los Angeles, CA 90067

/s/Jean Lamfers
Attorney for Horace B. Edwards
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UNITED STATES COURT OF APPEALS
FOR THE TENTH CIRCUIT

OFFICE OF THE CLERK
Byron White United States Courthouse
1823 Stout Street
Denver, Colorado 80257
(303) 844-3157

Elisabeth A. Shumaker Chris Wolpert
Clerk of Court February 19, 2015 Chief Deputy Clerk

Ms. Jean Lamfers
Lamfers & Associates
7003 Martindale Road
Shawnee, KS 66218

RE: 15-3032, Edwards, et al v. Snowden, et al
Dist/Ag docket: 2:14-CV-02631-JAR-TJJ

Dear Counsel:

The court has received and docketed your appeal. Please note your case number above.
Copies of the Tenth Circuit Rules, effective January 1, 2015, and the Federal Rules of
Appellate Procedure, effective December 1, 2014, may be obtained by contacting this
office or by visiting our website at http://www.cal0.uscourts.gov. In addition, please note
all counsel are required to file pleadings via the court's Electronic Case Filing (ECF)
system. You will find information regarding registering for and using ECF on the court's
website. We invite you to contact us with any questions you may have about our
operating procedures. Please note that all court forms are now available on the court's
web site. Outlined below are some of the requirements for prosecuting this appeal. In
particular, please see 10th Cir. R. 30.1 for important changes to the court’s
appendix requirements.

Attorneys must complete and file an entry of appearance form within 14 days of the date
of this letter. See 10th Cir. R. 46.1(A). Pro se parties must complete and file the form
within thirty days of the date of this letter. Appellant's failure to enter an appearance may
cause the appeal to be dismissed. An appellee who fails to enter an appearance may not
receive notice or service of orders. If an appellee does not wish to participate in the
appeal, a notice of non-participation should be filed via ECF as soon as possible. The
notice should also indicate whether counsel wishes to continue receiving notice or service
of orders issued in the case.

You are required to file a docketing statement within 14 days of filing the notice of
appeal. If you have not yet filed that pleading, you should do so within 14 days of the
date of this letter. Please note that under local rule 3.4(C), the appellant is not limited to
the issues identified in his docketing statement and may raise other appropriate issues in
the opening brief. In addition to the docketing statement, all transcripts must be ordered
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Appellate Case: 15-3032 Document: 01019387568 Date Filed: 02/19/2015 Page: 2

within 14 days of the date of this letter. If no transcript is necessary, you must file a
statement to that effect.

The $5.00 filing fee and $500.00 docket fee were not paid to the district clerk when the
notice of appeal was filed as required by Fed. R. App. P. 3(e). Unless the fees are paid to
the district clerk within 14 days of the date of this letter, this appeal may be dismissed
without further notice. See 10th Cir. R. 3.3(B).

Appellant is not required to file a designation of record, but will be required to file an
appendix with appellant's opening brief. See 10th Cir. R. 10.2(B) and 30.1.

Appellant must file an opening brief and appendix within 40 days after the date on which
the district clerk notifies the parties and the circuit clerk that the record is complete for
purposes of appeal. See 10th Cir. R. 31.1(A)(1). Motions for extension of time to file
briefs and appendices must comply with 10th Cir. R. 27.3, 27.4(B), 27.4(E), where
applicable, and 27.4(F). These motions are not favored.

Briefs must satisfy all requirements of the Federal Rules of Appellate Procedure and
Tenth Circuit Rules with respect to form and content. See specifically Fed. R. App. P. 28
and 32 and 10th Cir. R. 28.1, 28.2 and 32.1, as well as 31.4 when applicable. Seven hard
copies of briefs must be provided to the court within two days of filing via the court's
Electronic Case Filing system. See 10th Cir. R. 31.5 and the court's CM/ECF User's
Manual. Appendices must satisfy the requirements of Fed. R. App. P. Rule 30 and 10th
Cir. R. 30.1(A) through (F). Please note that as of January 1, 2015, all appendices must
be filed electronically, and a single hard copy provided to the court within two days of
filing via the court's Electronic Case Filing system. See 10th Cir. R. 30 as well as the
court's CM/ECF User's Manual.

Please contact this office if you have questions.

Sincerely,

Zy p
Elisabeth A. Shumaker
Clerk of the Court

cc: Daniel D. Ambar
Marvin S. Putnam
Bernard J. Rhodes

EAS/KIp



Case 2:14-cv-02631-JAR-TJJ Document 27 Filed 02/19/15 Page 1 of 2

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF KANSAS

HORACE B. EDWARDS, et al., )

)

Plaintiffs, )

)

V. )
) Case No. 14-2631-JAR-TJJ

EDWARD JOSEPH SNOWDEN, et al., )

)

Defendants. )

)

ORDER

On February 19, 2015, the Court received a lengthy e-mail from Plaintiff Horace B.
Edwards’ counsel, Jean Lamfers, attached to this Order as Exhibit A. The e-mail complains
about the Court’s failure to schedule an “emergency request” for a conference call she requested
by voicemail, and argues further that the Court erred in denying her motion to seal certain
exhibits attached to Defendants’ Motion to Dismiss.

The federal rules are quite clear on the proper method for seeking Court relief: “A
request for a court order must be made by motion. The motion must: (A) be made in writing
unless made during a hearing or trial; (B) state with particularity the grounds for seeking the
order; and (C) state the relief sought.”* Of course, the filing must also conform to Fed. R. Civ. P.
11. The Court’s Local Rule 7.1 provides more specific guidance regarding the content of
motions filed in this District. Plaintiff’s e-mail fails to conform to either the federal or local
rules for requesting Court relief, therefore the Court will not act on the requests contained
therein.

Plaintiff is instructed to follow the federal and local rules for seeking Court relief going

'Fed. R. Civ. P. 7(b).
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forward. The Court will not entertain these requests informally by telephone or e-mail; they
must be in writing and filed in the Court record on CM/ECF. To the extent Plaintiff seeks a
hearing, such a request shall also be made in writing and accompany the motion for which a
hearing is sought. The Court likewise will not set a civil case for hearing or status conference in
the absence of an accompanying motion and written request unless the federal rules require such
a hearing. There has been nothing filed in this case to date that requires a hearing under the

applicable rules.

Plaintiff’s counsel has been instructed that the Court prefers informal communications
with the Court be made by e-mail, with copy to opposing counsel. In the Court’s experience,
such informal communications are rarely necessary and are typically limited to coordinating
hearing dates after the Court has determined a hearing is necessary, or to address routine,
procedural questions. The Court does not and will not entertain requests for relief in this manner
and Plaintiff shall refrain from this practice going forward.

IT IS SO ORDERED.

Dated: February 19, 2015

S/ Julie A. Robinson

JULIE A. ROBINSON

UNITED STATES DISTRICT JUDGE
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EXHIBIT A

Re: 2:14-cv-02631-JAR-T]] Edwards et al v. Showden et al
W _ Jean Lamfers
_' to:
Robinson, Julie
02/19/2015 12:46 AM
Cc:
Bonnie_Wiest, brhodes, mputnam, dambar
Hide Details
From: Jean Lamfers <jl@lamferslaw.com>

To: "Robinson, Julie" <ksd_robinson_chambers@ksd.uscourts.gov>

Cc: Bonnie_Wiest@ksd.uscourts.gov, brhodes@lathropgage.com,
mputnam@omm.com, dambar@omm.com

Your Honor,

As requested by the Court's Courtroom Deputy, I am responding to the Court by
email.

I had filed a motion on February 12, 2015, requesting certain documents be filed
under seal and was neither heard nor given an opportunity to reply before the
Court's Order dated February 13, 2015. In conjunction with this email, a
supplemental memorandum and declaration are also being filed with the Court.

I phoned the Court on an "emergency basis" on February 17th at approximately 3
p.m. and received an email from the Courtroom Deputy at around 2 p.m. on
February 18th, about 24 hours after my emergency request for a brief conference
call/hearing with the Court and all counsel related to the Denial of a Motion to Seal
Classified Information because I understood the Court was misinformed by
defendants of the proper legal standards applicable to classified materials and
apprpriate means to declassify. Thereby an important issue separate from the
merits of the action was decided with practical and/or actual finality, and is
effectively unreviewable now due to the timing of defendants' ongoing conduct.


Bonnie Wiest
Typewritten Text

Bonnie Wiest
Typewritten Text

Bonnie Wiest
Typewritten Text

Bonnie Wiest
Typewritten Text
EXHIBIT A
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Clarification was requested and not received in time for the relief sought. The
order denying plaintiff's sealing motion was decided based on defendants'
representations and papers leading to, inter alia, what plaintiff asserts to be clear
error. The legal standards between classified information being unsealed

and issues of sealing unrelated, unclassified court records are very different, as
indicated by the precedent provided in plaintiff's Motion. The precedent cited was
neither mentioned or distinguished in defendants' papers to the Court, nor referred
to in the Court's Order.**

Plaintiff's counsel was not provided, based upon defendants' approach, any
meaningful or sufficient opportunity to respond to defendant's Objections when the
Court's denial order was issued approximately 8 hours after the Objection was
filed on Friday the 13th, just before a three day holiday weekend. Because of such
circumstances, irreparable harm is not only imminent, but also quantifiable and
demonstrable, as supported by the proposed 2nd Amended Complaint and

its Exhibits, inter alia, the Certification of Acknowledgement of the former general
counsel of the National Security Agency (NSA) reporting research

summarizing measurable negative activity by al-Qaeda and splinter groups
following the Snowden disclosures.

As has been recognized by United States government officials, including the
President, there is no more important issue to our Nation as a whole than its
security and the lawful exercise of such to protect and defend the Constitution and
the rights it enshrines. The film, Citizenfour, admittedly by defendants in their
Motion to Dismiss, discloses classified information, including sources and methods
of intelligence gathering and Tier 3 classified information, which experts say has
been disclosed to countries considered our adversaries and organizations
recognized as terrorists by the United States Government. See Exhibits to 2nd
Amended Complaint.

I advised Mr. Rhodes on January 23, 2015 that any submission of the film should
only be undertaken on an in camera basis to the Court. I said I did not want to
take possession of it. This was because of my understanding the film contains
classified information based on my having seen the film. I received no response to
this request from defendants' counsel. To the contrary defendant's counsel
delivered a copy of the DVD to my office (which remains unopened and under lock
and key).

My conclusion that classified information is actually contained in Citizenfour has
thereafter been admitted by defendants in their Motion to Dismiss, Doc. 14. Ex. 1
at 30-31, 37-40, 29-31, 45-46, and 37-38. Despite those admissions, defendants'
counsel objected to filing under seal using citations only to cases NOT related to
how classified information is to be handled and ignoring the procedures applicable
for doing so, thus misleading the Court. My reference in my Motion to "Better safe
than sorry" was not stated merely as an idiomatic expression, but rather a
reference to the fact that classified information is typically held in the Clerk's safe,
not in the public file. I had contacted the clerk's office and understood the DVD
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would be held in the safe until a motion could be determined.

Furthermore, the expression used by defendants: "once the cat is out of the bag,
the ball game is over" is not relevant to classified information standards but is
from a case involving privileged, not classified documents. See, Gambale v.
Deutsche Bank AG, 377 F.3d 133, 145, n.11. (2nd Cir. 2004).

The delay resulting from a lack of candor by defense counsel on the legal
precedent related to the issue of how classified information is declassified does
not include unofficially endorsed media disclosures to a wide audience or
disclosures by those who unlawfully obtained or participated and colluded in
obtaining such materials. See proposed 2nd Amended Complaint and the
precedent referenced in my Motion to Seal, Doc. 15. Even classified information
published in the Congressional Record has been deemed as remaining classified as
indicated in Wilson v. CIA, 586 F.3d 171, 196 (2nd Cir. 2009). The procedure for
declassifying information is not simply revealing it in a film, but rather "when the
propriety of a classification is challenged, a court appropriately reviews the record,
"in camera” or otherwise," to ensure that the government agency has "good
reason to classify...with "reasonable specificity, demonstrat[ing] a logical
connection between the [classified] information and the reasons for
classification." Wilson at 196.

This situation has placed the plaintiff in an untenable position regarding avoiding
irreparable harm and obtaining appropriate relief sought on a serious issue in a
timely manner.

The denial of a sealing motion has furthered the irreparable harm and relief
necessary to address such harm, among other things, by the continuing injury
through repetition of classified, stolen information that reaches a broader
constituency of extremists with each showing, the effects of which will

be exacerbated by the announced worldwide distribution of the

film Sunday/Monday via the Academy Awards and HBO's scheduled cable
distribution.

Accordingly, given the circumstances and pursuant to Federal Rule of Appellate
Procedure 8.2(A) and 10th Cir. R. 8, the only effective relief at this time places
plaintiff in the position to bring this matter under an emergency motion for
emergency relief to the Tenth Circuit Court of Appeals.

I make the above factual assertions under penalty of perjury as my declaration as
an officer of this Court. I respectfully request this email be docketed as a part of
the official record of this Court.

note**The applicable law and rules requiring candor with the Court on legal
precedent is paramount to due process and fairness, as addressed in the Kansas
Rules of Professional Conduct, Rule 226, 3.3 and Comments thereto. Defense
counsels' Objection cited entirely to cases unrelated to classified information. To



Case 2:14-cv-02631-JAR-TJJ Document 27-1 Filed 02/19/15 Page 4 of Bage 4 of 4

therefore assert such cases are controlling law is inapposite to the issue of
declassification through unofficial public disclosure. To not disclose directly
adverse authority in the controlling jurisdiction which has not been disclosed by
the defendants or to distinguish the cases that were cited by plaintiff raises issues
of improper advocacy.

Sincerely, Jean Lamfers

On 2015-02-18 01:24 PM, Bonnie_Wiest@ksd.uscourts.gov wrote:

Dear Ms. Lamfers,

I am responding to your voice message that you left on my phone extension
yesterday afternoon. Judge Robinson and I were in Topeka for hearings all
day and in hearings again in KC this morning.

I believe I referred you to Judge Robinson's guidelines and procedures in
a previous phone conversation we had. Please let me again inform you that
you will need to follow Judge Robinson's Guidelines for Civil and Criminal
Proceedings. (I have attached the first page of those guidelines for your
review.) I will be happy to set up a hearing/conference once you have
filed the appropriate motion and the Court approves the same. You may also
contact us by sending an email to Judge Robinson's Chambers at
KSD_Robinson_ Chambers@ksd.uscourts.gov, and copy all other counsel on the
email.

Thank you.
Bonnie

(See attached file: JAR Guidelines August 2013.pdf)

Bonnie Wiest

Courtroom Deputy

for the Honorable Julie A. Robinson
United States District Judge

500 State Avenue, Room 511

Kansas City, KS 66101-2400
913-735-2365

913-735-2361 (fax)
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