FTP
1. VicTopus u unen Ha npotokona

® 3anoyHart npes3 1971, oconumanHnat ctaHgapTt e ot 1985
® [IpexBbpnsHe Ha hannose mM/y pasnnyHn MawnHU

BapuaHTn 3a KOHBEpPTUPAHE M/Yy pa3nnuyHu TUMOBE OAHHU
® OnpocTeH NPoTOKON

2. MpwuHumnn Ha paboTa

® login
® retr/stor

TpaHcepbT cTaBa B OTAeNHa Bpb3ka(pasv,active)
® quit

3. Camnat npoTokon

® [nedvHUUMSA Ha BpblaHnte konose (RFC959)
1yz Positive Preliminary reply
2yz Positive Completion reply
3yz Positive Intermediate reply
4yz Transient Negative Completion reply
5yz Permanent Negative Completion reply

x0z Syntax -

x1z Information

x2z Connections

x3z Authentication and accounting
x4z Unspecified as yet.

x5z File system

® Bwup Ha continuous messages
XXX-something
whatever();
another whatever();
XXX end

® J[locTa no-To4HO AedpuHMpPaH OT APYrn NPOTOKONN, C KpaHW aBTOMaTK U ONCaHNe Ha KOMaHauTe
4. KomaHgu
® auth
USER <SP> <username> <CRLF>

PASS <SP> <password> <CRLF>
ACCT <SP> <account-information> <CRLF>

dir. navigation
CWD <SP> <pathname> <CRLF>
PWD <CRLF>
CDUP <CRLF>
SMNT <SP> <pathname> <CRLF>
® misc
QUIT <CRLF>
REIN <CRLF>
data connection type
PORT <SP> <host-port> <CRLF>
PASV <CRLF>
data transfer type
TYPE <SP> <type-code> <CRLF>
STRU <SP> <structure-code> <CRLF>
MODE <SP> <mode-code> <CRLF>
file management
RETR <SP> <pathname> <CRLF>
STOR <SP> <pathname> <CRLF>
STOU <CRLF>



APPE <SP> <pathname> <CRLF>
ALLO <SP> <decimal-integer> [<SP> R <SP> <decimal-integer>] <CRLF>

REST <SP> <marker> <CRLF>

RNFR <SP> <pathname> <CRLF>
RNTO <SP> <pathname> <CRLF>

ABOR <CRLF>

DELE <SP> <pathname> <CRLF>

® dir. management
RMD <SP> <pathname> <CRLF>
MKD <SP> <pathname> <CRLF>
® list
LIST [«SP> <pathname>] <CRLF>
NLST [<«SP> <pathname>] <CRLF>
® site specific
SITE <SP> <string> <CRLF>
SYST <CRLF>
STAT [<SP> <pathname>] <CRLF>
@ additional
HELP [<SP> <string>] <CRLF>
NOOP <CRLF>
5. CbpBbpHU
® wu-ftpd
sendmail npu ftp cbpBBPUTE
® proftpd
e BSD ftpd
® |ukemftpd
® vsftpd
e |IS

6. ATtakwu/security npobnemu

® HekpunTupaH NpoTokon
SSL/TLS, S/Key, OPIE, Kerberos - HecTangapTHu nobasku

® ftp bounce
CKaHvpaHe 4pes3 Tasu ataka
® [IpeckayaHe Ha firewalls
® B13MOXHOCT 3a KpaleHe Ha doalrinose, nopaan nopenHocTTa Ha noptoeeTe npu PASV
® directory traversal npobnemm
® globbing DoS (Is */*/*/*/*/* ...), con, prn, aux npn windows
® CepurosHo KonmyecTBo exploits 3a pasnmyHuTe CbpBbpPYU
® exploit-n 3a pa3nnyHN KOPTU HANUCaHW KINEHTU



