pebHn MpbcHU hack-oBe
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lned Ha nekuudarta

* lpebHn Hewa

* BpeaHu 3a nosizBaHe B peasiHuU yC/loBuU4
— BCe€ lNakK rnoJji3BaHMNu....

* IHTepeCcHU OT TeXHNn4YecKka U NaTtosIornMyHa
rneaHa TO4Ka

* ABTOPBT HEe HOCKM rpaM OTrOBOPHOCT 3a
nocneanumTe oT neKuundata cwu.



M3non3BaHW MHCTPYMEHTH

shell scripting
coreutils
gnuplot
postgresql

Bcuyko Apyro, nonagHano noj pbvka u
Heycnsano aa nsbdara



[TbpBK hack

* 3a/1a4a - Aa ce aHanmlunpa log Tabnuua v
[la ce HapucyBa pe3ynrtaTa

* CTpyKTypa Ha Tabnuuara:

— noJie datetime
— rosie c Tun Ha cebutmerto (M36pounm)



PelweHune, nbpBa 4YacT

SELECT
( (EXTRACT (epoch FROM timestamp)::1nt/90)*90) AS
period,
SUM( (event 1d=1)::1nt) AS type 1,
SUM( (event 1d=2)::1nt) AS type 2,
SUM( (event 1d=3 OR event 1d=4)::int) AS
type rest,
SUM(1) AS all
FROM
log
WHERE
timestamp => '2006-08-28 00:00:00'
AND timestamp < '2006-08-29 00:00:00'
GROUP BY
period
ORDER BY
period ASC;



PelweHune, BTOpa 4acT

# 3BexaaHe M pucyBaHe

psgl -A -g -t -F ' ' $DB -c "$QUERY" > data

set title "Events through the day"
set ylabel "number of events”
set xlabel "time through the day"
plot "data" using 5 with lines title "all", "data"\
using 4 with lines title "rest", \
"data" using 3 with lines title "type 1",\ "data"
using 2 with lines title "type 1"



Pe3ynTtaT

Calls through the day, quantized at 20 sec. (fig. 1)
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BTopu hack

* 3aA4a4a:; pa3buBKa Ha CNUCHLK OT ip
aJpecu rno AbpxxaBu 3aeaHO C 06LWKnS
6bpoun cpellaHns

* N3non3Ba ce 6a3aTa ot ip.ludost.net
* He 3HaM perl ;)



PelweHune, nbpBa 4YacTt

Tabnuun B 6bazsaTa:

cnt — HayaneH agpec, KpaeH, Abp>XaBa
iplist — agpec, 6poun cpellaHus
final — agpec, abp>xasa, 6poun cpellaHns



PelwleHne, 4YacT BTOpPaA

# 3apexiaHe Ha 6a3aTa C AbpXaBu:

sed 's/ /,/9' country.db |sed \
IS/A/"/;S/’/"’"/g;S/$/"/l |\
psgl DBN -c 'COPY cnt FROM STDIN;'



PelweHne, TpeTa 4acTt

# AHanNnM3 Ha BCeKU 5 MUHYTH

PQ="'psgl -A -q -t DBN -c'

sort iplist|uniq -c |awk '{print $2"\t"$1}'$1 | psql
-A \ -q -t dbn -c 'DELETE FROM iplist;COPY iplist FROM
STDIN'"

$PQ "DROP TABLE final"

$PQ "SELECT ip, att, (SELECT ctr FROM cip WHERE 1ip>beg
AND i1ip<fns) AS cnt INTO final FROM iplist"

all= $PQ "SELECT sum(att) FROM final"
psgl -q DBN -c "SELECT

cnt,SUM(att), ((SUM(att)*100/$all)::int) AS pct FROM
final GROUP BY cnt ORDER BY SUM(att) DESC" > cnt.txt



Pe3ynTtaT

_____ 1NN E )
bg 123 60
us 58 28
Nz 11 5
de 6 2
ru 2 0
nl 2 0
hu 1 0




TpeTn hack

* PasnpaBugd c ydyaBallo rnynaB Xxapayep
* High-availability cucrema c drbd

‘




PelwleHune, 4YacT NbpBa

#!/bin/sh
cd ~/krokodilski || exit 2
echo $$ > /var/run/kmq.pid

tcpdump -Slni eth0.51 src host 10.0.0.16 and src
port 5001 and not dst port 0@ 2>/dev/null | (
while read 1i; do
k="echo $ilawk '{print $6}'"
p= echo $i|awk '{print $4}'|cut -d . -f 5
if [ $k = "ack" ]; then
continue;

fi
kl="echo $k |cut -d: -f 1
echo $p$kl > file.tmp
mv file.tmp file.seq
done )



PelwleHne, 4YacT BTOpPaA

cd ~/krokodilski || exit 2
./spoof 10.0.0.16 5001 10.0.0.5 cat file.seq |
cut -d : -f 1 “cat file.seq |cut -d : -f 2° 10

# spoof e M3MbKHATO OT eAHa nekuusd no
# MpexoBa CUTYPHOCT



v
(11171///)/
i/ J”"’r /

/1
J/,JJ’,HH
(]
NNy

L

|
/ 4
L

um\\
/ . \ AARRARRRRNN Y
s '11/1// : \ RRERRLRRRARRARRRAN
N, 11/ ARIRRAARRRRA A
O / /
SRR

SRR T / z TALRRRARE ‘ m“w‘\\‘\“\\‘\“\\‘\“\\\‘w‘w
QR ‘ ‘ R
BB

”\“Hw“‘c‘e‘w‘e‘c‘c“w“c‘w‘“c“g“““‘““‘“““““‘Hmm T

\ IRRRRRRRRRRRRR IR \“HH“\“‘\‘
AL / = \
‘ I H‘ H‘H‘
| [
i
i

VA R
L il

i
HH“ i ! |

‘ L AN i
i ‘\‘u‘;‘ | 1 UHHU
Al i N
| “ i ISERRAN H“H“\
\HHHHH‘H\\ | i “ u“w‘m‘\”‘

u
u

R RR R RRR AR AR RR AR RR RN P
[ RN Wy ““\\‘w‘ RERRN | | “‘\“HH‘H‘

| e | it ity
AR il I

\\ It H“‘ “\u“‘\“\\“““\““\ ““\““‘\\‘\\\H\ \ “H“‘ HH‘
AR ‘ ALRERRRERRARTARIY

(NERRRRAEN \ (AR ARRRERAREY

AR AR TR RAARAARAAY
\\\Hw\\u \

Iy (T

- (T T

IRRRRRRAAA | \ \ ) - // iy ST
:

T

T

iy
iy

/1]




Bbnpocu?

. WJIN BCUYKUN Ce YyaaT 3allo UM rybux
focera BpeMeTo?



Kpaw

bnarogaps 3a (He3ac/y>XeHoTo)
BHUMaHue!



